YcraHosKa noantuk Chrome gna yctpoiicrs

HacTpoliKy NONNTMK MOYKHO YNPOCTUTb, BOCNO/Ib30BaBLINCH WabaoHamu. OHM NpeaHasHavyeHbl 418 CUCTEMHbIX
aAMUHUCTPATOPOB, KOTOPLIM HEOBXOAMMO NPUMEHUTL NpaBuaa Chrome K KOpNopaTUBHLIM YNpPaBaseMbIM
ycTpoiicteam. These policy templates are for IT administrators who want to set Chrome policies on their corporate-
managed devices.

Bce geiictBylowme npasuna, npumeHsemble K Google Chrome, nepeuncneHsbl B Katanore common/ B ZIP-apxuse ¢
WabsoHaMM NOAUTHK (JOCTYNHbI HA BCEX NOAAEPKMBAEMBIX A3bIKAX) U HA caliTe Ana pa3pabotymkos Chromium (TonbKo
Ha aHMTIMCKOM).

Windows u Linux

Onsa OC Windows npesycmoTpeHbl gBa Tvna wabnoHos noantuk: ADM n ADMX. MpoBepbTe, KAKOM N3 HUX MOXKHO
MCMNO/Ib30BaTb B Ballel ceTu. 3T WabnoHbl onpeaenatoT pasaenbl peectpa ANA HacTpolikmn Google Chrome m
[0MNYyCTUMblE 3HAYEHMA NAapamMeTPOoB, KOTopble Bpay3ep cUMTbIBAET BO Bpems paboTbl.

Ona OC Linux mbl co3aanu JSON-daiin, KoTopbii MOXXHO CKONMPOBATb U OTPEAAKTUPOBATb, KAk BaM HYXHO.

La6noHbl Windows u Linux, a Take o6LLy0 JOKYMEHTALMIO MO MNOJIMTUKAM AJ151 BCEX OMEPALMOHHBIX CUCTEM MOXKHO
HalTKN 34€echb:

ZIP-daiin wabnoHoB U AoKyMmeHTaummn Google Chrome.

1. KoHdurypuposaHue ceTu.

1. BbINOAHMTE B ITaBHOM MeHIO KoMaHAay gpedit.msc.

2. MNepeiauTe B pasgen NMoautuka "JlokanbHbit Komnbiotep" > KoHdurypauma komnblotepa >
AAMMHUCTPATUBHDIE LIAGAOHDI.

3. HaxmuTe nNpaBoii KHOMKON MbilK AAMUHUCTPATUBHbIE Wa6a0HbI 1 BbibepuTe lo6aBneHune n
yaaneHue WwabnaoHos.

4. B gnanorosom okHe AobasbTe WabnoH chrome.adm.

5. Ecnn B pasgene "AgMnHUCTpaTUBHbIE WabnoHbl" He bblio nanku Google/Google Chrome, nocne atoro
oHa noasutca. B Windows 7 Bbl HangeTe wabaoH ADM B nanke "Knaccmyeckne agMMHUCTPATUBHbIE
wabnoHbl/Google/Google Chrome".

B pepakTope rpynnosbiX NOJIUTUK OTKPOUTE A,06aBAEHHDIN Wa6NoH ANA pesakTUPOBaHUA.
Yaue Bcero TpebyeTca BHECTU CAeayloLne U3MEHEHURA:

O YCTaHOBWTb rNaBHyIo cTpaHuLy — URL, KOTOpbIM OTKPbIBAETCA, KOraa noab3oBaTesb 3anyckaeT bpaysep
WN HaXXMMAeT KHONKY "[naBHas cTpaHuua";

O OTNPaBAATb AHOHUMHYIO CTaTUCTUKY UCMO/Ib30BAHUA U OTUETbI 0 C60AX — UYTOObI OTK/IIOUYUTL OTMPABKY
nHbopmauun B Google 06 ncnonb3osaHum n cboax Chrome, sagaite 3HadeHue False gna atoro
napameTpa;

O  OTK/JIYMTb aBTOMAaTUYeCcKoe 06HOB/IEHUE — Bbl MOXKETE OTK/IOUUTb aBTOMaTU4eckoe obHoB/eHNE,
XOTSl 06bIYHO 3TO HE PeKOMEHAYeTCA.

ﬂ,OI’IOI’IHVITe.I'IbHyl'O VIHd)OpMaLI,I/I}O Bbl HaVIAETe B MOZIHOM CNMUCKe nogaepXmBaembiX NOJIUTUK.

MpMMeHUTE NONUTUKM K TPpebyeMbIM KOMMbIOTEPaM. B 3aBUCMMOCTM OT KOHOUIYPaLLMK CETM Ha 3TO MOXKET YITK
HeKoTopoe Bpems. TaKKe MHOTAa BO3HWKAeT HE0BX0AMMOCTb MPUMEHUTb MOJIMTUKMN BPYYHYIO C MOMOLLbIO
WHCTPYMEHTOB aAMUHUCTPATOpPA.

Mac OS

Ha komnbtoTepe nog ynpasneHnem Mac OS nonnMTUKM onucbiBatoTcA ¢ nomoubto PLIST-dalina (palina co cnnckom
CBOWCTB), BKAtOUYEHHOro B NakeT Google Chrome. Yto6b1 HaiiTn PLIST-dalin, BbINOAHUTE YKa3aHHbIe HUXKEe AeNCTBUS.


http://dl.google.com/dl/edgedl/chrome/policy/policy_templates.zip
http://www.chromium.org/administrators/policy-list-3
javascript:;
http://dl.google.com/dl/edgedl/chrome/policy/policy_templates.zip
https://support.google.com/a/answer/187207
https://support.google.com/chrome/a/answer/187202
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3arpy3ute Google Chrome.

OTKpoliTe NakKerT.

HaliguTe nanky resources.

Hangute B Helt daiin com.google.Chrome.manifest.

PwnNE

Yacto 3agaBaemble Bonpocbl 0 npasuaax Chrome
KaK y3HaTb, Kakue npasuna Chrome ycraHoBneHbl gnA yCTPOMUCTBa?

YT106bI YyBUAETDL, KaKME NpaBuaa NpumeHstoTca K Chrome B HacTosee Bpems, BBeguTe B apeCHOM CTpoKe
chrome://policy. MomeTkoit "MpumeHsaeTca K: Tekylmit noab3osaTenb" 0603HayeHbl Nnpasuia, yaaneHHo
YCTaHOBNEHHbIE A/1A NOAb30BaTeNel Yepes NaHe b AAMUHUCTPATOPA, UM NPaBWUIA HA YPOBHE ONepaLMOHHOM
CUCTEMDbI, 3aZiaHHble 06beKTaMu rpynnoBbix NoAMTUK (GPO). MpynnoBble NOANTUKM MOTYT MPUMEHATLCA HA YPOBHE
no/sb30BaTeNA U Ha YpOBHE KOMNbloTepa. Hanpotus npasun ana ycrpoitcte B Chrome OS 6yaet oTobpaxkaTbca NOMETKA
"YcTpoicTBo", a Ha KomnbtoTepax nog ynpasneHnem Windows, Mac unu Linux — "/lokanbHbI KomnbloTep".

KaKkue npaBuia MOXHO ycTaHaBuBaTb a8 6paysepa Chrome?

YpoBHU npuoputeTHocTn npasun Chrome

Machine Policy | > |OS-user policy | > | Ghome

1. MpaBuna Ha ypoBHe KomnbloTepa B cucteme Windows ycTaHaBAMBaOTCA 06 bEKTAMM FPYNNOBbLIX NOJANTUK
(GPO), a B Chrome OS — B naHenu agmmHuctpatopa ("MpumeHseTca K: YcTpoictso"). 3T1 npasuna
NPUMEHSIOTCA KO BCEM M0JIb30BaTE/IAM YCTPOMCTBA HE3aBUCMMO OT TOFO, KaKMM Bpay3epom OHM NoJb3yoTca U
BbINOJIHUAM I OHW BXOZ4, B akKKayHT Chrome. VX Tak»Ke MOXHO HAacTPOUTb 418 ONepaLMoHHOM cucTemsl Linux.
3T0T T™MN NpaBua 0b6a1a4aeT CambiM BbICOKMM YPOBHEM NpUopUTeTa.

2. TMpaBuna Ha ypoBHe NONb30BaTENA ONEPALMOHHON CUCTEMbI AENCTBYIOT NOC/E BXOAA B aKKayHT Chrome Ha
KOpMopaTMBHOM KoMnbloTepe nog, ynpasaeHnem Windows nnm Mac. 31 npasuna 8 cucteme Windows
ycTaHaBamBaoTcA ¢ nomowpto GPO, a B Mac — yepes ynpasasemble HaCTPOMKKU. MNpasBuna a4na nonb3osaTtenen
onepaumoHHON cMCTeMbl MMetOT 6oJiee BbICOKMI MPUOPUTET, YEM YCTaHOBEHHbIe yaaneHHo gns Chrome.

3. MpaBuna Ha ypoBHe npoduna Chrome npumeHAIOTCA K HaCTPOMKam NoJib30BaTeA NOC/E TOro, Kak OH
BbINOJIHUT BXOA B akKayHT Chrome Ha KomnbtoTepe nog ynpasneHmem Windows, Mac nam Linux. B
AOKYMEHTaLUMKN OHM HA3bIBAOTCA YAANEHHO YCTaHABANMBAEMbIMM NPaBMUAaAMU /1A NONb30BaATENEN U 3a4at0TCA
yepes naHenb agMUHUCTPaTOpa.

Mpumeyarue. na Kax[oro npasuaa egMHOBPEMEHHO MOXKHO YCTaHOBUTb TOJIbKO OAHO 3HaYyeHue. B ciyyae
NPOTUBOPEYMA MeXAY NPaBMUAaMU, 334aHHbIMU Ha Pa3HbIX YPOBHSX, MPUMEHATLCA byAeT To, KoTopoe nmeeT bonee
BbICOKWUI npuopuTeT. Mpasmna gns KOMMNbIOTEPOB MMEIOT 60J1ee BbICOKUI MPUOPUTET MO CPAaBHEHUIO C NPaBUIaMK NS
nosnb3osaTtesieit OC u npodunen Chrome.

Kak onpegenutb, rae 6b11M 3a4aHbl HACTPOMKM B TEKyLLEM npodune nonb3osarensa?

Ha KomnbtoTepax npasuaa Chrome npumeHstoTcs B BUAE Npasu Ha ypoBHE NAaTGopmMbl AW YAANEHHO
yCTaHaB/MBaEMbIX MPaBUJI.

e [paBuna Ha ypoBHe ycTpoiicTBa U nonb3osartena OC (nnatdopm) ycTaHaBAMBAKOTCA C MOMOLLbIO 06 BHEKTOB
rpynnosbix NoantTuk (GPO) Windows, ynpasasembix HacTpoek Mac unm gpyrux CTOPOHHUX naatdopm



http://www.google.com/chrome
http://en.wikipedia.org/wiki/Out-of-band_management

ynpaBaeHWs Ha KomnbtloTepax ¢ cuctemamm Windows, Mac unu Linux. 3agaHHble Takum obpa3om npasuia
MO3KHO YBUAETb, BBEAA B aApecHo cTpoke bpaysepa chrome://policy; npu stom Heoba3aTeIbHO BbINOAHATb
Bxop B Chrome.

e YpaneHHo ycTaHaB/MBaeMble NpaBu/a HAaCTPaMBatoOTCA Yepes NaHeab aAMUHUCTPATOPA U BUAHbBI TO/IbKO Nocae
BXofa B akkayHT Chrome. Ecam B agpecHol cTpoke 6paysepa ssectn chrome://policy, pagom ¢ Humm byaet
nomeTka "MpumeHsaeTca K: TeKywWmin nonb3osaTtenb'.

MNpumeyaHue. Bce npasuna ana yctpoiicte Chrome yctaHasnmBatoTcs yepes MHTepHeT. MIx MOXKHO 3a4aTb Yepes naHesb
agMUHUCTPaATOPa Kak Ha YpPOBHE YCTPOMCTBA, TaK U HA YPOBHE NONb30BaTeNA.

Chromium u Google Chrome noaaep»u1BatoT 04HM U Te e npasuia. B aTom AoKymeHTe MOryT NpMBOANTLCA NpasuKia
ANs HensgaHHbIx Bepcuii MO (oHM ByayT yKasaHbl B CMCKE NOAAEPKUBAEMbIX Bepcuit). Takue npaBuaa moryT bbiTb
M3MeHeHbI U yaaneHbl 6e3 npeaynpexkaeHns.

Bce 3T npaBwmaa npeAHa3HayYeHbl AnA HacTpoku Google Chrome Ha yCcTpoMCcTBax B BalLen OpraHM3aumu.
Mcnonb3oBaHWe 3TUX NPaBus BHE OPraHn3aLmm (Hanpumep, B Ny6MYHO PacnpoCcTpaHAeMOn NporpaMmme) MoxKeT
npuBecTn K Tomy, 4to Google 1 aHTUBMpPYCbl BYAYT CYMTaTb Ball NPOAYKT BPEAOHOCHbIM.

HacTpoiiku npaBma He HYXHO YKa3biBaTb BPYYHY0. Mbl npeanaraem npoctblie v yao6Hble WabioHbl HAaCTPoeK Ans
Windows, Mac u Linux. Ix moskHO ckauaTtb Ha cTpaHuue https://www.chromium.org/administrators/policy-templates.

B cucteme Windows pekomeHayeTca HacTpanMBaTb NpaBua Yepes 06beKTbl FPYNMNOBOM NOJIMTUKM, XOTA 1A YCTPOWCTB,
BXO4ALWMX B someH Active Directory, BO3MOXKHa M HaCTPOMKa Yepes peecTp.

HasBaHue npasuna OnucaHue
[naBHaAa cTpaHuua
HomepageLocation HacTtpoiika URL gomaluHen cTpaHuLbl
HomepagelsNewTabPage CaoenaTb CTpaHULy BbICTPOro AOCTyrna r1aBHOM

Aucnetyep naposei
PasswordManagerEnabled BKAOUMTb COXpaHeHWe naponeit

PaspelunTb N0Mb30BaTENAM NPOCMATPUBATL MAPO/IN B
aucnetyepe naposen (NnoaaeprKka npekpalleHa)

PasswordManagerAllowShowPasswords

HacTtpolika napametpoB Google [incka

OTknounTb Google Anck B npunoxkeHun "dainnbl" Google

DriveDisabled Chrome 0OS

OTknounTb Google Anck B npunoxkeHunn "dainnbl" Google

DriveDisabledOverCellular
Chrome OS npu coeguHeHUM Yepes COTOBYIO CETb

HacTpolika yaasneHHoro agocryna

BkatounTb 06x04 6paHaMayspa ANA KAMEHTa yAaNeHHOro
AocTyna

RemoteAccessClientFirewallTraversal

Bbl60p obna3aTenbHOro AOMEHa ANA KNMEeHTOB yaAaneHHOro
A0oCTyna

RemoteAccessHostClientDomain

BkatounTb 06x04 6paHaMayapa ANA XOCTa YAaNEHHOMO
AocTyna

RemoteAccessHostFirewallTraversal

RemoteAccessHostDomain HacTpoiika MMeHM goMeHa ANA XOCTOB yAaNeHHOoro 4octyna

Bk/toueHne aByxpaKTOPHOW ayTEHTUOUKALMU 418 XOCTOB

RemoteAccessHostRequireTwoFactor
YOANeHHOro Aoctyna

HacTpowka npedukca TalkGadget gnsa xocToB yganeHHoro

RemoteAccessHostTalkGadgetPrefix
AocTyna

RemoteAccessHostRequireCurtain BnoknMpoBaHMe XOCTOB Npu yaaleHHOM A0CTyne
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RemoteAccessHostAllowClientPairing

RemoteAccessHostAllowGnubbyAuth

RemoteAccessHostAllowRelayedConnection

RemoteAccessHostUdpPortRange

RemoteAccessHostMatchUsername

RemoteAccessHostTokenUrl

RemoteAccessHostTokenValidationUrl

RemoteAccessHostTokenValidationCertificatelssue

RemoteAccessHostDebugOverridePolicies

RemoteAccessHostAllowUiAccessForRemoteAssist

ance

HacTponKu KOHTEHTa
DefaultCookiesSetting
DefaultimagesSetting

DefaultJavaScriptSetting
DefaultPluginsSetting
DefaultPopupsSetting
DefaultNotificationsSetting

DefaultGeolocationSetting

DefaultMediaStreamSetting
DefaultWebBluetoothGuardSetting
DefaultKeygenSetting

AutoSelectCertificateForUrls

CookiesAllowedForUrls
CookiesBlockedForUrls

CookiesSessionOnlyForUrls

ImagesAllowedForUrls
ImagesBlockedForUrls
JavaScriptAllowedForUrls
JavaScriptBlockedForUrls
KeygenAllowedForUrls
KeygenBlockedForUrls
PluginsAllowedForUrls
PluginsBlockedForUrls

PopupsAllowedForUrls

RegisteredProtocolHandlers

PopupsBlockedForUrls

NotificationsAllowedForUrls

NotificationsBlockedForUrls

HacTpoliKku N0KanbHO ynpasasemMblix npodpuaen

Bkntouaet/oTkAtouaeT ayteHTUdUKaumo 6e3 PIN-koga ans
XOCTOB YAaNeHHOro A0CTyna

Mo3BosAeT MCNoab30oBaTb ayTeHTUOUKauuo Gnubby gna
XOCTOB YAaNneHHOro A0CTyna

Pa3spewnTb NCNONb30BaHME CepBepOB peTPaHCAALUN
XOCTaMM yAaneHHoro Aoctyna

OrpaHnunTb ananasoH noptos UDP, ncnonbsyembix XocTamm
yAaneHHoro gocryna

TpebyeT, 4Tobbl MMEHa I0KaNbHOTO NO/Ib30BaTENSA U
B/lafeNibLa XocTa yaaneHHoro AocTyna cosnaganu

URL, N0 KOTOPOMY KANEHTbI YAa/eHHOro A0CTyNa AONXKHbI
Nnosly4aTb TOKEHbl ayTeHTUdPUKaunm

URL npoBepKn ToKeHa ayTeHTUUKALMN JNA KINEHTA
yAaneHHoro gocryna

CepTUdUKaAT KNAMEHTa ANA NOAKAOYEHUSA K
RemoteAccessHostTokenValidationUrl

Mo3BonseT U3MeHUTb NpaBuaa cOOpPoK A8 OTNAAKM XOCTa
YOANEeHHOro AocTyna

PaspewunTb N0/b30BaTENAM B3aUMOAENCTBOBATL C
NPUBUAETMPOBAHHbBIMU OKHaMU BO BpeMs yAaneHHoM
NoAAepPKu

HacTtpoiiku daiinos cookie no ymonyaHuio
HacTpolika nsobpaxkeHuii No ymoi4aHuio
HacTtpoliku JavaScript no ymonyaHuto
HacTpoiKM nnarMHoOB No yMONYaHMUIo
HacTpo#Ka Bcn/ibiBatloWUX OKOH MO YMOYaHMUIO
HacTpoiKa onoBeweHuit No yMo4aHuIo

HacTpolika reorpauueckoro nosioXKeHns no yMoa4aHuio

HacTtpoiika MediaStream no ymon4aHuto

KoHTposb ncnonbsosaHus Web Bluetooth API
HacTpoiKku co3gaHuna KaoYen No yMmon4aHuio
ABTOMATUYECKNI BbIBOP KNMEHTCKUX cepTUdMKaTOB ANA
calnToB

PaspeLwwnTb paitnbl cookie Ha aTUX canTax

BnokupoBaTb painbl cookie Ha aTUX canTax

PaspelunTb ToNbKO ceaHcoBble dainbl cookie Ha aTUX canTax

PaspelunTb NOKa3 N306parkeHUin Ha 3TUX caiTax
BioKnpoBaTb M306paXKeHUA Ha STUX CalTax
Pa3pewunTb JavaScript Ha 3TuX caiTax
BnokuposaTbk JavaScript Ha 3TUxX canTax
PaspelwnTb 3TMM caiiTam co3aaBaTb KAO4M
BnoKkMpoBaTb cO34aHMe KAOYElN Ha 3TUX cailTax
PaspelnTb NAarMHbl Ha 3TUX cakTax
BnoKknpoBaTb NAarMHbl Ha 3TUX calTax
PaspelumnTb BCN/bIBAOLIME OKHA HA 3TUX CalTax
Pernctpuposatb 06paboTyMKN NPOTOKON0B
BAoKnpoBaTb BCNbIBatOLWME OKHA HA 3TUX caiTax
PaspelunTb onoBeLLLeHNA Ha 3TUX CalTax
BnoKnpoBaTb ONOBELLEHWUA Ha 3TUX CaMTax
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SupervisedUsersEnabled
SupervisedUserCreationEnabled

SupervisedUserContentProviderEnabled

HacTpoKkm cneumanbHbiX BO3MOMXKHOCTEN

ShowAccessibilityOptionsIinSystemTrayMenu

LargeCursorEnabled
SpokenFeedbackEnabled
HighContrastEnabled
VirtualKeyboardEnabled

KeyboardDefaultToFunctionKeys

ScreenMagnifierType

DeviceloginScreenDefaultLargeCursorEnabled

DeviceloginScreenDefaultSpokenFeedbackEnabled

DeviceloginScreenDefaultHighContrastEnabled

DevicelLoginScreenDefaultVirtualKeyboardEnabled

DevicelLoginScreenDefaultScreenMagnifierType

O6MeH COOBLEHNAMM C OPUTMHA/bHBIMU NPUNOKEHUS MU

NativeMessagingBlacklist

NativeMessagingWhitelist

NativeMessagingUserLevelHosts

NownckoBaa cmMctema N0 YMOAYAHUKO

DefaultSearchProviderEnabled
DefaultSearchProviderName

DefaultSearchProviderKeyword

DefaultSearchProviderSearchURL

DefaultSearchProviderSuggestURL

DefaultSearchProviderinstantURL

DefaultSearchProviderlconURL
DefaultSearchProviderEncodings

DefaultSearchProviderAlternateURLs

DefaultSearchProviderSearchTermsReplacementKe
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PowerManagementldleSettings
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BK/IlOYaeT yaaneHHyo NpoBepKy yCTPOMCTBA

Bkntovaer yAaneHHoe noarsepxgeHne gaHHbIX
nosib3oBaTeNEM

PaspelwaeT pacwmpeHnam ncnonbsosatb APl yaaneHHoro
noATBepPXAeHMA AaHHbIX

Bk/IloYaeT yaaneHHyo NpoBepKy 3alMTbl KOHTEHTa A4
yCTpoiicTBa

3ajepKKa 3aTeMHeHUA 3KpaHa Npu paboTe oT ceTn
3a/ieprkKa OTK/I0YEHUS 3KpaHa npu paboTe oT ceTn
3aaeprKKa 6N10KMPOBKM 3KpaHa npu paboTe oT ceTn

3ageprKKa npeaynpexaeHns o NePexXole B PeXMm
oXKnagaHua npu paboTe oT ceTu

3aaeprKKa nepexoda B CNAWMA pexnum npu paboTte oT cetn
3a4eprKKa 3aTeMHEHMA 3KpaHa npu paboTe oT 6baTapen
3a4eprKKa OTKAOUYEHUA 3KpaHa npu paboTe oT baTapeun

3ageprkKa 610KMPOBKM 3KpaHa npwu paboTe oT batapeu

3ageprkKa npeaynpeskaeHnn o0 Nepexone B Pexxum
oXuMAaHua nNpu pabote oT 6aTapen

3ageprkKa nepexoaa B CNALWMIA pexmMm npu paboTe oT
6aTtapeu

[JevicTeue No NpoLIecTBMM BPeMEHM 3a4ePKKM Nepexosa B
CNAWNN pexnum

[JelicTBMe B clyyae NpeBblleHNA BpemeHu 6e3aeincTemna npu
paboTe OT ceTu.

[Jencreune B cnyyae npesbllUeHMA BpeMeHn be3aencTeuns npu
paboTe OT akKymynaTopa.

[JevicTBue nocne 3aKpbITUA KPbILLKK

OnpepenseT, BAMAET I BOCNPOU3BEAEHNE ayANO HA PEKUM
3HepronoTtpebaeHnn

OnpepenseT, BAMAET 1M BOCNPOU3BEAEHNE BUAEO HA PEXUM
3HepronoTtpebaeHnn

KoaddumumneHT yBennyeHma 3agepKKM Nepexosa B KAy
PEXMM B pexknme npeseHTaumnm (bonblue He
nogaepsKnBaeTcs)
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pexkMme npeseHTaLmm
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KoadpuumneHT ysenmyeHuns 3afepKKn 3aTeMHEHNA IKPaHa,
€C/1M Noc/e 3aTeMHEHMA NOJIb30BATE/b BbINOJIHAET AENCTBUSA
Ha ycTpouncTee

MaoaTb AencTeuiA nonb3osaTens
MapameTpbl SNEKTPONUTAHNA B PEXKUME HEAKTUBHOCTU

Mepunoa HeaKTMBHOCTU AN 6NOKMPOBKM 3KpaHa
PaspelaeT urpy c AMHO3aBPOM
Pa3pelwunTb BbI30B OKHa BblboOpa daitnos
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PaspeluaeT KMOCK-NPUIOKEHUIO, KOTOPOE 3anycKaeTcs
aBTOMATMYECKM M 6e3 3afeprKek, ynpasnatb Bepcueit Google
Chrome OS

PaspelwunTb 3anycK yCcTapeBLwnxX NaarMHoB
PaspewunTb 610KMPOBKY 3KpaHa

Onpenenatb 4OMEHbI C MTPaBoOM AocTyna K Google Apps

BKAOUYUTb AOMNONHUTENbHbIE CTPaHWULbI C COOBLLEHNAMKN 06
ownbKax

Bcerpa ncnonb3osaTtb NAaruHebl, Tp66leLLl,Me aBTOpU3aunun

Bceraa oTkpbiBaTb PDF-daiinbl Bo BHELWHEM NPUIOKEH UM

PervoHanbHble HAaCTPOMKM NPUNOKEHUSA
Brkntountb cepsumc Android Backup

HactpouTtb goctyn K ceptudukaTam ana npunoxeHmin ARC

Brkntountb ARC
HacTtpolika ARC

BkatoueHne nam oTkaodeHme GyHKLMKM 3axBaTa ayamo
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BK/lOYMTL NaHeNb 3aKNa[okK
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BcTpoeHHbIn kKnneHT DNS

MrHopupoBaTb NPOKCU NpU ayTEHTUDMKALLMM Yepes CTPAHULY
BXoA4a

OTK/IlOYEHNE NPOBEPKN CEPTUDUKATOB A/ ONpPeesIEHHbIX
caliToB
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KaHan obHoBAeHMA
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PaspelmnTb OTNPaBKy LOKYMEHTOB Ha BUPTYasbHbIA NPUHTEP
Google Cloud Print

PaspelwwmnTb 06HOBAEHME KOMMNOHeHTOB Google Chrome
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BKAo4nUTb BbICTPbIN NOMCK
BKatoueHme 1 oTKAoYeHUe Habopos wngpos DHE B TLS

Mcnonb3oBaTb MPOKCU-CEPBEP AR CKATUA SAaHHbIX
Cpenatb Google Chrome bpay3sepom no ymonyaHuio
Mpasunia BbIbOpa NpMHTEPA MO YMOIYAHUIO
OTK/IOYUTB MHCTPYMEHTbI pa3paboTymKa
PaspewwuTsb Bluetooth-nogxntoueHune Ha ycTpoicTee

Pa3peLLIVITb CO34aHME HOBbIX aKKayHTOB nosib3oBaTenemn

Pa3pellaeT akTMBauUuno BOHYCOB Yepes cy»Kby perncrpaumnm
Chrome OS

CrUCOK pacliMpeHniA B MaKeTe NPUaoKeHuin
OTKAoYaeT aBToMaTnyeckoe obHoBEHUE

BKkAtoyeHWe aBTOMATMYECKOrO 06HOBEHWNA B O4HOPAHIOBbIX
ceTax p2p

BnoknpoBaTbh pexxmnm paspaboTumka

BKAOYUTb POYMUHT AaHHbIX

CTupatb NoNb30BaTeNbCKME JaHHbIE NPU BbIXOAE

BKAOUNTb rOCTEBON peXrum

Tanm-ayT AnA BbIxoAa M3 aKKayHTa

Bpemsa nokasa npegynpexaeHua o Bbixoae

MNoppepka 6bICprIX KnaBu Npun BbINOJTHEHUN
dBTOMATUYECKOIo BXoAda

Taﬁmep dBTOMATU4YECKOro BXO04a B CeaHce O6LI.I,EI'O AocTtyna

CeaHc obuiero gocTyna a1 aBTOMaTUYeCKoro BXxoaa

Mpwu OTCYTCTBMM NOAKAKOYEHMA MOKA3bIBaTb 3aNpPOC Ha
HACTPOMKY ceTu

JloKanbHble akKayHTbI

BKntoyaeT aBTO3ano/IHEHWE AOMEHA BO Bpems BXo4a B
aKKayHT

YnpaBneHue NUTaHMEM Ha 3KpaHe BXo4a

dKpaHHas 3acTaBKa, UCNo/ib3yeMas AN1A 3KpaHa Bxoa B
KOMMepPYECKON BEpCUM

Bpemsa oXKnaaHus 3aCTaBKM Ha 3KpaHe BXoAa B
KOMMepPUECKOMN Bepcum

BKAtounTb Nepenavy cTaTUCTUYecKor nHdopmauum
KoHburypaumm ceTm Ha ypoBHe yCTPOCTBa

YacTtoTa 06HOBAEHUI NOJIUTUKN YCTPOMCTB

PaspelunTb annapaTHbIM NPOPUAAM OTNPABAATb 3aNpPOChl Ha
cepsep Quirks

ABTOMaTUYECKan nepesarpyska npu BbIKNHOYEHMUM YCTPOMCTBA

MoKasaTb MMeHa nonb3oBaTesiei Ha 9KpaHe BXoA4a

CucTeMHble HacTPOMKK, AencTBytowme npu 3anycke Google
Chrome

3arpy’KaTb B 4€MOHCTPALMOHHOM PeXMME yKasaHHble Beb-
CTpPaHMULbl
Bbibop Bepcun aBTOOOHOBAEHMUA

Mo3BonsAeT nepenasatb paibl cookie nocTaBLmKa ycayr
ayTeHTUdKUKaumm SAML npu Bxoae B aKKayHT
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DeviceUpdateAllowedConnectionTypes

DeviceUpdateHttpDownloadsEnabled

DeviceUpdateScatterFactor
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DisablePluginFinder

DisablePrintPreview

DisableSSLRecordSplitting

DisableSafeBrowsingProceedAnyway

DisableScreenshots

DisableSpdy
DisabledPlugins

DisabledPluginsExceptions

DisabledSchemes
DiskCacheDir
DiskCacheSize

DisplayRotationDefault

DnsPrefetchingEnabled
DownloadDirectory
EasyUnlockAllowed

EditBookmarksEnabled

EnableDeprecatedWebBasedSignin

EnableDeprecatedWebPlatformFeatures

EnableMediaRouter

EnableOnlineRevocationChecks

EnableShalForLocalAnchors

EnabledPlugins

EnterpriseWebStoreName

EnterpriseWebStoreURL

ExtensionCacheSize

ExternalStorageDisabled

ExternalStorageReadOnly

ForceEphemeralProfiles

ForceGoogleSafeSearch

ForceMaximizeOnFirstRun

Pa3pelueHHble TUMbl NOAKAOHEHNI 1A 3arpy3Ku
obHoOBEHUI

PaspelmnTb aBTOMATUYECKOE CKauMBaHMe 0BHOBNEHNI NO
npoTtokony HTTP

MakcmanbHas 3a4eprkka aBTOOOHOBAEHUSA

CnUCoK paspeLLeHHbIX No/ib30BaTeNei

OTKAoueHne noaaepKkm APl TpexmepHon rpaduKkm
YKa3aTb, HY*KHO 21N OTKJIOYATb MOUCK NJIarMHOB
OTKAtOYaET NpeaBapUTENbHbIN NPOCMOTP NeyaTn (Npasmno
ycTapeno)

MosBonsieT oTkAouUTb TLS False Start

3anpeT nepexo/a co CTPaHULIbl NpeaynpexaeHus
BesonacHoro npocmoTpa

3anpeT co34aHUA CKPUHLLOTOB
OTKnoveHume npotokona SPDY
CNMCOK HeaKTUBHbIX NOAKAOYaEMbIX MoAay/el

YKa3aTb CNUCOK NAarMHOB, AOCTYMHbIX NOJIb30BaTe/N0

OTKAtounTbL NpOoTOKOAbLI URL
YcTaHOBKa KaTa/iora Kella Ha AuCcKe
3apatb o6bem Kella B banTax

MoBOpPOT N306paKeHNA Ha IKPaHe NO YMONYAHUIO
(NnpumeHsaeTcsa Npu Kaxaon nepesarpyske)

BK/louMTb NpeaBapuTeNbHoe onpegeneHue cetu
Bbibop KaTanora gna CKauMBaHuUi
Mo3BonseT Ucnonb3oBaTb GpyHKUMIO Smart Lock

BKtOUAET MM OTK/IIOYAET BO3MOXHOCTb U3MEHEHUA
3aK/N1agokK

BKAOUNTb NpEXHIO NpoLeaypy Bxoaa ¢ Beb-aBTopusaumel

BKntountb yctapeswmne GpyHKLMM BeO-nnaTtdopmbl Ha
orpaHMYeHHoe Bpems

PaspewnTb TpaHCAALMIO
BbinonHsatoTcs v nposepkn OCSP/CRL B pexunme oHAalH

Pa3peweHbl v ceTduMKaTbl ¢ nognucbio SHA-1,
BbINyLWEHHble HAAEeKHbIMU NOKAIbHLIMU aHKepPaM#u

Onpep,enMTb CMUCOK BKNKOYEHHbIX N1arMHOB

HasBaHKWe KOpNopPaTUBHOIO MHTEPHET-MarasuHa (6onblie He
noaaep:xunsaetca)

URL KopnopaTUBHOro MHTepHeT-MmarasmHa (6onblie He
noaAep:KnBaeTtcs)

3agaTb pasmep Kela A1 NPUNOMNKEHWUIA U paclumpeHuit (B
6aiTax)

3anpeT NOAKNHOYEHUNA BHELWHENO XpaHUanLla

Ncnonb3oBaTb BHeLWHUe XpaHunnna B pexxmnme T0/1bKO 1A
4yTeHunA

BpemeHHbI1 npodunb

Mo3BonseT NPUHYAUTENbHO BKIOYMTb BesonacHbln Nounck
Google

Mo3BosseT pasBopaynBaTh NepBoe OKHO bpaysepa npu
M3Ha4ya/IbHOM 3anycke
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HardwareAccelerationModeEnabled

HeartbeatEnabled
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HideWebStorelcon

HideWebStorePromo

Http090nNonDefaultPortsEnabled

ImportAutofillFormData

ImportBookmarks

ImportHistory

ImportHomepage

ImportSavedPasswords

ImportSearchEngine

IncognitoEnabled
IncognitoModeAvailability
InstantEnabled

JavascriptEnabled

KeyPermissions

LogUploadEnabled

LoginApps
LoginAuthenticationBehavior

LoginVideoCaptureAllowedUrls

ManagedBookmarks

MaxConnectionsPerProxy

MaxInvalidationFetchDelay

MpuHygutTenbHoe ncnonb3osaHue besonacHOro Nnomcka

Bbi6op MMHMManbHOro ob6a3aTenbHOro ypoBHA besonacHoro
pexuma gnsa YouTube

Mo3BosAeT NPUHYAUTENLHO BKAOYUTL He30MNacHbI PeXxmm
Ha YouTube

PaspewunTb NOJIHO3KPAHHbIV pPeXnm

HasHauuTb ansa Google Chrome Frame KaTanor ans XxpaHeHus
NO/1b30BaTE/IbCKMX AaHHbIX

Mcnonb3oBaTb annapaTHOe YCKopeHue (Npu Hanuuum)

OTnpaBnsATb CETEBbIE NAKETLI HA CepBep ynpaBAeHMa ann
NPOBEPKM CTaTyca CeTu

YacToTa OTNpaBKM ceTeBbIX NaKeToB

Y[anntb MHTEPHET-MaArasuH co CTpaHuMLbl BbICTPOro AocTyna
W NaHenun 3anycKa NpUAoKeHUM

3anpeT Ha NoABAEHUE PEKIAMbl MPUIOKEHWUIN Ha CTpaHULE
6bIcTporo gocryna

Moaaep>kka HTTP/0.9 ansa noptos, He 3aAaHHbIX N0
YMOJI4aHMUIO

MmMmnopT gaHHbIX 414 aBTo3anosiHeHns ¢opm 13 bpaysepa no
YMOJIYaHMIO NPU NEPBOM 3anycKe

MmnopT 3aKknagok us 6paysepa, MCNoJib3yeMoro no
YMOJIHaHMIO, MPU NMEPBOM 3anycKe

MmnopT McTopmm NPOCMOTPOB U3 Bpaysepa, UCNONb3YEMOTO
Mo YMO/IMaHUIO, NPV NEPBOM 3amycKe

MmnopT cBeAEHMI O JOMALLIHEN CTpaHuLe 13 bpaysepa,
MCMNOb3YEMOTro N0 YMOYaHMIO, MPU NEPBOM 3anycKe

MmnopT coxpaHeHHbIX Naposiei n3 bpaysepa, UICNOAb3yeMOoro
No YMO/IMaHUIo, NPW NEPBOM 3arycKe

MmnopT cBEAEHMI O MOMCKOBbIX CMCTEMAX U3 Bpay3epa,
MCMNOAb3YEMOTro No YMOIYaHMIO, MPU NEPBOM 3anycKe.

BKAIOUYUTD pPeXUM MHKOTHUTO

JoCTynHOCTb peXknuma MHKOTHUTO

Bknatountb Xusoi nomck

BkatoumTb JavaScript

Mo3BonAeT pa3peLlaTb UAK 3aNpeLLaTb UCNOIb30BaHUe
KNtoyen

Mo3BoAAET OTNPABAATbL CUCTEMHbIE }KYPHa/bl Ha cepBep ANA
NPOBEPKN aAMUHUCTPATOPAMM

Co3paHue cnucKa NPUIOXKEeHU Ha aKpaHe BXoaa
HacTpoWKa cnocoba ayTeHTUdUKaymm

URL, A4na KOTopbIX 4OCTYN K BUAEOYCTPOMCTBAM
npeaocTaBaAeTca Ha CTpaHMuax Bxoaa SAML

Ynpasnfaemble 3aknagKku

MaKcMmanbHOe KOIMYeCTBO O4HOBPEMEHHbIX MOAKOYEHNI
K NPOKCU-cepsepy

MaKcumanbHasa 3a4epKa n3BievyeHua nocne
dHHY/IMPOBAaHNA NOIUTUKU
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MediaCacheSize

MetricsReportingEnabled

NTPContentSuggestionsEnabled

NetworkPredictionOptions
OpenNetworkConfiguration

PacHttpsUrlIStrippingEnabled

PinnedLauncherApps

PolicyRefreshRate
PrintingEnabled
QuicAllowed
RC4Enabled
RebootAfterUpdate

ReportArcStatusEnabled

ReportDeviceActivityTimes

ReportDeviceBootMode
ReportDeviceHardwareStatus
ReportDeviceNetworklInterfaces

ReportDeviceSessionStatus

ReportDeviceUsers
ReportDeviceVersioninfo
ReportUploadFrequency

RequireOnlineRevocationChecksForLocalAnchors

RestrictSigninToPattern

SAMLOfflineSigninTimeLimit

SSLErrorOverrideAllowed

SSLVersionFallbackMin

SSLVersionMin

SafeBrowsingEnabled

SafeBrowsingExtendedReportingOptinAllowed

SavingBrowserHistoryDisabled
SearchSuggestEnabled
SessionLengthLimit

SessionLocales

ShelfAutoHideBehavior
ShowAppsShortcutinBookmarkBar

3apatb pasmep Kella 414 meanaaaHHbix B 6aiTax

BKNOYMTb B OTYETHI AaHHblE 06 ucnonb3oBaHMK 1 cbosx

lNokasbiBaTb pekomeHaaunn Ha CTpaHuue 6bICTp0I'0 AocTtyna

Bk/louMTL NpeaBapuTebHoe onpegeneHue cetu
KoHourypaums ceTu Ha ypoBHe nonb3oBaTens

CkpbiBaTb gaHHble B URL (https://) ana PAC-ckpuntos

Cnucok NPUKpenneHHbIX ﬂpMIIO)KEHMVI B NMaHE/IN 3anyCKa

YacTtota 06HOBNEHMI NONUTUKM NONb30BaTENS
BKNtounTb Nevatb

PaspewaeT ncnonbsosaHme npotokosa QUIC
BKkntoyaeT u oTKAo4YaeT Habopbl wndppos RC4 B TLS
ABTOMaTUYeECKan nepesarpyska nocse obHoBAEHMUA

OTnpaBKa oT4eToB C MHPOpPMmaLmeln o coctossHuu Android

CoobuaTtb 0 NPOA0KUTENBHOCTU PabOTbl YCTPOICTBA

CoobLWwaTb 0 pexnme 3arpy3Ku yCTpomncTea
OtueT o cTaTyce obopyaoBaHuA
Coobuwatb 0 ceTeBbIX UHTEpdElicax YCTPONCTB

lNoKa3sbiBaTb MHd)OpMaLI,MI-O 06 aKTMBHbIX ceaHcax KMOCKa

CoobLwaeT 0 NoNb30BaTENAX YCTPOMCTBA
NHdopmmposaHme o Bepcmun OC n BcTpoeHHoro MO
YacToTa 3arpysku ot4eToB 06 ycTpoiicTBax

Cneayet nu BbINOAHATL NposepKy OCSP/CRL yepes NHTepHeT

Ana cepTMdUKaTOB, NOANMUCAHHBIX SIOKASIbHbIMU
ceptudpunkatamm LIC

CnucoK nonb3oBaTesieit, KOTOopbIM paspeLleH Bxog B Google
Chrome

OrpaHn4unTb Bpems, Ha NPOTAKEHUN KOTOPOro NoJib3oBaTeny,
BbINONHMBLUME ayTeHTUDMKaLMIO MO NpoTokoay SAML, moryT

BXOAWUTb B aKKayHT odaitH

PaspewnTb nepexon co CTpaHMUbl NpegynpexaeHma SSL
MuHumanbHasa Bepcma TLS ana oTkata

Mo3BonAeT 3a4aTb MMHMMANBLHO AONYCTUMYIO Bepcuio SSL

BkAtounTb 6€30nacHbIi NPOCMOTP

Mo03B0/INTL N0NBL30BATENAM BKAOYUTL PaCLLUMPEHHYIO
OT4eTHOCTb 6e3onacHoro NPOCMOTpPa

OTK/I0YUTL COXpaHeHne nctopun bpaysepa
BK/1OYMUTbL NOUCKOBbIE MOACKA3KM
MpPOAOAKUTENBHOCTb CeaHca

Mo3BosiAeT 3a4aTb PpeKOMeHA0BaHHble PerMoHasnbHble
HaCTPOMKK ANA ceaHca obliero aoctyna

ABTOMaTU4ecKoe CKpbITUE NAHENN 3arpy30K
MNokas APNbIKOB I'IpVIJ'IO)KEHMf/‘I B NMNaHe/In 3aKNagokK
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ShowHomeButton

ShowLogoutButtonInTray
SigninAllowed

SpellCheckServiceEnabled

SuppressChromeFrameTurndownPrompt

SuppressUnsupportedOSWarning

SyncDisabled
SystemTimezone

SystemTimezoneAutomaticDetection

SystemUse24HourClock

TaskManagerEndProcessEnabled

TermsOfServiceURL

TouchVirtualKeyboardEnabled
TranslateEnabled

URLBIacklist

URLWhitelist

UnifiedDesktopEnabledByDefault

UptimeLimit

UsbDetachableWhitelist
UserAvatarlmage
UserDataDir
UserDisplayName

VideoCaptureAllowed

VideoCaptureAllowedUrls

WPADQuickCheckEnabled
Wallpaperimage

WebRtcUdpPortRange

WelcomePageOnOSUpgradeEnabled

FnaBHaA cTpaHuua

OTtobpakaTb KHOMNKY "lNaBHas cTpaHuua" Ha naHenu
WMHCTPYMEHTOB

KHonKa Bbixoaa B 061acTi yBeAoMAEHUIA
PaspewwunTb BXo4 B Google Chrome

BK/loueHMe 1 oTKNKoYeHMe BeO-CyKObl NPoBepKu
npaBonucaHus

CKpbiTne noackaskm Google Chrome Frame
CKpblBaeT NpeaynpexaeHna o Henoaaepxumeaemoi OC

OTKNOYUTb CUHXPOHU3aLMIO AaHHbIX ¢ Google
YacoBsoli nosac
OnpeaenaTb 4aCoBOW NOAC aBTOMaTUUYECKU

Ncnonb3oBaTb N0 ymonyaHuto 24-4acosoi ¢opmat BpeMeHu
PaspeluaeT 3aBepLUeHNE NPOLLECCOB B AUCNeTYEpe 3a4a4

YcTaHOBUTbL YCN0BUA MCMNOAb30BaHNA JIOKANIbHOMO aKKayHTa

BKIHOUUTL BUPTYaIbHYIO KNTAaBUATYPY

Bkntountb MNepeBoayvnk

BnhokunposKa goctyna K cnmcky URL.

Mo3BonaeT nony4vatb AOCTYyN K cnucky URL

BKAOUMTD YHUOULMPOBAHHbIV perxmnm paboyero ctona u
YCTaHOBUTb €ro N0 YMOAYaHUIO

OrpaHuYeHne NPoAOIKUTENbHOCTM PaboTbl YCTPOICTBA 33
CYeT aBTOMATMYECKON nepesarpysKku

Benbiit cnucok otcoegmHAembix USB-ycTpoincTts
MN306paxkeHune ana npoduna nonb3osatens

YKa3aTb KaTanor 418 N0/b30BaTE/IbCKMX AaHHbIX
OTobparkaemble MMeHa /IOKaNbHbIX aKKayHTOB

BK/iloueHne nam oTkAoUYeHne GyHKUMM 3axBaTa BUAEO

URL, KOTOpbIM A0CTYN K BUAE03aNUCHIBAIOLWLMM YCTPOMCTBAM
npegocrasnsetca 6e3 3anpoca

Paspewuntb ontumunsaumio WPAD

O6ou gna pabouero cTona

OrpaHunumnBaTh gMana3oH NoKanbHbIX nopTos UDP,
ncnonbsyembix WebRTC

BK/IlOYMTH NOKA3 CTapTOBOW CTPaHULLbI MPU NEPBOM 3anycKe
6pay3epa nocne ob6HoBNeHUs OC

HacTpavBaeT gomMallHIo0 cTpaHuLy no ymonyaHuio B Google Chrome v 3anpelaet noib3oBaTenam USMEHATb ee.
Monb3oBaTeIbCKME HACTPOMKM FNaBHOW CTPAHULLbI MONHOCTbIO 6/I0OKMPYIOTCA, EC/IN B Ka4eCcTBe IMaBHOW CTPaHMLLbI
BblbpaHa cTpaHuLa bbICTpOro AocTyna unu ykasaH onpegeneHHbliii URL. Ecnv URL rnaBHOM cTpaHUUbl HE YKa3aH,
Nno/sib30BaTe/Ib MOXKET YCTAaHOBUTb CTPAHULY BbICTPOro A0OCTYNa B KaYecTBe r1aBHOM cTpaHuLbl, Habpas URL

chrome://newtab.

B Hayano

Homepagelocation
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Hactpoika URL gomaluHe cTpaHumupl

TuUn AaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\HomepagelLocation

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
Homepagelocation

Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11

Noapep:kmBaembie pyHKLUMU
PekomeHayeTcsa: [la, AnHammyeckoe obHoBAeHMe npasua: a, Ana Kaxgoro npoounsa: [a
OnwucaHue:

3apaet URL rnaBHoWM cTpaHuupbl No ymonyaHuio B Google Chrome 1 3anpeltaeT noib3oBaTeNsam U3SMeHATb

ero.

TaKan CTpaHML,A OTKPLIBAETCA MPU HaXKaTUKM KHOMKK "MnaBHan cTpaHmua”. CTpaHuMLbl, OTKpbIBaeMble Npu

3anycke, MOXKHO 3a4aTb B NpaBunax RestoreOnStartup.

[naBHOM CTpaHMLLEN MOKET BbITb HYXKHbI BaM CalT UM cTpaHuua bbicTporo aoctyna. Ecam Bbl BbibepeTte

CTpaHuLy bbICTPOro AoCTymna, 3TO NPaBuUIO AECTBOBATb He byaer.

Ec/in Bbl BK/IIOYNTE 3TO NPaBUIO, NOb30BATE/IM HE CMOTYT pedakTnpoBaTb URL rnaBHOM cTpaHuLbl B

Google Chrome, HO cMmOryT 3aMeHUTb BbIOPaHHbIN BaMW CalT Ha CTPaHMLy bbICTPOro AocTtyna.

Ecnun Bbl He cTaHeTe HacTpamBaTb 3TO NPaBWUJIO, NOAb30BaATE/IM CMOTYT CAMOCTOATENbHO BbI6MpaTb rNaBHYHO

CTpaHuuy (Npu ycnosuwu, uto noantuka HomepagelsNewTabPage He HacTpoeHa).
3Ta NoAMTMKa HeAOCTYMHA Ha MaluMHax Windows, He NpuBA3aHHbIX K ZomeHy Active Directory.

Mpumep 3HaYeHUA:
"https://www.chromium.org"
B Hayasno

HomepagelsNewTabPage

Caenatb CTpaHuMLUy BbICTPOro A4ocTyna rnaBHoM

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\HomepagelsNewTabPage

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
HomepagelsNewTabPage

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcum 8
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11

Noppep:knBaemble GyHKLUU
PekomeHayeTcsa: [a, AnHamunyeckoe obHoBneHWe npasun: Oa, Ansa Kaxaoro npodouns: Aa
OnucaHue:

3apaet URL rnaBHo# cTpaHuupbl No ymonyaHuio B Google Chrome 1 3anpelLaeT No/ib30BaTeNAM U3MEHATb

ero. [naBHOWM CTpaHULIEN MOMKET BbITb HYXKHbIM BaM CalAT UK CTpaHMLUA bbiCTporo gocTyna.
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Ecnv Bbl BKNKOUYMTE 3TO NPaBWUAO, FaBHOM CTaHeT cTpaHuua 6bicTporo goctyna. URL rnaBHoM cTpaHuubl
6yAeT MrHOpMpPOBaTHCA.

Ecnu Bbl OTK/OUMTE 3TO NPABUAO, FIABHOW CTPaAHMULLEN CTAaHET BbIOpaHHbIM caliT. CTpaHuLy 6bicTporo
A0CTYyNa MOXKHO byaeT caenaTb INaBHOM TONLKO B TOM C/lyYae, ec/iv No/b30BaTe b YKaXKeT B Kayectse URL
aapec chrome://newtab.

Ecnv Bbl He CTaHeTe HacTpanBaTb 3TO NPABWJIO, NOJIb30BATE/IN CMOTYT CAMOCTOATE/IbHO BblIBMPATb FNaBHYO
cTpaHuuy B Google Chrome.

3Ta NOANTMKA HeZOCTYMNHa Ha MawnHax Windows, He npmBA3aHHbIX K AomeHy Active Directory.

Mpumep 3HaueHuA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

DOucneTtyep naponeii

No3BonAeT HaCTpPOUTb Aucnetyep naponeﬁ.

B Hayano
PasswordManagerEnabled

BKNOUNTb cOXpaHeHWe naposie

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\PasswordManagerEnabled

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
PasswordManagerEnabled

HasBaHue orpaHuuyeHus ans Android:
PasswordManagerEnabled

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8

e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11
e Google Chrome (Android) HaunHasna ¢ Bepcum 30

e Google Chrome (iOS) HaunHas c Bepcun 34 no Bepcun 47

Noapep:kmBaemblie pyHKLUU
PekomeHayeTcsa: [a, AnHamunyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: a

OnucaHue:

Ecnv 3TOT NapameTp BKAKOYEH, NOb30BaTE/IM MOTYT COXPaHATL Napoan B Google Chrome, uto6bi B
cneaytolmii pa3 OHWM BBOAMANC aBTOMATUUYECKM.

Ecnn oH OTK/ItOYEH, HOBbIE MAapOo/IN He COXPaHAKOTCA, HO NOJ/Ib30BaTENMN MOTYT UCMONb30BaTh NAPOAN,
COXpaHeHHble paHee.

Koraa aToT napameTp BK/OYEH UK OTK/IOYEH, NOb30BaTeIM HE MOTYT U3MEHUTb ero 3HayeHue B Google
Chrome. Ecnv napameTp He 3aZaH, COXpaHeHMe Nnaposiei paspeLleHo, HO No/Ib30BaTeIM MOTyT
CaMOCTOATE/IbHO OTKOUNTL 3Ty GYHKUMIO.

MpumeuaHue gaa ycTpoiicte Ha naatpopme Google Chrome OS, noaaepxusarowmx npunoxkeHua Android.

370 NpaBWUIO He BAMAET Ha NpuaoXKeHua Android.
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MNpumep 3HayeHus:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayano

PasswordManagerAllowShowPasswords (ycrapeno)

PaspelumnTb Nob30BaTENSIM NPOCMATPMBaTbL NapoaM B AUCMETYEPE Napo/ien (noaaepKka npekpaLeHa)
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\PasswordManagerAllowShowPasswords
MNpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
PasswordManagerAllowShowPasswords
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa ¢ Bepcuu 8 ao sepcmmn 50
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuun 11 go Bepcum 50

Noppep:kmnBaemble PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

3T0o NpaBMIO NEPecTasno AenCcTBOBaTb NOC/e TOro, Kak B Chrome 6bin1a gobasneHa NnoBTOpHas
ayTeHTUdPUKaums ana goctyna K naponsam. Tenepb Chrome paboTaeT Tak, Kak ecnm bbl NpaBM/Io 3anpeLLasno
NpPoCMoTp NapoJsieit B ancnetyepe. MNpun 3TOM Naposib Ha CTPAHULLE HACTPOEK CKPbLIT, HO M0JIb30BaTe /b
MOXET HaXaTb KHOMKy "MoKa3aTb", BBECTM yYeTHbIe JaHHble akKayHTa, ecin notpebyeTtca, U NPOCMOTPETb
naposb. icxoaHOe onMcaHne HaCTPOMKKN NPUBEAEHO HUXKE.

PaspelsaeT uau 3anpeLiaeT Noab30BaTe o NPOCMaTPMUBaTb COXPaHEHHbIe MNapo/iv B He3aWwndpoBaHHOM
BUAE B AUCTETYEPE NAPOSIEN.

Ecnu 3TOT NapameTp OTK/IOYEH, MPOCMaTPUBATbL Napo/in B ANCMETYEPE HENb3A.

Ecnun napameTp BKIOYEH AW HE HAaCTPOEH, NONb30BATENM MOFYT NPOCMATPUBATL NAPOIN B AUCNETYEPE.
Mpumep 3HaYeHUA:

0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayasno

Hactpoiika napametpos Google fiucka

HacTpoika Google Aucka B Google Chrome OS.

B Hayano
DriveDisabled

OTkAtoumnTb Google Aunck B npunoxkerHun "®dannbl" Google Chrome OS
Tun AaHHbIX:

Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 19
Noppep:kuBaemble GpyHKLMMU

OuHamunyeckoe obHoBneHWe npasua: Ja, Ana kKaxaoro npoouna: Aa
OnucaHue:
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Ecnu 3apaHo 3HayeHue "true"”, cMHxpoHusauma Google [incka B npunoxeHumn "dainbl" Google Chrome OS
6yAeT OTKNIOYEH], U AaHHble Henb3a byaeT 3arpy»Katb Ha Google [ucK.

Ecnu 3apaHo 3HayeHue "false", 3arpyska ¢ainos Ha Google Juck byaeT paspelleHa.
MpumeyaHue gas ycTpoiicte Ha naatpopme Google Chrome OS, noaaepkuBarowmx npunoxkeHua Android.

3TOo NpaBMaO He BAUAET Ha AOCTYN K npuaoxeHuto "Google Auck" ana Android. YTobbl MCKAOUMTDL AOCTYN K
Google [JucKy, 3anpeTnTe YyCTaHOBKY NpunoxkeHua "Google Auck" ana Android.

B Hayano
DriveDisabledOverCellular

OTkAtoumnTb Google Aunck B npunoxenun "dannbl" Google Chrome OS npu coeguHeHMM Yepes COTOBYIO CETb
Tun AaHHbIX:

Boolean
MNoppepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcun 19

NoppepkmBaemble PyHKLUMU
OnHammnyeckoe obHoBeHne npasun: Oa, OAns Kaxaoro npoduns: a
OnucaHue:

Ecnu 3apaHo 3HayYeHue "true”, cMHXpoHunsauma Google Ancka B npunoxeHuun "dainbl" Google Chrome 0OS
byaeT OTKNIOYEH], U AaHHble HeNb3A byaeT 3arpy»KaTb Ha Google [uck.

Ecnu 3apaHo 3HaueHue "false", 3arpyska ¢ainos Ha Google luck byaeT paspeLleHa.
MpumeyaHune gna ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.

3To NpaBu/Io He BAUSET Ha npuaoxKeHue "Google Auck" gns Android. YTob6bl UCKNOYNTB MUCMOJIb30BaHNE
Google lMcka npy nepesaye AaHHbIX MO MOBWUILHOM CETH, 3aNpeTUTe YCTAaHOBKY NpuioxKeHus "Google
Ounck" gns Android.

B Hayano
HacTtpoiika yaaneHHoro gocryna

HacTpoiKa yaaneHHoro goctyna B xocte YaaneHHoro paboyero ctona Chrome. Xoct YganeHHoro pabouyero ctona
Chrome 3anycKaeTcs Ha KOMNbOTEPE, K KOTOPOMY HYXKHO MOAKNOUYUTLCA Yepes npunoxkeHune "YganeHHbli pabounii
cton Chrome". CepBuc He ncnosb3yeT pecypcbl bpaysepa Google Chrome. MNpaBuna BCTynatoT B CUY NOC/E YCTaHOBKU
xocTa YaaneHHoro pabouero ctona Chrome.

B Hayano
RemoteAccessClientFirewallTraversal (yctapeno)

BKkntountb 06xoa 6paHamayspa ANa KAMEeHTa yaaneHHoro gocTyna

Tun gaHHbIX:
Boolean [Windows:REG_DWORD)]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessClientFirewallTraversal

MpepgnoututenbHoe Has3BaHue ana Mac um Linux:
RemoteAccessClientFirewallTraversal

Moapep:knBaerca B:
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e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcumn 14 go Bepcumn 16
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcun 14 oo Bepcum 16

Noppep:knBaemblie PyHKLUMU
OunHamunueckoe obHoBAeHWe npasua: Ja
OnucaHue:

3710 npasBwuio bonee He nogaepxunsaetca. OHo no3sonneT ncnonbzosatb STUN n cepBepbl peTpaHcasumm
ONA NOAKMIOYEHUA yAaNeHHbIX KNMeHToB. Ecan 3TOT napameTp BK/IOYEH, YAa/leHHble KIMEHTbI MOTyT
Haxo4MTb XOCTbl M NOAKNOYATLCA K HUM, AaKe KOorda ucnosbsyetca 6paHamaysp. Ecnm stot napametp
OTK/AOYeH, a ucxoasawme UDP-coeamHenuns opunbTpytoTca 6paHaMay3apom, K XOCTY CMOTYT NOAKAOYUTLCA
TO/IbKO K/AMEHTbI, HAXOAALLMECA B IOKAIbHOW CETU.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

RemoteAccessHostClientDomain

Bbibop 06a3aTeNbHOIO AOMEHA A5 KNMEHTOB YA3/IeHHOro 40CTyna

Tun paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostClientDomain

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
RemoteAccessHostClientDomain

Noppep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 22
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

Noppep:knBaemble GyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: [a, Ana kaxgoro npoduna: Het
OnucaHue:

HactpaunBaet obAsaTenbHoe umsn AOMEHa, OTBEYaloLWEero 3a K/1IMeHTbl yaaneHHOoro goctyna, n 3anpewaeTt
NO21Ib30BATENAM €ro MeHATb.

Ecnn 3TOT napameTp BKAKOYEH, TO/IbKO KAMEHTbI U3 YKa3aHHOTo JOMEHa MOTyT MNOAK/IH0YaTbCA K XOCTY.

Ecnv 3TOT NapameTp OTKAKOUYEH WM He HAacTPOEH, MPMMEHAETCA NPaBMIo Bbibopa TMNa CoeANHEHUA MO
yMon4aHuo. nA yaaneHHo noaaepsKKM K XOCTy MOTYT MOAK/I0YaTbCA KIMEHTbI U3 1t06bIX AOMeHOB. [114
yAa/IeHHOro A0CTYNa B /1l060e BPeMsA MOMKET MNOAKNH0UaTbCA TO/IbKO Bladesel, XocTa.

JononHuTenbHyo MHGOPMALLMIO MOXKHO HaiTK B pasgene RemoteAccessHostDomain.

Mpumep 3HaueHus:
"my-awesome-domain.com"
B Hayano

RemoteAccessHostFirewallTraversal

BkntoumTb 06x04 BpaHamayspa AN XOCTa yAaleHHOro A4ocTyna

Tun AaHHbIX:
Boolean [Windows:REG_DWORD)]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostFirewallTraversal
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MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
RemoteAccessHostFirewallTraversal
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 14
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

Noppep:knBaemble PyHKLUMU
OunHamunueckoe obHoBeHWe npasua: Ja, Ana Kaxagoro npoduna: Het
OnucaHue:

Ucnonb3osaHue cepepoB STUN npu NogKAo4eHUM yaaneHHbIX KIMEHTOB K YCTPOMCTBY

Ecnu 3TOT NapameTp BK/IIOYEH, YAANEHHbIE KNMEHTbl MOTYT 0BHApPYKMBaTb YCTPOMCTBO M NOAKAOHATLCA K
HeMmy, Aaxe Korga ucnonosyetca bpaHamayap.

Ecnn aTOT napameTp oTKAtoYeH, a ucxogawme UDP-coeauHeHuns dunbTpytotca bpaHamayspom, K
YCTPOMCTBY CMOTYT NOAK/OMATLCA TO/IbKO K/MEHTbI, HaX04ALWLMECA B NOKA/IbHOM CeTMU.

Ecnu 3HayeHue He 3a4aHO, NO YMOYAHUIO NapameTp BK/IHOYEH.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

RemoteAccessHostDomain

HacTpoiKka umeHun gomeHa gnsa XoCToB yA4aNeHHOro A40CTyna

Tun paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostDomain

MpeanoututenbHoe Ha3saHue gaa Mac u Linux:
RemoteAccessHostDomain

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 22
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 41

Noapep:kmBaemblie pyHKLUMU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana kaxgoro npoduna: Het
OnucaHue:

HactpaunBaet obAsaTenbHoe UM AOMEHa, OTBEYalOLWEro 3a XOCTbl yAaneHHOro 4ocCtyna, 1 3anpewiaeTt
NOZ1Ib30BATENAM €ro MeHATb.

Ecnv stoTt napamMmeTp BK/IKOYEH, OTKPbIBATb O6LLI,VIﬁ A0CTYyN K XOCTaM MOXHO TOJIbKO U3 aKKAYHTOB,
3aperncTpmpoBaHHbIX B YKa3aHHOM AOMEHE.

Ecnv stoTt napamMmeTp OTKZIKOYEH UM HE HAaCTPOEH, OTKPbIBATb 06LLI,VII7I A0CTYyN K XOCTaM MOXHO 13 NobbIX
dKKayHTOB.

Mpumep 3HaYEHUA:
"my-awesome-domain.com"

B Hayasno

RemoteAccessHostRequireTwoFactor (ycrapeno)
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BkntoyeHne aByxdaKTOpHOM ayTeHTUPMKALMM ANA XOCTOB yAaneHHOro AocTyna

TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostRequireTwoFactor

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
RemoteAccessHostRequireTwoFactor

Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauMHas ¢ Bepcum 22 0o Bepcum 22

Noppep:kmnBaemble PyHKLUMU
OuHamunueckoe obHoBeHWe npasua: Ja, Ana kaxkaoro npoduna: Het
OnucaHue:

BktoyaeT ABYx$aKTOPHYO ayTeHTUdMKaLMIO BMECTO No/Ib30BaTebcKoro PIN-Koaa gna XxocTos
yZAaneHHoro gocTyna.

Ecnn 3TOT napameTp BKAOYEH, NO/1b30BaTeNAM HEOGXOAMMO YKa3aTb ABde)aKTOprIVI KoA4, yTOObI
noNy4ynTb OOCTYN K XOCTY.

Ecaiv 3TOT NnapameTp OTK/IIOYEH UM HE HACTPOEH, ABYXPaKTOpHan ayTeHTUOUKALMA He aKTUBUPYETCS, a AS
[0CTyna CY>KUT nosib3oBaTesibcknin PIN-Koa,.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

RemoteAccessHostTalkGadgetPrefix

HacTpoika npedukca TalkGadget ans xocToB yganeHHoro goctyna

Twun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostTalkGadgetPrefix

MpepgnouytutenbHoe Ha3BaHue aaa Mac u Linux:
RemoteAccessHostTalkGadgetPrefix

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcumn 22
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

Noppep:knBaemble GyHKLUMU
OuHamnueckoe obHoBeHWe npasua: Ja, Ana Kaxgoro npoduna: Het
OnucaHue:

Hactpausaet npedukc TalkGadget ana xocToB yaaneHHOro focTyna v 3anpeLaeT no/b3oBaTe/ifim ero
MEHSATb.

Ecnu 3HayYeHMe aToro napameTpa 3a4aHo, K 6azosomy nmeHmn TalkGadget pobasnaeTtcs npedukc, B
pesybTaTe Yero noay4yaetcsa nonHoe nma gomeHa TalkGadget. bazosoe ums gomeHa TalkGadget —
.talkgadget.google.com.

Ecnv 3TOT NapameTp BKAIOYEH, XOCTbl MCNONL3YIOT Ans AocTyna K TalkGadget nepcoHannsmMposaHHoe uMa
AOMeHa BMECTO MMEHM MO YMONYAHUIO.
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Ecnu 3TOT NapameTp OTK/IIOYEH UM He HACTPOEH, A1 BCEX XOCTOB MCMoJib3yeTcs uma gomeHa TalkGadget
no ymonyaHuio (chromoting-host.talkgadget.google.com).

KNreHTbl yaaneHHoro goctyna Bcerga Ucnob3yroT ans goctyna K TalkGadget umsa chromoting-
client.talkgadget.google.com BHe 3aBMCMMOCTM OT HaCTPOEK 3TOro NpaBuna.

Mpumep 3HaYEHUA:
"chromoting-host"
B Havasno

RemoteAccessHostRequireCurtain

BAoOKMpOBaHME XOCTOB NPU YAANEHHOM A0CTyne

Tvn paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostRequireCurtain

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
RemoteAccessHostRequireCurtain

NoapepknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcumn 23
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

NoppepkmBaemble GyHKLUMU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het
OnucaHue:

BKAtOYaeT 3KpaHMPOBaHMeE XOCTOB YaafeHHOro A0CTyna Bo Bpemsa coeguHeHuns. Ecav aToT napameTp
BKAtOYeH, pu3MyecKme yCTPOoICTBa BBOAA M BbIBO4a XOCTOB BO BpeMA coeanHeHna 6yayT oTKAo4YeHbl. Ecan
3TOT NapaMeTp OTK/OYEH WU He 3a[aH, TO U IoKasibHble, U yaafeHHble N0Nb30BaTe v MOryT
B3aMMOAENCTBOBATb C XOCTOM, KOTZia OH paboTaeT B perknme obLuero gocryna.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayasno

RemoteAccessHostAllowClientPairing

BksitouaeT/oTkAto4aeT ayTeHTMdUKaumio 6e3 PIN-Koaa A41a XOCTOB yAa/ieHHOro AocTyna
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostAllowClientPairing
MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
RemoteAccessHostAllowClientPairing
Moapep:kuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 30
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

NoppepknBaemblie PyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: Het
OnucaHue:

Ecnn gaHHbIM napameTp BKAOYEH UM He HAacTPOEH, N0Ab30BaTe/IM MOTYT CBA3bIBaTb KINEHTbI U XOCTbI B
MOMEHT noaKntoueHus, Yytobbl He BBOAUTb PIN-KoA KaxKablii pas.
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Ecnv gaHHbIA NapameTp OTKAtOYEH, 3Ta GYHKUMA HeAOCTYNHa.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

RemoteAccessHostAllowGnubbyAuth

Mo3BonseT ncnonb3oBaTb ayTeHTUGUKaumio Gnubby ana xoctos yaaneHHoro gocTtyna
Tun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostAllowGnubbyAuth
NpepnoututenbHoe Ha3BaHue pgas Mac um Linux:
RemoteAccessHostAllowGnubbyAuth
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c sepcumn 35
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

NoppepkmBaemble GyHKLUMU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het
OnucaHue:

Ecnv 3TOT NapameTp BKAIOYEH, 3aMpockl Ha aBTopu3aumto Gnubby 6yayT nepesasaTbes yepes
NOAK/OYEHME K yaaneHHOMY XOCTy.

Ecnv 3TOT NapameTp OTKAKOYEH WM He 334aH, 3anpockl Ha aBTopmsaumio Gnubby He 6yayT nepesasaTbea
yepes NPoKcH.

Mpumep 3HayeHun:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

RemoteAccessHostAllowRelayedConnection

PaspelmnTb NCNonb30BaHWE CEPBEPOB PETPAHCAALMUM XOCTaMU YAANEHHOIo AOCTyNa

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostAllowRelayedConnection

MpeanoututenbHoe HassBaHue gaa Mac u Linux:
RemoteAccessHostAllowRelayedConnection

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcumn 36
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

Noppep:xmnBaemble GyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana kaxgoro npoduna: Het
OnucaHue:

Mcnonb3oBaHWe cepBepoB pPeTPaHCAALMNU NPU NONbITKE NOAKNOYEHNA YAANEeHHbIX KIMEeHTOB K YCTpOVICTBy
Ecnn napameTp BKAOYEH, YAa/IeHHble KIMEHTbl CMOTYT YCTaHaB/IMBATb COeAUHEHME C ITUM yCTpOVICTBOM

yepes cepBepbl PETPAHCAAUMM, KOTAa He yAAETCA NOAKAOYMUTLCA HanpaAMyto, Hanpumep 13-3a
orpaHunyeHuin bpaHamayapa.
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Obpatute BHUMaHUe: ecnn napameTp RemoteAccessHostFirewallTraversal oTkntoueH, aTo npaBuno
UrHopupyerca.

Ecau ato npaBuna0 He 3a4aH0, UCNO/1b30BaHME CEPBEPOB PETPAHCNALLUN 6YAET pa3pelweHo.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

RemoteAccessHostUdpPortRange

OrpaHnuuntb gnanasoH noptos UDP, ncnonbsyembix XOCTaMuM yaaaeHHOro 4octyna
Tvn paHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostUdpPortRange
MpeanoututenbHoe HasBaHue gaa Mac u Linux:
RemoteAccessHostUdpPortRange
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 36
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 41

Noppep:kmnBaemble PyHKLUMU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het
OnucaHue:

OrpaHuyeHne ananasoHa noptos UDP, ncnosiib3yemblx XOCTamu Npu yaaneHHOM AOCTyne K YyCTPOMCTBY

Ecnu 3To NpaBUAO He 3a4aHO UAU 3HAYEHWEM ABAAETCA NYCTasa CTPOKA, ANA YAANEeHHOro goctyna byaet
paspeLleHo Ncnonb3oBaHMe Ntoboro focTynHoro nopta. Ecan napamertp
RemoteAccessHostFirewallTraversal oTkntoueH, byaeT paspelueHo ncnosibsosaHune noptos UDP B
Anana3oHe ot 12 400 go 12 409.

Mpumep 3HaYeHUA:
"12400-12409"
B Havasno

RemoteAccessHostMatchUsername

TpebyeT, UTo6bI UMEHa NOKa/IbHOTO NOJIb30BaTeNA 1 BNAafeblLa Xo0CcTa YAaNeHHOro A4oCTyna coBnaaanm
Twun gaHHbIX:
Boolean
MpepnoutuTenbHoe Has3BaHue aaa Mac um Linux:
RemoteAccessHostMatchUsername
MoapeprknBaeTca B:

e Google Chrome (Linux) HauMHas c Bepcun 25
e Google Chrome (Mac) HaunHan c Bepcuu 25
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 42

Noppep:knBaemble GyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxagoro npoouna: Het

OnucaHue:

Tpe6yeT, yTO6bI MMEHA IOKa/IbHOIO NO/Ib30BaTENSA U Bnagenibua XoCTta yaaneHHoOro 4ocryna cosnagaiun.
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Ecnv aTa HacTpoiiKa BKAOYEHa, XOCT yAaNeHHOro A0CTyna CpaBHMBaET MMA CBA3AHHOMO C HUM /IOKa/IbHOTO
Nonb3oBaTeNA C akkayHTom Google, KOTopbIi ABAAETCA BAagenbLem XocTa (Hanpumep, ivanpetrov, ecam
XOCT NPUHAANEXUT aKKayHTy ivanpetrov@example.com). XocT yaaneHHOro 4oCTyna He 3anyCcTUTCA, ecnu

MMA BNagenbla oTAnYaeTca OT UMeHM N0KaibHOIo nonb3osaTtesia. YTobbl cBsA3aTbh akKayHT Google,
npuHagnesKalinin Bnaaenbly XocTa, C onpefeieHHbIM JoMeHoM (Hanpumep, example.com), BmecTe ¢
RemoteAccessHostMatchUsername cneayet ncnosbsosaTb npasuao RemoteAccessHostDomain.

Ecnu 31a pYHKLUMA OTKAOUYEHA UM HE HacTPOEHa, XOCT YAa/NeHHOro AOCTyNna MOXeT 6bITb CBA3aH C N06biIM

JNIOKa/IbHbIM NMO/Z1Ib30BaTENEM.

Mpumep 3HaYEHUA:
false (Linux), <false /> (Mac)
B Havasno

RemoteAccessHostTokenUrl

URL, No KOTOPOMY KAMEHTbI YAaNE€HHOTO A0CTYNa A0/KHbI MOJIyYaTb TOKEHbI ayTeHTUDUKALNN
Tun paHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostTokenUrl
MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
RemoteAccessHostTokenUrl
Noapepxusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 28
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 42

NoppepkmBaemble GyHKLUMU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het
OnucaHue:

URL, no KoTopomy KAMEeHTbl yAaaeHHOro A0CTyna A0XHbI NOAyYaTb TOKEHbI ayTEHTMd)MKaLI,MVI.

Ecnu 3TO NpaBUAO HACTPOEHO, TO AR NOAKAOHYEHNA XOCT yAaNeHHOro A40CTyna noTpebyeT OT KAMeHTa
TOKEH, No/lyYeHHbI no yKazaHHomy URL. Mpasuao Mcnoib3yeTcs COBMECTHO C
RemoteAccessHostTokenValidationUrl.

3Ta GYHKUMA NOKA YTO OTK/IIOYEHa Ha CEPBEPHOM CTOPOHE.

Mpumep 3HaYeHUA:
"https://example.com/issue"
B Hayano

RemoteAccessHostTokenValidationUrl

URL npoBepKu TOKeHa ayTeHTMdUKALMKN ANS KAUEHTa YAaleHHOro A0CTyna

Tun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostTokenValidationUrl

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
RemoteAccessHostTokenValidationUrl

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 28
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 42
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Moapaep:knsaembie GyHKLUN

OnucaHue:

OnHammnyeckoe obHoBneHMe npasun: Oa, Ans Kaxaoro npoduns: Het

MosBonset 3agatb URL 414 NpoBepKM TOKEHa ayTeHTUPMKaLMK, NPUHAANENKALLETO KNIMEHTY yaaeHHOro
Joctyna.

Ecnv 3To NpaBMAO YCTaHOBAEHO, XOCT yAa/ileHHoro aoctyna byaet ucnons3osatb URL gna nposepku
TOKEHOB ayTEHTUPMKALMK OT KAMEHTOB YAa/I€HHOrO A0CTyna Npu npueme coeamHeHuin. Heobxoammo

ncnonb3oBaTb coBmecTHO ¢ RemoteAccessHostTokenUrl.

®YHKUMA NOKa OTK/I0YEHa Ha CEPBEPHON CTOPOHE.

Mpumep 3HaueHua:

B Hayano

"https://example.com/validate"

RemoteAccessHostTokenValidationCertificatelssuer

CepTuduKat KNMeHTa gns nogkntoveHus K RemoteAccessHostTokenValidationUrl
Twun gaHHbIX:

String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\RemoteAccessHostTokenValidationCertificatelssuer

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:

RemoteAccessHostTokenValidationCertificatelssuer

Moapep:knBaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 28
Google Chrome OS (Google Chrome OS) HaunHan ¢ Bepcum 42

MNopaepxuBaembie GpyHKLUM

OnucaHue:

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxagoro npoduna: Het

CepTnduKaT KAMeHTa aaa nogkatoveHns K RemoteAccessHostTokenValidationUrl.
Koraa npaBna0o HaCTPOEHO, XOCT UCMO/b3YET YKa3aHHbI HOMepP cepTUdMKaTa KAMeHTa s
ayTeHTMdUKaumm B RemoteAccessHostTokenValidationUrl. Ecnv Bmecto Homepa yKasaTe "*", byaert

NCNoIb30BaTbCA OO0 U3 AOCTYNHbIX CEPTUPUKATOB.

3Ta GyHKUMA OTKAOYEHA Ha CEPBEPHOI CTOPOHeE.

Mpumep 3HaueHuA:

B Hayano

"Example Certificate Authority"

RemoteAccessHostDebugOverridePolicies

MNo3BonseT U3MeHUTb NpaBuaa cOOPOK A1a OTAaAKM XOCTa YA4a/1eHHOro foCTyna
Tun AaHHbIX:

String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\RemoteAccessHostDebugOverridePolicies

MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:

RemoteAccessHostDebugOverridePolicies

Moppeprkusaertca B:
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e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcum 25 go sepcum 47
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcun 42 ao Bepcuu 47

Noppep:knBaemblie PyHKLUMU
OuHamunueckoe obHoBeHWe npasua: Ja, Ana Kaxagoro npoduna: Het
OnucaHue:

Mo3BonaeT UsmeHUTb npasuia C60pOK ANnA OTNaAKu XoCTta yaaneHHoOro gocryna.

3HayeHMe aHann3npyeTca Kak cnosapb JSON, rae nposepAeTca COOTBETCTBME Ha3BaHUA NpaBuaa ero
3HAYEeHMUIO.

Mpumep 3HaueHua:
"{ "RemoteAccessHostMatchUsername": true }"
B Hayano

RemoteAccessHostAllowUiAccessForRemoteAssistance

PaspelunTb NONb30BaTENAM B3aMMOAENCTBOBATb C MPUBUIETMPOBAHHBIMW OKHaMM BO BPEMSA YAaeHHON NOAAEPHKKM
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RemoteAccessHostAllowUiAccessForRemoteAssistance
MNoapepxusaerca B:

e Google Chrome (Windows) HauMHas c Bepcumn 55

NoppepknBaemble GyHKLUU
OnHammnyeckoe obHoBieHMe npasun: Het, na kKaxkgoro npoduna: Het
OnucaHue:

Ec/nv 3Ta HacTpoiika BK/lOYEHa, TO YAa/EHHbIN XOCT MOMOLLHMKA NOAK/OUUTCA C NpaBamm uiAccess. ITo
MO3BO/INT YAa/IeHHbIM M0/1b30BaTE/IAM B3aMMOAENCTBOBATb Ha BalLleM KOMMboTepe C
NPUBUAETUPOBAHHbBIMU OKHaMMU.

Ec/n 3Ta HacTPOiMKa BbIK/IOYEHA WM He 334aHa, YAANEeHHbIM XOCT NOMOLLHMKA NOAKNOUYNUTCA B KOHTEKCTe
nonb3oBaTens. MpuBMAErMPOBaHHbIE OKHA B 3TOM C/lyyae He ByayT AOCTYNHbI YAaAeHHbIM NO/b30BaTENAM.

Mpumep 3HaueHuA:
0x00000001 (Windows)
B Havano

HacTpoiiKu KOHTeHTa

HacTpolikvu KOHTEHTa NO3BOJIAOT YKa3aTb, KaK SO/IKHO 06pabaTbiBaTbCA COAepKaHMe onpeaesieHHoro Tuna (Hanpumep,
dainbl cookie, nsobparkeHns unm cueHapum Javascript).

B Hayano
DefaultCookiesSetting

HacTtpoiiku daiinos cookie no ymonyaHuto
Tun gaHHbIX:
Integer [Android:choice, Windows:REG_DWORD)]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultCookiesSetting
MNpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
DefaultCookiesSetting
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HasBaHue orpaHuuyeHus ans Android:
DefaultCookiesSetting
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcum 10
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c sepcun 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

Noppep:kmnBaemble PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana kaxaoro npoouna: Aa
OnucaHue:

Mo3BoAAET paspeLllnTb AN 3aNPETUTb XPaHEHNE N0KaAbHbIX AaHHbIX. [PaBUI0 MOXHO 3aJaTb ANA BCeX
calnToB.

Ecnn Bbl BbibepeTe BapuaHT "XpaHuTb dpaiinbl cookie 4o KOHLa ceaHca", yutuTe cneaytoulee: koraa Google
Chrome paboTaeT B $OHOBOM pexmnMme, ceaHC He 3aBepLIaeTcsa Aae noc/e Toro, Kak 3aKpblBaloTca Bce
OKHa. MNoapobHyto MHPopMaLMio Bbl HallaeTe B onucaHnun npasuna BackgroundModeEnabled.

Ecan Bbl He HacTpouTe DefaultCookiesSetting, byaet aencrsosaTb npasuno AllowCookies u nonb3oBatenu
CMOTYT CAMOCTOATE/IbHO U3MEHUTb €r0 3HaYEHMUe.

e 1 =Pa3pewnTb BCEM CallTaM COXPaHATb IOKAJIbHble AaHHble
e 2 =3anpeTuUTb CalNTaM COXPaHATb AaHHbIE HA KOMMNbIOTEP
e 4 =XpaHuTb pannbl cookie [0 KOHLLA ceaHca

Mpumep 3HaueHus:
0x00000001 (Windows), 1 (Linux), 1 (Android), 1 (Mac)
B Havasno

DefaultimagesSetting

HacTpoiKa nsobpaxkeHunit No ymonyaHuto
Tun paHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultimagesSetting
MpepgnouytutenbHoe Ha3BaHue aaa Mac u Linux:
DefaultimagesSetting
HassaHue orpaHuueHua gna Android:
DefaultimagesSetting
MNopapepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 10
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

NoppepkmnBaemblie PyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: Ja, Ana kaxgoro npoduna: a
OnucaHue:

OnpegenseT, oTObparKaloTCA M PUCYHKM Ha caliTax. VX NoKas MOXKHO paspeLumnTb Uau 3anpeTuTb 410 Beex
caiToB. Eciv 3TO NpaBu/Io He HacTpPoeHo, NpuMmeHsieTca npasuao Allowlmages 1 nosib3oBaTeIn CMOTYT

CaMOCTOATE/IbHO USMEHUTb €r0 3HAYEHUE.

e 1 =Pa3pewnTb NOKa3 n30bparkeHnit Ha BCcex caiTax
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e 2 =3anpeTuUTb NOKa3 N30b6paxKeHM Ha Bcex canTax

Mpumep 3HaYEHUA:
0x00000001 (Windows), 1 (Linux), 1 (Android), 1 (Mac)
B Havasno

DefaultlavaScriptSetting

HacTtpoiiku JavaScript no ymonyaHuto
Tuvn paHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultJavaScriptSetting
NpepnouytutenbHoe Ha3BaHue pgasa Mac um Linux:
DefaultJavaScriptSetting
HasBaHue orpaHuuyeHus ana Android:
DefaultJavaScriptSetting
NoapepxkuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa ¢ Bepcum 10
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HauuHas c Bepcumn 30

NoppepknBaemble GyHKLUU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: a
OnucaHue:

Onpegenaet, MOTyT /v CaiTbl 3anycKaTtb JavaScript. MNoaaepKy JavaScript MOXKHO paspeLwmnTsb Uam
3anpeTuTb AnA Bcex caiTos. Ecan aTo npaBuio He HacTpoeHo, aelcteyeT npasuao AllowlavaScript, Ho
NoJib30BaTe/IN MOTYT CAMOCTOATE/IbHO U3MEHUTb €ro 3HayeHue.

e 1 =Pa3pewnTb BCceM caiiTam BbINOAHATb JavaScript
e 2 =3anpeTuTb BbINOJHEeHMe JavaScript Ha Bcex canTax

Mpumep 3HaueHus:
0x00000001 (Windows), 1 (Linux), 1 (Android), 1 (Mac)
B Hayasno

DefaultPluginsSetting

HacTpoiKku nnarMHOB No yMONYaHuUIo

Tun paHHbIX:
Integer [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultPluginsSetting

MpepgnoututenbHoe Ha3BaHue ana Mac um Linux:
DefaultPluginsSetting

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 10
e Google Chrome OS (Google Chrome OS) HaumHas ¢ Bepcun 11

NoppepkmBaemble PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:
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Mo3BonAeT yKasaTb, pa3peLlaeTca M caliTaM aBTOMATUYECKM 3anycKaTb NAarMHbl. ABTOMATUYECKMIA 3anyCK
NAarMHOB MOXKET ObITb pa3pelueH 1Mbo 3anpeLleH 414 BCex CaliTos.

BOCI'IpOM3Be,£I,eHMG MO KNIMKY pa3peLlaeT 3anyCcK naarnHoB, HO A4 3TOro no/2ib3oBaTes/ib 40/1XKEH Ha*XMMaATb
Ha naarnH.

Ecnv 3T1 NpaBmAa He 3aaaHbl, byaeT ncnosibsosatbea napameTp AllowPlugins u nonb3oBaTeNb CMOXKET
N3MEHUTb €ro.

e 1 =PaspewnTb aBTOMaTUYECKMI 3aMNyCK NNAFMHOB HA BCEX CaliTax
e 2 =bnoKnpoBaTb BCE NAArMHbI
e 3 =BocnpounsBoauTb MO KAUKY

Mpumep 3HaueHua:
0x00000001 (Windows), 1 (Linux), 1 (Mac)
B Hayano

DefaultPopupsSetting

HacTpo#Ka BcnibiBatoWMX OKOH MO YMOIYaHUIO
Twun gaHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultPopupsSetting
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
DefaultPopupsSetting
HasBaHue orpaHuueHus ansa Android:
DefaultPopupsSetting
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcum 10
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11
e Google Chrome (iOS) HaunHas c Bepcun 34 no Bepcun 47

e Google Chrome (Android) HaunHasa c Bepcum 33

Noapep:kmMBaemblie pyHKLUU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

MNo3sonser 3aNpPeTuUTb UK PaspellnTb BCMN/IbiBatoW e OKHa Ha BCeX canTax. Ecam ato npasunao He
HACTPOEHO, I,CI,EﬁCTByeT npasunnao BIockPopups M NONb30BATE/IN MOTYT CaAMOCTOATE/IbHO U3MEHUTbL €ro
3Ha4veHue.

. 1= Pa3p8LIJVITb OTKpbITUE BCMN/1bIBAOWMX OKOH Ha BCEX canTax
o 2= BnoKknposaTtb BCN/ibiBaloLWMe OKHa Ha BCex camnTax

Mpumep 3HaYEHUA:
0x00000001 (Windows), 1 (Linux), 1 (Android), 1 (Mac)
B Hayasno

DefaultNotificationsSetting

HacTpoiKa onoBelleHuiA No YMOYaHUIO

Twun gaHHbIX:
Integer [Windows:REG_ DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultNotificationsSetting
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MNpegnoututenbHoe Ha3BaHue gaa Mac um Linux:
DefaultNotificationsSetting
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcum 10
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11

Noppep:knBaemble PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: a
OnucaHue:

Mo3BoNAET yKa3aTb, KakMM caifTam paspelueHo otobpaxaTb onoselleHMa Ha pabouem crosie. Mo
YMONUYAHUIO MOMKHO Pa3peLlnTb NoKas onoBeLLeHn, 3anpeTuTb ero Man HacTPOUTL BbIBOJ, 3anpoca
MONb30BATENIO KasK bl pas, KOrAa caiT [o/KeH NoKasaTb onoselleHne. Ecam 3To NpaBuao He HaCTPOEHO,
Aeincteyet npasuao AskNotifications M nonb3oBaTenn MoOryT CaMoCTOATENIbHO U3MEHUTb ero 3HaYeHue.,

e 1 =Pa3pelwnTb caiiTam NOKa3biBaTb ONOBELLEHUSA
e 2 =3anpeTuTb NOKa3 OMNOBELLEHMI Ha BCEX CalTax
e 3 =CnpawunBaTtb BCerga, ecm caut cobnpaerca otobpasnTb onoseLLeHne

Mpumep 3HaYeHUA:
0x00000002 (Windows), 2 (Linux), 2 (Mac)
B Hayano

DefaultGeolocationSetting

HacTpoiKa reorpaduuyeckoro nonoKeHma no ymoa4yaHuto
Twun gaHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultGeolocationSetting
MpeanoututenbHoe HassBaHue gaa Mac u Linux:
DefaultGeolocationSetting
HasBaHue orpaHuuyeHus ana Android:
DefaultGeolocationSetting
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcum 10
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHasa ¢ Bepcum 30

Noapep:kmMBaemblie pyHKLUU
OunHamunueckoe obHoBneHWe npasua: Aa, Ana kaxagoro npoduna: fa
OnucaHue:

MNossonser pPa3pewinTb NI 3aNpPeTUTb CaliTam OTCNEXMBATb MECTOMNO/IOKEHWNE NO/b30BaTeNs. ITa dJYHKLI,VIFI
MOXKeT BbITb BK/IKOYEHA UK OTK/OUYEHa MO YMO/T4aHUIO, 60 NosIb30BaTENO MOXKET npeaocCTaBaATbLCA
BO3MOXHOCTb Bbl60pa Ka)i(p,blﬁ pa3, Koraa cant 3anpalwmnsaeT mectononoxeHue. Ecan ato npasnao He
HaCTpPOEHO, I,CI,E[&CTBVET npasunao AskGeolocation n nonb3sosatenu MOTYT CaAMOCTOATE/IbHO U3MEHUTb E€I0
3Ha4veHue.

(] 1 = Paspewntb cailTam OTC/1eXKMBaATb MECTOMNONO0KEHME NOJIb30BaTe el
o 2= 3al'lpeTMTb cailTam OTC/eXKMBaTb MECTONONOKEHWNE MNOb30BaTENEN

e 3= CI'IpaLLIMBaTb, €CNN CanT NbiTaeTcA OoTCNneanTb MeCTonosIoXKeEHNE Nob30BaTeNA

MpumeuaHue g ycTpoiicTe Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.
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Ecnv ansa npasuna 3agaHo 3HaveHue BlockGeolocation, y npunoxkeHuit Android He BygeT goctyna K
AaHHbIM O MECTOMONOMKEHUN. ECn NpaBuao He HacTpoeHo Mbo A41A Hero 3a4aHo Apyroe 3HauyeHue,
npunoxkeHune Android MOXeT 3anNpocuTb paspeLleHne Ha A0CTYN K reodaHHbIM.

Mpumep 3HaYEHUA:
0x00000000 (Windows), 0 (Linux), O (Android), 0 (Mac)
B Hayano

DefaultMediaStreamSetting (ycrapeno)

HacTtpoiika MediaStream no ymon4yaHuio

Tun AaHHbIX:
Integer [Windows:REG_DWORD)]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultMediaStreamSetting

NpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
DefaultMediaStreamSetting

NoapepxkuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 22
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 22

NoppepkmBaemble GyHKLUMU
OnHamunyeckoe obHoBeHMe npasun: Oa, OAns Kaxaoro npoduns: a
OnucaHue:

Mo3BosAeT ykasaTb, paspeLweH aun canTam AO0CTyn K 3anucbiBaloWnm yCTpOVICTBaM. Bbl moXKeTe pa3pewnTb

OOCTYM Mo YMONYaHMI0 MB0 3a4aTb HACTPOMKK, MPU KOTOPbLIX KaXKAbli pa3, Korda CaiT nbiTaeTcs
NCMo/ib30BaTb Kamepy uam MMKpodoH, byaeT oTobpaxkaTbcs 3anpoc.

Ecnn 31O NpaBmnaO He HacTPOeHo, UCNOoJIb3yeTcA NapameTp PromptOnAccess, HO MNO/1b30BaTe/1b MOXKET
U3MEHUTL ero.

e 2 =3anpeTuTb canTam AOCTyN K Kamepe U MUKPODOHY
e 3 =T[lpeaynpexaaTb, YTO CalT NbITAaETCA NONYYMTb AOCTYN K KAMEPE UM MUKPODOHY

Mpumep 3HaueHun:
0x00000002 (Windows), 2 (Linux), 2 (Mac)
B Hayasno

DefaultWebBluetoothGuardSetting

KoHTposb ncnosnbsosanus Web Bluetooth API

Tun AaHHbIX:
Integer [Android:choice, Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultWebBluetoothGuardSetting

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
DefaultWebBluetoothGuardSetting

HasBaHue orpaHuuyeHus ans Android:
DefaultWebBluetoothGuardSetting

NoppepxnBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 50
e Google Chrome (Android) HaunHasA c Bepcum 50
e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcum 50


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

Moapep:kuBaembie GyHKLUN
OnHammnyeckoe obHoBneHme npasun: Oa, OAns Kaxaoro npoduns: [a
OnucaHue:

Mo3BonAeT yKasaTb, paspeLleH n cakTam A0CTYN K Haxoaawmmcea nobamnsoctm Bluetooth-yctpolicteam. B
33aBMCMMOCTM OT BbIBPaHHbIX HAaCTPOEK, AOCTYN NOJHOCTbIO 610KMpPYeTcA MO0 3anpallmMBaeTCa NPU Kaxkaou
nonbITKe NoAKNtUNTLCA K Bluetooth-ycTpolicTay.

Ecau npaBuna0 He HAaCTPOEHO, NCMOJIb3YyeTCA 3Ha4YeHue 3, 04HAKO N0Nb30BaTE/Ib MOXKET NU3MEHUTD ero.

e 2 =3anpeTuTb BCEM CaMTaM 3anpalimBaTb AOCTYN K Bluetooth-yctpoiictBam yepes Web Bluetooth
API
e 3 =Pa3pewunTb caitTam 3anpallmBaTh AOCTYN K HaxogAawmMmesa nobamsoctu Bluetooth-yctpoiicteam

Mpumep 3HaueHuA:
0x00000002 (Windows), 2 (Linux), 2 (Android), 2 (Mac)
B Hayano

DefaultKeygenSetting

HacTpoiKku co3gaHuns KaYen no yMoA4YaHMIo
Twun gaHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultKeygenSetting
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
DefaultKeygenSetting
HasBaHue orpaHuuyeHus ans Android:
DefaultKeygenSetting
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 49
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 49
e Google Chrome (Android) HaunHasa c Bepcum 49

Noapep:kmBaemblie GyHKLUMU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

Mo3BoNsAET pa3pelwmnTb UAM 3aNPETUTb CO3AaHME Kouel ana Bcex caiToB. ECM aTo npaBuo He
HaCTpOeHo, 1A BCex caiTos byaeT ncnoab3oBaThea Npasmno BlockKeygen (nonb3oBatenb MoXKeT
N3MEHMUTb 3TY HACTPOMKY).

. 1= Pa3p8LIJVITb BCEM CaWiTam CO34aBaTb K/HO4YU
o 2= 3aI'IpeTMTb BCEM caliTam CO34aBaTb K/1HO4YU

Mpumep 3HaYEHUA:
0x00000002 (Windows), 2 (Linux), 2 (Android), 2 (Mac)
B Hayasno

AutoSelectCertificateForUrls

ABTOMATUYECKMI BbIBOP KNMEHTCKUX CEPTUPUKATOB A/19 CalToB

Tun gaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AutoSelectCertificateForUrls
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MNpegnoututenbHoe Ha3BaHue gaa Mac m Linux:

AutoSelectCertificateForUrls

Moppeprkusaertca B:

Google Chrome (Linux, Mac, Windows) HauMHas c Bepcun 15
Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcum 15

NopaepxuBaembie GpyHKLUM

OnucaHue:

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: Oa

Mo3sonAeT 3agatb WabnoHol URL ana caintos, ana kotopbix Google Chrome 6yaeT aBToMaTUUYECKU
BblIOMPaTb KNMEHTCKME CeEPTUPUKATDLI, €CIN CAWTLI UX 3aNpPaLLMBALOT.

3HayeHMe A0/MKHO coAeprKaTb MmaccmB NpeobpasoBaHHbIX cioBapen JSON. Kaxkablii cnoBapb A0/1XKEH
nmetb popmy { "pattern": "SURL_PATTERN", "filter" : SFILTER }, rae SURL_PATTERN — 3710 wabnoH
HacTpoeK KoHTeHTa. SFILTER onpeaenser Habop KANEHTCKMUX CEPTUPUKATOB, U3 KOTOPbIX Bpaysep byaeT
aBTOMATMYECKM BbIOMPATb HYXKHbIM. Kak 6bl HM Obia1 HAacTpoeH GUAbTP, B HABOP BXOAAT TOJIbKO T
cepTUdMKaTbl, KOTOPbIE COOTBETCTBYIOT 3anpocy cepsepa. Ecan SFILTER numeet popmy { "ISSUER": { "CN":
"SISSUER_CN" } }, AONONHUTENBHO BbIBUPAIOTCA KNNMEHTCKNE CEPTUPMKATDI, BblAaHHbIE CEPTUPUKATOM C
o06wmm nmeHem CommonName SISSUER_CN. Ecam SFILTER — nycToit cnosapb {}, HUKaKuUX A0NOAHUTENbHBIX
OorpaHuyYeHunit gns Habopa KANMEHTCKUX CEPTUPUKATOB HE MPUMEHAETCA.

EC/v 3TO NpaBMIO He HAaCTPOEHO, CepTUOUKAT BbIBMPAETCA aBTOMATUYECKMU.

Mpumep 3HaYEHUA:

B Havano

Windows:
Software\Policies\Google\Chrome\AutoSelectCertificateForUrls\1 =
"{\"pattern\":\"https://www.example.com\",\"filter\":{\"ISSUER\":{\"CN\":\"certificate issuer name\"}}}"
Android/Linux:
["{\"pattern\":\"https://www.example.com\",\"filter\":{\"ISSUER\":{\"CN\":\"certificate issuer name\"}}}"]
Mac:
<array>

<string>{\"pattern\":\"https://www.example.com\",\"filter\":{\"ISSUER\":{\"CN\":\"certificate issuer
name\"}}}</string>
</array>

CookiesAllowedForUrls

PaspeLwwnTb paiinbl cookie Ha 3TUX canTax
Tun paHHbIX:

List of strings [Android:string] (kogupyeTcsa B Buge ctpoku JSON, nogpobHee cM. Ha CTpaHULLE
https://www.chromium.org/administrators/complex-policies-on-windows)

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\CookiesAllowedForUrls

MpepnoutuTenbHoe Has3BaHue aaa Mac um Linux:

CookiesAllowedForUrls

Ha3ssaHue orpaHuuyeHua gna Android:

CookiesAllowedForUrls

Noapepxusaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas ¢ Bepcum 11
Google Chrome OS (Google Chrome OS) HauMHas c Bepcun 11
Google Chrome (Android) HaumHas c Bepcumn 30

Google Chrome (iOS) HauuHasA ¢ Bepcum 34 oo sepcun 47

NopaepkuBaembie GpyHKLUM
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OnHammnyeckoe obHoBneHMe npasun: Oa, Ans Kaxaoro npoduns: [a
OnwucaHue:

3apaet cnuncok wabnoHos URL gns caliToB, KOTOPbIM paspeLleHo coxpaHaTb dainabl cookie. Ecam ato
NpPaBWIO He HAaCTPOEHO, 1A BCEX CAlTOB MCNOb3yeTcA rnobasbHOe 3HaYEeHUE MO YMOAYAHMIO HA OCHOBE
npasuna DefaultCookiesSetting (ecnn oHo HacTpoeHo, B MPOTUBHOM C/ly4yae — Ha OCHOBE
NoJib30BaTe/IbCKOMN KOHPUrypauun).

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\CookiesAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\CookiesAllowedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>
B Havasno

CookiesBlockedForUrls

BnokupoBath dainbl cookie Ha aTUX canTax
Twun gaHHbIX:
List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuue
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\CookiesBlockedForUrls
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
CookiesBlockedForUrls
HasBaHue orpaHuuyeHus ans Android:
CookiesBlockedForUrls
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 11
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcum 11
e Google Chrome (Android) HaunHasna ¢ Bepcum 30

e Google Chrome (iOS) HaunHas c Bepcun 34 no Bepcun 47

Noapep:kmBaemblie pyHKLUMU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

3apaeT cnuncok wabnoHos URL gna canToB, KOTOPbIM 3anpeLLeHo ycTaHaBaMBaTb ¢ainbl cookie. Ecam aTo
NpPaBW/I0 He HAaCTPOEHO, A5 BCEX CANTOB MCNO/b3yeTcA rnobasibHOe 3HaYeHWe No YMOYaHMIO HA OCHOBe
npasuna DefaultCookiesSetting (ecnm oHo HacTpoeHo, B NPOTMBHOM C/ly4ae — Ha OCHOBE
No/Ib30BaTe/IbCKOW KOHOUrypaumm).

Mpumep 3HaueHus:
Windows:
Software\Policies\Google\Chrome\CookiesBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\CookiesBlockedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

<string>[*.]Jexample.edu</string>
</array>
B Hayano

CookiesSessionOnlyForUrls

PaspelumnTb ToNbKO ceaHcoBble dainbl cookie Ha aTUX canTax
Tun AaHHbIX:
List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuue
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\CookiesSessionOnlyForUrls
MpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
CookiesSessionOnlyForUrls
HasBaHue orpaHuuyeHus ans Android:
CookiesSessionOnlyForUrls
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 11
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

e Google Chrome (iOS) HaunHas c Bepcun 34 no Bepcun 47

Noppep:kmnBaemble PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

Mo3BonseT co3aatb CNUCOK WabsoHoB URL gna caliToB, KOTOPbIM paspeLleHo XpaHuTb ¢aiabl cookie
TO/IbKO [0 3aKpbITHA Bpay3epa.

Korga npaBusio He 3agaHo, A5 BCEX CalTOB NpumeHsieTcs 3HadyeHue DefaultCookiesSetting (ecnv oHo He
yKa3aHo, yCTaHaB/IMBAIOTCA NOJIb30BATE/IbCKME HACTPOMKM).

Ecnn Google Chrome paboTtaeT B pOHOBOM perKMMe, CeaHC He 3aBepLUMTCS AaXKe Nnoc/e Toro, Kak byayT
3aKPbITbl BCE OKHA, N OCTAHETCA aKTUBHbLIM A0 TeX NOP, NoKa paboTa bpaysepa He NPEKPATUTCA NOJHOCTbIO.
MoapobHyto nHOpMauUIo Bbl HallaeTe B onMcaHum npasuna BackgroundModeEnabled.

Ecnu Bbl HacTpouTe npasmno RestoreOnStartup Tak, YToObl NpM 3anycke bpay3epa OTKPbIBAIUCL BKNAAKM
13 npeaplayuiero ceaHca, To CookiesSessionOnlyForUrls He BcTynuT B cuny. daiinbl cookie npu aTom
yaanaTbea He byayr.

Mpumep 3HaueHus:
Windows:
Software\Policies\Google\Chrome\CookiesSessionOnlyForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\CookiesSessionOnlyForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]Jexample.edu</string>
</array>
B Havasno

ImagesAllowedForUrls

Pa3pelwnTb NoKas n3obpaxkeHMin Ha 3TUX caTax
Tun AQHHbIX:
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List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, noapobHee cm. Ha cTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImagesAllowedForUrls
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
ImagesAllowedForUrls
HasBaHue orpaHuuyeHus ans Android:
ImagesAllowedForUrls
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 11
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

Moaaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBeHMe npasun: Oa, Ons Kaxaoro npoduns: [a
OnucaHue:

3apgaeT cnucok wabnoHoB URL gnna caliToB, Ha KOTOPbIX pa3pelleHo NoKasbiBaTb n306paxkeHus. Ecam ato
NPaBWI0 He HAacTPOEHO, A/1A BCEX CAlTOB UCNO/b3yeTcA rnobanbHoe 3HaYeHME Mo YMONYAHMIO Ha OCHOBE
npasuna DefaultimagesSetting (ecan oHo HacTpoeHo, B NPOTUBHOM C/ly4ae — Ha OCHOBE NOJIb30BaTE/IbCKOM

KOHUrypaumm).

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\ImagesAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\ImagesAllowedForUrls\2 = "[*.]Jexample.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>
B Hayano

ImagesBlockedForUrls

BnoKMpoBaTb M306paXKEHMA Ha ITUX CalTax
Twun gaHHbIX:
List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImagesBlockedForUrls
MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
ImagesBlockedForUrls
HasBaHue orpaHuuyeHus ans Android:
ImagesBlockedForUrls
MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcum 11
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHasA ¢ Bepcum 30

Noppep:kmnBaemble GyHKLUMU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana kKaxaoro npoouna: Aa
OnucaHue:
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3apgaeT cnucok wabnoHoB URL g caliToB, Ha KOTOPbIX pa3peLlleHo NoKasbiBaTb U306parkeHusn. Ecam ato
NpPaBu/Io He HacTPOEHO, A4/1A BCeX CAalUTOB MCNo/b3yeTcA rnobanbHoe 3HaYeHMe No YMONYaHMIO Ha OCHOBe
npasuna DefaultimagesSetting (ecan oHo HacTpoeHo, B NPOTUBHOM C/lydae — Ha OCHOBE MOJ1b30BaTe/IbCKOM
KoHduUrypaumn).

Mpumep 3HaYEHUA:

B Havano

Windows:
Software\Policies\Google\Chrome\ImagesBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\ImagesBlockedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>

JavaScriptAllowedForUrls

Pa3pewnTb JavaScript Ha aTux canTax
Tun gaHHbIX:

List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\JavaScriptAllowedForUrls

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:

JavaScriptAllowedForUrls

Ha3saHue orpaHuueHua gna Android:

JavaScriptAllowedForUrls

Noapepxusaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas ¢ Bepcum 11
Google Chrome OS (Google Chrome OS) HaumHas c Bepcun 11
Google Chrome (Android) HaumHasn c Bepcum 30

Noppep:knBaemble GyHKLUMU

OnucaHue:

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

3agaet cnucok wabnoHos URL ana caittos, KOTOpbIM pa3peLueHo 3anyckatb JavaScript. Ecav aTo npasuno
He HaCTPOeHo, ANA BCeX CalTOB UCMO/b3yeTcA robasibHOe 3HaYeHME Mo YMONYaHUIO Ha OCHOBE NpaBunna
Default)avaScriptSetting (ecav oHoO HacTpoeHo, B MPOTUBHOM C/ly4Yae — Ha OCHOBE N0J1b30BaTE/IbCKOM
KOHbUrypaumm).

Mpumep 3HaueHuA:

B Hayasno

Windows:
Software\Policies\Google\Chrome\JavaScriptAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\JavaScriptAllowedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]Jexample.edu</string>
</array>
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JavaScriptBlockedForUrls

BnokuposaTb JavaScript Ha 3aTUX canTax
Tun AaHHbIX:
List of strings [Android:string] (koamnpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuue
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\JavaScriptBlockedForUrls
MpeanoututenbHoe HassBaHue gaa Mac u Linux:
JavaScriptBlockedForUrls
HasBaHue orpaHuuyeHus ans Android:
JavaScriptBlockedForUrls
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 11
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcumn 30

Noppep:knBaemble PyHKLUMU
OuHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

3apaet cnucok wabnoHos URL gns caliToB, KOTOPbIM 3anpeLLeHo 3anyckaTtb JavaScript. Ecav aTo npasuno
He HAaCTPOeHo, AN1A BCEX CAaTOB MCNO/b3yeTcA robanbHOe 3HaYeHME MO YMONYAHUIO Ha OCHOBE MpaBuaa
DefaultlavaScriptSetting (ecnn oHo HacTpoeHo, B NPOTUBHOM C/ly4ae — HAa OCHOBE MOJ/1b30BaATE/IbCKOM

KoHduUrypaumm).

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\JavaScriptBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\JavaScriptBlockedForUrls\2 = "[*.]Jexample.edu"
Android/Linux:
["https://www.example.com", "[*.]Jexample.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>
B Hayasno

KeygenAllowedForUrls

PaspewwmnTb 3TUM caliTaM CO3aBaTb KAOUU
Twun gaHHbIX:
List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\KeygenAllowedForUrls
MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
KeygenAllowedForUrls
Ha3ssaHue orpaHuuyeHua gna Android:
KeygenAllowedForUrls
MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 49
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 49
e Google Chrome (Android) HauuHas c Bepcun 49
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Moapaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBneHme npasun: Oa, OAns Kaxaoro npoduns: [a
OnucaHue:

Mo3BonAeT 3a4aTb cNUCcok wabnoHosB URL ans caToB, KOTOPbIM paspeLleHO cO34aBaTh KAtouu. Mpu atom,
€C/I1 YKa3aHHbIN WwabnoH nognagaeT noa aevictemne npasuna KeygenBlockedForUrls, caliTy Bce paBHO
byaneT paspelleHo co3aaBatb Kawun. Ecnm npasuno KeygenAllowedForUrls He HacTpoeHo, Ans Bcex cantos
NCNo/b3yeTcs 3HaYeHne No yMmoa4aHuto Ha ocHoBe npasuna DefaultKeygenSetting (ecnn oHo HacTpoeHo, B
NPOTUBHOM C/lydae — Ha OCHOBE NO/Ib30BaTe/IbCKOMN KOHbUrypaLmm).

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\KeygenAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\KeygenAllowedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>
B Hayasno

KeygenBlockedForUrls

BNOKMpPOBaTb CO34aHMeE KNtoUel Ha 3TUX caiTax
Twun gaHHbIX:
List of strings [Android:string] (koanpyetca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuue
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\KeygenBlockedForUrls
MpeanoututenbHoe HassaHue gaa Mac m Linux:
KeygenBlockedForUrls
HasBaHue orpaHuuyeHus ans Android:
KeygenBlockedForUrls
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 49
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 49
e Google Chrome (Android) HaunHasa c Bepcum 49

Noapep:kmuBaemblie pyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

Mo3BosseT 3a4aTb CNUCOK WabnoHos URL gns caitToB, KOTOPbIM 3aNpeLLEHO CO34aBaTb KAtoun. Mpu aTom,
€C/I1 yKa3aHHbIN WwabnoH nognagaeT noa aevicteme npasuna KeygenAllowedForUrls, cality 6yaet
paspeLlleHo co3aasaTh Katoun. Ecam npasuno KeygenBlockedForUrls He HacTpoeHo, ansa Bcex cantos
MCNONb3yeTcs 3HaYeHWe No YMOo4YaHMIo Ha ocHoBe npasuaa DefaultKeygenSetting (ecnn oHo HacTpoeHo, B
NPOTUBHOM C/ly4ae — Ha OCHOBE M0/1Ib30BaTE/IbCKOM KOHPUrypaumm).

Mpumep 3HaueHus:
Windows:
Software\Policies\Google\Chrome\KeygenBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\KeygenBlockedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
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<array>
<string>https://www.example.com</string>
<string>[*.]Jexample.edu</string>
</array>
B Hayano

PluginsAllowedForUrls

PaspelumnTb NaarMHbl Ha 3TUX calTax

Tun AaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\PluginsAllowedForUrls

MpeanoututenbHoe HassBaHue gaa Mac u Linux:
PluginsAllowedForUrls

Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 11
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11

Noppep:kmnBaemble PyHKLUMU
OuHamnueckoe obHoBneHWe npasua: Qa, Ana Kaxaoro npoouna: Aa
OnucaHue:

3agaet cnucok wabnoHos URL an1a calAToB, KOTOPbIM 3anpeLLEeHO 3anycKkaTb naarkHbl. Ecim aTo npasmao He
HACTPOEHO, A/1A BCEX CAaTOB MCNONb3yeTcA rNobasbHOe 3Ha4YeHME MO YMOAYaHUIO HA OCHOBE NpaBuaa
DefaultPluginsSetting (ecnvM oHO HacTpoeHo, B NPOTUBHOM C/ly4ae — Ha OCHOBE M0/1b30BaTE/IbCKOM
KoHduUrypaumm).

Mpumep 3HaYEeHUA:
Windows:
Software\Policies\Google\Chrome\PluginsAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\PluginsAllowedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]Jexample.edu</string>
</array>
B Havasno

PluginsBlockedForUrls

BnoKkMpoBaTb NAarMHbl Ha 3TUX cakTax

Tun AaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\PluginsBlockedForUrls

MpepgnoututenbHoe Ha3BaHue aaa Mac um Linux:
PluginsBlockedForUrls

MoapeprknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcum 11
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11

NoppepkmnBaemblie PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
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OnucaHue:

3apgaeT cnucok wabnoHoB URL g caliToB, KOTOPbLIM 3anpeLLeHo 3anycKkaTb NaarMHbl. Ecav aTo npaBmno He
HaCTPOEHO, A/1A BCeX CalTOB MCMO/Ib3yeTcs rnobasnbHoe 3HaYeHMe No YMOIYaHMIO Ha OCHOBE NpaBuaa
DefaultPluginsSetting (ec/M oHoO HacTpoOeHo, B MPOTMBHOM C/ly4yae — Ha OCHOBE M0/1b30BaTe/IbCKOM
KoHduUrypaumm).

Mpumep 3HaYEHUA:

B Hayasno

Windows:
Software\Policies\Google\Chrome\PluginsBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\PluginsBlockedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]Jexample.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>

PopupsAllowedForUrls

Pa3pelwnTb BCM/bIBAOLWIME OKHA Ha 3TUX calTax
Twun gaHHbIX:

List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuue
https://www.chromium.org/administrators/complex-policies-on-windows)

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\PopupsAllowedForUrls

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:

PopupsAllowedForUrls

HasBaHue orpaHuuyeHus ans Android:

PopupsAllowedForUrls

Moapep:knBaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 11
Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 11
Google Chrome (iOS) HaunHasa ¢ Bepcum 34 oo sepcun 47
Google Chrome (Android) HaumHan c Bepcuun 34

MNopaepxuBaemblie GpyHKUUM

OnucaHue:

OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

3apaet cnuncok wabnoHos URL ana caTos, KOTOPbIM paspeLleHo NOKa3blBaTb BCM/biBAtOWMe OKHA. Ecan
3TO NPaBWJIO HE HACTPOEHO, A BCEX CAUTOB UCNOb3yeTcA rnobanbHOEe 3HAYEHUE NO YMOIYAHUIO HA
ocHoBe npaswuna DefaultPopupsSetting (ecin oHO HacTpoeHO, B NPOTUBHOM C/ly4ae — Ha OCHOBE
No/Ib30BaTe/IbCKOW KOHbUrypaumm).

Mpumep 3HaueHun:

Windows:
Software\Policies\Google\Chrome\PopupsAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\PopupsAllowedForUrls\2 = "[*.]Jexample.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]Jexample.edu</string>
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</array>
B Havano

RegisteredProtocolHandlers

PeructpuposaTb 06paboTyMKK NPOTOKONOB
Tun AaHHbIX:
Dictionary [Windows:REG_SZ] (kogupyeTca B Buae ctpoku JSON, nogpobHee cm. Ha cTpaHuue
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\Recommended\RegisteredProtocolHandlers
MNpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
RegisteredProtocolHandlers
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcuun 37
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcun 37

Noppep:kmnBaemble PyHKLUMU
MosKeT bbITb 06s3aTeNbHbIM: HeT, PekomeHayeTcsa: [a, AnHammyeckoe obHoBneHMe npasun: Het, Ana
Kaxaoro npoouna: Ja

OnucaHue:

Perncrpauus cnmcka 06paboTunkoB NPOTOKO/I0B. ITO NPaABUJIO He ABAsAeTcs 0basaTenbHbiM. CBOMCTBO
protocol goskHO 6bITb YKa3zaHo no cxeme mailto, a ceolicteo URL — no wabnoHy URL gns npunoxkenus,
KoTopoe ero obpabatbiBaeT. LLIabnoHbI MOTYyT BKAOYATb aTPUOYTbI %S, KOTOPbIE BYAYT 3aMEHEHbI
obpabatbiBaembim URL.

O6paboTuMKM NPOTOKOIA, 3aPEFNCTPUPOBAHHbIE NMPABUIOM, 06bEeANHSAIOTCA C TEMU, KOTOpble bbln
3aperncTpupoBaHbl nosib3osatenamu. M te, u agpyrue 6yayt A4OCTYMNHbI AN UCNONAb30BaHMA. Mob3oBaTeNb
MOMET He NPUMeHATb 06paboTUMKM NPOTOKONA, YCTaHOBAEHHbIE NPABUIOM, 406aBMB N0 YMOIYAHUIO CBOM
COBCTBEHHDIN, HO HE MOXKET YAANNTb UX.

MpumeuaHue gaa ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.

O6paboTyMKM NPOTOKONOB, HACTPOEHHbIE C MOMOLLbIO 3TOTO NPaBKUAa, HE UCNO/b3YIOTCS NP 06paboTKe
HamepeHuit Android.

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\Recommended\RegisteredProtocolHandlers = [{"url":
"https://mail.google.com/mail/?extsrc=mailto&url=%s", "default": true, "protocol": "mailto"}]
Android/Linux:
RegisteredProtocolHandlers: [{"url": "https://mail.google.com/mail/?extsrc=mailto&url=%s", "default":
true, "protocol": "mailto"}]
Mac:
<key>RegisteredProtocolHandlers</key>
<array>
<dict>
<key>default</key>
<true/>
<key>protocol</key>
<string>mailto</string>
<key>url</key>
<string>https://mail.google.com/mail/?extsrc=mailto&url=%s</string>
</dict>
</array>
B Hayano
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PopupsBlockedForUrls

BnoKkMpoBaTb BCN/bIBAOLLME OKHA Ha 3TUX caliTax
Tun AaHHbIX:
List of strings [Android:string] (koanpyetca B Buge cTpoku JSON, nogpobHee cm. Ha CTpaHULe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\PopupsBlockedForUrls
MpeanoututenbHoe HassBaHue gaa Mac u Linux:
PopupsBlockedForUrls
HasBaHue orpaHuuyeHus ans Android:
PopupsBlockedForUrls
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 11
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

e Google Chrome (Android) HaunHasa ¢ Bepcum 34

Noppep:kmnBaemble PyHKLUMU
OuHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

3agaeT cnuncok wabnoHoB URL gna caliToB, Ha KOTOpPbIX 3aMpeLleHbl BCN/biBatowme okHa. Ecam ato
NPaBWI0 He HacTPOEHO, A/1A BCEX CAalTOB MCNO/b3yeTcA rnobanbHoe 3HaYeHMe No YMONYaHMIO Ha OCHOBE
npasuna DefaultPopupsSetting (ecnm oHO HacTpoeHo, B NPOTMBHOM C/ly4ae — Ha OCHOBE M0/1b30BaTE/IbCKOM
KoHduUrypaumm).

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\PopupsBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\PopupsBlockedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>
B Hayasno

NotificationsAllowedForUrls

Pa3pelwnTb ONOBELLEHNS HA 3TUX CalTax

Twun gaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\NotificationsAllowedForUrls

MNpepgnoututenbHoe Ha3BaHue gas Mac m Linux:
NotificationsAllowedForUrls

NoppepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 16
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 16

Noapep:kmBaembie pyHKUUMU
OnHammnyeckoe obHoBneHme npasun: Oa, Ans Kaxaoro npoduns: [a
OnwucaHue:
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3apaet cnuncok wabnoHos URL gna cainTos, KOTOpbIM paspelleHo oTobparkaTb onoseleHua. Ecam ato
NpaBWI0 He HACTPOEHOD, ANA BCEX CAUTOB UCMNOb3YyeTcA r1obanbHOe 3Ha4YeHMe Mo YMOIYaHMIO Ha OCHOBE
npasuna DefaultNotificationsSetting (echn oHo HacTpoeHo, B NPOTMBHOM ClyYyae — Ha OCHOBE
No/Ib30BaTe/IbCKON KOHbUrypawmm).

Mpumep 3HaYEHUA:

B Havano

Windows:
Software\Policies\Google\Chrome\NotificationsAllowedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\NotificationsAllowedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]example.edu</string>
</array>

NotificationsBlockedForUrls

BnoKMpoOBaTb ONOBELLEHMA Ha 3TUX CaUTax
Tun gaHHbIX:

List of strings

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\NotificationsBlockedForUrls

MpeanoututenbHoe HassaHue gna Mac u Linux:

NotificationsBlockedForUrls

Moapep:knBaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 16
Google Chrome OS (Google Chrome OS) HauMHas c Bepcun 16

MNopaepxuBaembie GpyHKUUM

OnucaHue:

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

3apaet cnuncok wabnoHos URL gns calitos, KOTOPbIM 3anpeLLeHo oTobpaxkaTb onoseleHua. Ecam ato
NpPaBW/IO He HAaCTPOEHO, A1 BCEX CANTOB MCMOIb3yeTcs rnobasbHOe 3Ha4YeHWe No YMOYaHMIO HA OCHOBe
npasuna DefaultNotificationsSetting (ecnn oHo HacTpoeHo, B NPOTMBHOM C/ly4yae — Ha OCHOBE
No/ib30BaTe/IbCKON KOHPUrypauum).

Mpumep 3HaueHun:

B Hayasno

Windows:
Software\Policies\Google\Chrome\NotificationsBlockedForUrls\1 = "https://www.example.com"
Software\Policies\Google\Chrome\NotificationsBlockedForUrls\2 = "[*.]example.edu"
Android/Linux:
["https://www.example.com", "[*.]example.edu"]
Mac:
<array>
<string>https://www.example.com</string>
<string>[*.]Jexample.edu</string>
</array>

HacTpoiiku noKanbHo ynpasnaembix npopuneii

HacTpoiiku ynpasnsembix npopunen.


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

B Hayano
SupervisedUsersEnabled

BKNOUYNTb KOHTPOAMpPYEMbIE NPOUN
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcun 29

Moaaep:knsaembie GyHKLUN
OunHamnuyeckoe ob6HoBNEHWE Npasua: HeT
OnucaHue:

Ecnm ana npasuna 3agaHo 3HauveHue "true", Ha yCTPOICTBE MOXKHO CO34aBaTb M UCMO/Ib30BaTb
KOHTpoAMpyemble npoduau.

Ecnu 3apaHo 3HayeHue "false" nnm sHaueHue He 3a4aHO, HeNb3s ByaAeT co34aBaTb KOHTPOAMPYEMbIE
npoduAN 1 BXOAUTb B HUX. BCe cylLecTBytoLME KOHTPOIMpPYyEeMble NPodUAKN ByayT CKPbITbI.

MPUMEYAHMUE. Ha nonb3oBaTeNbCKUX U KOPMOPATUBHbBIX YCTPOMCTBAX MPUMEHSAIOTCA pPa3Hble HAaCTPOMKM No
YMOJIHaHMIO: Ha NO0J/1b30BaTE/IbCKMUX YCTPOMCTBAX NOAAEPKKA KOHTPOIMPYyeMbIX Npoduaelt BKAOYEH], a Ha
KOPMOPATUBHbIX — OTK/IIOYEHa.

B Havano
SupervisedUserCreationEnabled

BKAtoYaeT noaaeprKKy KOHTpoMpyembix npodunei

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SupervisedUserCreationEnabled

MpeanoututenbHoe HassBaHue gaa Mac u Linux:
SupervisedUserCreationEnabled

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 29
Noapep:kmuBaemblie pyHKLUU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

OnucaHue:

Ecnv pna npaBuna 3agaHo 3HaveHue "false”, 3TOT Nonb3oBaTe/Ib HE CMOXKET CO34aBaTb KOHTPOIMPYEMbIE
npoounun. Mpu 3ToM BCE CYLLECTBYHOLLME KOHTPOIMPYeMble Npoduan ByayT LOCTYMHbI.

Ecnv 3agaHo 3HaueHue "true" nam 3HaYeHue He 334aH0, 3TOT MOJ/1b30BaTE/b CMOKET CO3/4aBaTb
KOHTPOJIMpyemble NPOGUAN U YyNPaBAATb UMM.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

SupervisedUserContentProviderEnabled

OTKpbITb ZOCTYN K NOCTaBLUMKY KOHTEHTA A/19 KOHTPOIMPYEeMbIX npodunei
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Tun AQHHbIX:

Boolean
Ha3ssaHue orpaHuueHua gna Android:

SupervisedUserContentProviderEnabled
Moppeprkusaerca B:

e Google Chrome (Android) HaunHas c Bepcun 49

Noppep:kmnBaemble PyHKLUMU

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

OnucaHue:

Ecnu Bbl yKarkeTe 3Ha4YeHue True, TO gpyrne npunoxeHus ana Android cmoryT 3anpawmsaTb gaHHble 06
OrPaHUYEHUAX KOHTPOMPYEMOTO NPOGUIA Y NOCTABLLMKA KOHTEHTA.

Ecnn Bbl yKaxeTe 3HauYeHue False nnu He cTaHeTe HacTpanBaTb GYHKLNIO, TO MOCTABLMK KOHTEHTA He byaeT
NpeaocTaB/iATb 3TU AaHHbIE.

Mpumep 3HaYeHUA:
true (Android)
B Hayano

HaCTPOﬁKM cneyunanbHbIX BO3MOXKHOCTel

HacTpauBaeT cneumnanbHble BO3MOXKHOCTM Google Chrome OS.
B Hayano
ShowAccessibilityOptionsinSystemTrayMenu
MoKas cneuunanbHbIX BO3MOXHOCTEM B MEHIO NaHen 3a4au
Twun gaHHbIX:

Boolean
NoapepknBaeTca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 27

NoppepkmBaemblie PyHKLUMU

PekomeHayeTcs: [a, AnHammyeckoe obHoBNeHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

OTobpaxkeHue cneunanbHbix BO3MOXKHocTel Google Chrome OS B cucTeMHOM MeH!0

Ecnu 3a4aHo 3Ha4YeHue true, cneumanbHbie BOSMOXHOCTK ByayT Bceraa otobpaskaTbca B MEHIO Ha NaHenu
3ajau.

Ecnv 3apaHo 3HayeHue false, cneunanbHbIX BO3MOHOCTEN B 3TOM MEHIO He 6yp,eT.
Ecnu npaBunI0 HACTPOEHO, NO0/Ib30BaATE/IN HE MOTYT €ro U3MEHUTDb.

Ecnu npaBuna0 HE HAaCTPOEeHO, CneunaabHbIX BO3MOXHOCTEN He 6YAET B MEHI0 Ha NaHenn 3a4a4, HO
NoN1b30BaTE/Ib CMOXET UX TyAa ﬂ,06aBVITb Ha CTPpaHuUE HACTPOEK.

B Havasno
LargeCursorEnabled

Bk/toyeHne 60/1bLwOoro Kypcopa
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Tun AQHHbIX:
Boolean
Moppeprkusaertca B:
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
Noapep:kmBaembie pyHKLUMU
PekomeHayetcs: [a, AnHamunyeckoe obHoBneHWe npasun: Oa, Ansa Kaxagoro npodouns: Aa
OnucaHue:
BKNtoueHWe nnm oTkaoveHme 60ablIOro Kypcopa.
Ecnu ana npasuna 3agaHo 3HaveHue "true”, 6oabluoi Kypcop 6yaeT Bceraa BKAOYEH.
Ecnu 3apaHo 3HayeHue "false", 6onbluoii Kypcop byaeT Bcerga OTKAOYEH.

Ecau npaBuna0O 3a4aHO0, N0/1b30BATE/IN HE MOTYT €ro USMEHATb NI OTMEHATD.

Ecnu 3HayeHMe NpaBuMna He 3a4aHo, 60/bLIOKN Kypcop byaeT n3Ha4va/ibHO OTK/IIOYEH, HO NOJIb30BaTeNn
MOTYT ero B 1toboe Bpemsa BKIOYAUTD.

B Hayano
SpokenFeedbackEnabled
O3ByuMBaHuMe AeNCTBUM
Twun gaHHbIX:
Boolean
MNoppepknBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcum 29
Noppep:knBaemblie GyHKLUMU
PekomeHgayeTcs: [a, AnHamunyeckoe obHoBAeHMe npasua: Ja, Ana Kaxgoro npoouna: Aa
OnucaHue:
BKAtOYEHWE UK OTKAtOYEHME PYHKLMM 03BYUMBAHUS AENCTBUIA.
Ecnun ana npasuna 3a4aHo 3HadveHue "true", 03ByunBaHNE AeNCTBUI DyaeT BCceraa BKAOYEHO.
Ecnu 3apaHo 3HayeHue "false", o3ByunBaHue aenctenin byaeT Bcerga OTKAKOYEHO.

Ecau npaswuao 3a4aHO, NO/Ib30BATE/IN HE MOTYT €ro UsSMeHATb U1 OTMEHATD.

Ecnu 3HayeHne npasuna He 3a43aHO, 03BYYMBAHME AeVICTBMﬁ 6yp,eT M3Ha4a/IbHO OTK/NKOYEHO, HO
No21b30BaTE/IN MOTYT €ro B noboe BpemAa BKOYAUTD.

B Havasno
HighContrastEnabled
BKOUYNTb pEeXKMM BbICOKOM KOHTPACTHOCTU
Tun AQHHbIX:
Boolean

MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
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Moaaep:knsaemble GyHKLUN
PekomeHayetca: fla, AMHamunyeckoe obHoBneHue npasun: da, Ans Kaxaoro npoduna: [a
OnucaHue:
BK/lOYEHWNE MU OTKIIOYEHME PEKMMA BbICOKOW KOHTPACTHOCTM.
Ecnv ana npasmna 3a4aHo 3HaYeHue "true", perKMm BbICOKOM KOHTPACTHOCTM DyAeT BCeraa BK/OUEH.
Ecnn 3apaHo 3HavyeHue "false", perknm BbICOKOM KOHTPACTHOCTM ByAeT Bcerga OTK/IOUEH.

Ecnan NnpaBuna0 3a4aHO, NO0/1b30BaTE/IN HE MOTYT €ro U3MeHATb U1 OTMEHATD.

Ecnv 3HayeHune npasunaa He 3a4aHO0, peXnm BbICOKO KOHTPACTHOCTU 6y,D,ET M3HA4Ya/IbHO OTK/ZIKOYEH, HO
NoN1b30BaATE/IN MOTYT €ro B noboe BpeMA BKIIOYAUTD.

B Havasno
VirtualKeyboardEnabled
BKNOUYMTb SKPAHHYIO KNaBUATypy
Tun paHHbIX:
Boolean
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 34
Noppep:kmnBaemble PyHKLUMU
PekomeHayeTcs: [a, AnHammyeckoe obHoBNeHWe npasua: Oa, Ansa Kaxaoro npoouns: Aa
OnucaHue:
BK/IlOYEHME M OTKAIOYEHME SKPAHHOWN KNaBUaTypbl
Ecnu 3afaHo 3HaYeHMe true, sKpaHHan KnaBuaTypa Bceraa byaeT BKAOYEHa.
Ecnu 3apaHo 3HayeHue false, akpaHHas KnaBumaTtypa Bcerga 6yaeT oTKAodeHa.

Ecnn 3TOT napameTp HAcTpoOeH, N0ab30BaTeNn He CMOTYT U3SMEHUTb ero.

Ecnv 3HayeHuWe He BbIOPAHO, 3KPaHHAA KNaBMaTypa Mo yMoI4aHuIo byaeT OTKAKOYEHA, HO NOJib30BaTeNN
CMOTYT BK/IOYMTL €€ B 11060 MOMEHT.

B Hayano
KeyboardDefaultToFunctionKeys
Ncnonb3oBaTb KNaBULWLIN MYIbTUMeAMA KaK GYHKLMOHAbHbIE MO YMOAYAHUIO
Tun gaHHbIX:

Boolean
NoppepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 35

NoppepkmBaemble PyHKLUMU

PekomeHayeTcs: [a, AnHamunyeckoe obHoBneHWe npasua: Oa, Ana Kaxgoro npodounsa: [a

OnucaHue:

Mcnonb3oBaHWe KnasuLL BepXHEro paga Kak d)yHKLI,VIOHaﬂbeIX
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Ecnn 3apaHo 3HayeHue true, KN1aBuLLIM BEPXHEro paaa No YMoa4YaHuo byayT 3ameHATb QYHKLUMOHAAbHbIE
KNaBuLmn. YTobbl MCNOb30BaTb KAaBULLY BEPXHEro pAaa ANA YNpaBaeHMa MyabTumeana, ogHOBPEMEHHO
noTpebyeTca Ha)KaTb U yAEPKUBATb K/1aBULLY NOUCKA.
Ecnu 3apaHo 3HaYeHue false nam npaBMao He HAaCTPOEHO, MO YMOYAHUIO KNaBMLWKN BepXHero paga byayt
NCNoO/Ib30BaTbCA AN5 YNPABAEHUS MybTUMEANA, @ NMPWU HaXKaTUM U yaepKaHUN KNaBULLIM NOMCKa byayT
OEeNcTBOBaTb KaK PYHKUMOHAbHbIE.

B Havasno

ScreenMagnifierType

HacTpoiKa Tuna skpaHHoM Aynbl

Tun gaHHbIX:
Integer

Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29

Noppep:kmnBaemble PyHKLUMU
PekomeHayeTcs: [a, AnHammyeckoe obHoBneHWe npasun: Oa, Ansa Kaxaoro npoouns: Aa

OnucaHue:

OnpegeneHue TMNa 3KPAHHOM Nynbl.

Ecnu 3TO NpaBUNO HACTPOEHO, OHO onpeaenseT TUM UCMO/Ib3yeMOol 3KpPaHHOM Nynbl. ECiM ycTaHOBUTL
3HayeHue "HeT", nyna 6yaet oTkAoYeHa.

Ecnv npaBuio 3a4aHo, Nob30BaTeIN HE MOTYT ero M3MEHATb UM OTMEHATD.

Ecnu 3HayeHune npaBuna He 3a4aHO, SKPaHHaA aAyna 6yAET M3Ha4Ya/ZIbHO OTK/Z1lOYEHQA, HO NO/1b30BaTENN
MOryT ee B noboe BpemA BKNHOYUTb.

e 0 =DKpaHHaA nyna OTKAKYEHA
e 1 =TlonHO3KpaHHaA Nyna BKAOYEHA

B Hayano
DevicelLoginScreenDefaultLargeCursorEnabled
Hanunume nnm otcytcTemne 60/1bLIOTO Kypcopa no yMoa4aHUIO Ha KpaHe BXoaa
Twun gaHHbIX:

Boolean
NoppepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcun 29

Noppep:kuBaemble GpyHKLUMU

OnHamuyeckoe obHoBneHMe npasun: a
OnucaHue:

Hanunune naun OoTCcyTCTBME 60nbLwOro KypCopa Nno ymoa4aHUKo Ha 3KpaHe BXoA4a.

Ecnu ana npasmna 3agaHo 3HadeHue "true", 60NbLLON Kypcop byaeT NoABAATLCA NPU NEpPeXoe Ha 3KpaH
BX04a.

Ecnn 3apaHo 3HaveHue "false", npu nosaBneHMn akpaHa Bxoaa 60blION Kypcop ByaeT OTKAIOYEH.
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Ecnv npaBuao 3a4aHo, Noib3oBaTe I MOTyT BPEMEHHO BKOYaTb U OTK/OUYATb 6ONbLLIONK Kypcop.
BHOCKMMble NONb30BaTENAMMU U3MEHEHMSA KPAaTKOBPEMEHHbI: NPY CAeayoWemM NOABAEHMM 3KpaHa BXxoaa
nnu 6e3nencTBnM NoNbL30BaTENA HA SKPaHe BXOAaA B TeYeHMEe 04HON MUHYTbI MPUMEHAETCA HACTPOMKa No
YMOYaHMIO.

Ecnv 3HayeHMe NpaBuaa He 3aZaHo, MPU NepBOM Nepexoae Ha 3KpaH Bxoda 6obwoi Kypcop byaert
OTK/toYeH. Moib30BaTeN I MOTYT ero B /loboe Bpems BKAKOUYUTL U OTK/IIOUNTDL, @ ero cTatyc byaeT sugeH
BCEM MOJIb30BaTeNIAM Ha 3KpaHe BXoAa.

B Havasno
DeviceloginScreenDefaultSpokenFeedbackEnabled

Hanuuune nam otcyTcTene 03By4YMBaHUA SENCTBUIA MO YMOIYAHMIO Ha 3KpaHe BX0OAa
Tun gaHHbIX:

Boolean
Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29

Noppep:kmnBaemble PyHKLUMU
OunHamunueckoe obHoBNeHWe npasua: [a
OnucaHue:

BKNtOYEHWME UM OTKAIOYEHME PYHKLMKN 03BYYMBAHUA AEMNCTBUIA NO YMOIHAHMIO Ha SKpaHe BXOAa.

Ecan gnsa npasuna 3a4aHo 3HaveHume "true", GyHKUMA 03ByYMBaAHUA AEUCTBUIM DyAEeT BKAKYATLCA NPU
nepexoae Ha 3KpaH BXoAa.

Ecnn 3apaHo 3HayeHue "false", npu noasneHMn akpaHa Bxoaa GYHKLUNA 03BYyYMBaAHUS AEUCTBUM byaeT
OTK/IlOYEHa.

Ecnv npasunio 3agaHo, Nonb3oBaTe/ I MOTyT BPEMEHHO BK/IHOYATb U OTKAKOHATb GYHKLMIO 03BYYMBAHMA
AelncTBuiA. BHOCMMble N0N1b30BATENAMM USMEHEHUA KPAaTKOBPEMEHHDI: NPU CNeAYoLWEeM NOABAEHUM
9KpaHa Bxoga wau 6e3aelicTBMM NONb30BaTeNA HA 3KPaHe BXOAa B Te4eHMe OAHON MUHYTbI MpUMeHAeTcA
HaCTPOIMKa N0 YMONYAHMIO.

Ecnu 3HaYeHMe NpaBuMna He 3a4aHo, NP NepPBOM Nepexoae Ha 3KpPaH Bxoaa GYHKLUMUA 03BYYMBaAHUSA
aencteuin byaet oTkAtodeHa. Monb3oBaTenm MoryT ee B lo60e Bpems BKIKOUNUTL U OTKAKOUUTD, @ ee CTaTyC
6yLeT BUAEH BCEM NONb30BATENAM Ha 3KpaHe BXoAa.
B Havasno
DevicelLoginScreenDefaultHighContrastEnabled
PeXX1M BbICOKOWM KOHTPACTHOCTU, YCTaHABAMBAEMbI MO YMONYAHUIO Ha SKpaHe BXO4a
Tun AaHHbIX:
Boolean
Moapep:knBaeTca B:
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
Noppep:kuBaemble GpyHKUMMU
OnHamunyeckoe obHoBNeHMe npasun: Ja

OnucaHue:

BkntoueHne nnm oTkntoyeHmne peXnma BbICOKO KOHTPACTHOCTU NO YMOJ/TYaHUKO Ha 3KpPaHe BXOo4a.
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Ecan gna npaBuna 3a4aHo 3HaveHue "true", peXknum BbICOKOM KOHTPACTHOCTM ByaeT BKAOYaTbCs Npu
nepexoae Ha 3KpaH BXoAa.

Ecnu 3apaHo 3HayeHue "false", npy noABAeHUM 3KpaHa BXOAa PEKMM BbICOKOW KOHTPACTHOCTM byaeT
OTK/IOYEH.

Ecau npaBuna0 3a4aHO0, N0/1Ib30BATE/IN MOTYT BPEMEHHO BK/ZTKOYATb U OTK/ZTIOYATb PEXUM BbICOKOM
KOHTPACTHOCTU. BHOCKMMbIe NOAb30BaTENAMMN U3MEHEHMUA KPaTKOBpPEMEHHDbLI: NpK ceaytouem noaBaeHnn
9KpaHa BXo4a nnu 6e3AEﬁCTBMM nonb30BaTe/IA Ha 3KpPaHeE BXO4ad B TeYEHUE 0,£|,H0171 MWHYTbI NPUMEHAETCA
HaCTpOﬁKa Mo YMOJ/THaHUIO.

Ecnu 3HaYeHMe NpaBuMAa He 3aZaHO, NPV NEePBOM NePexoae Ha IKPAH BXOLA PEXKMM BbICOKOM
KOHTPACTHOCTU ByaeT oTKAtoYeH. Mob30BaTeNIN MOTYT €ro B 1t060e BpemMa BKAKOUYUTb U OTKOUUTD, @ ero
cTaTyc byaeT BUAEH BCEM M0/Ib30BaTE/AM HA IKPAHe BXOAa.

B Hayano

DevicelLoginScreenDefaultVirtualKeyboardEnabled

PeXXnmM No ymoa4YaHuUIo ANsA 3KPaHHOM KNaBMaTypbl Ha 3KpaHe BXo4a

Twun gaHHbIX:
Boolean

MNoppepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 34

NoppepkmBaemble GyHKLUMU
OnHammnyeckoe obHoBieHMe npasun: da

OnucaHue:
Perknm sKpaHHOM KNaBMaTypbl MO YMONYAHUIO HA 3KpaHe BXo4a
Ecnu 3a4aHo 3HauYeHWe true, SKpaHHas KnaBmaTypa byaeT BK/IOYEHA HA 3KpaHe BXoAa.
Ecnu 3aaaHo 3HaveHue false, akpaHHaA KnasmaTypa byaeT OTKAOYEHA HA 3KPaHe BXOAaA.
Ecnum aTo NpaBMAO HACTPOEHO, NOIL30BATE/IM CMOTYT BPEMEHHO NepeonpesenaTb NnapaMeTpbl, BKAOYan
WA OTKAOYAA 3KPAHHYIO KNaBuaTypy. Perkmm no ymonyaHuio byaet BOCCTaHAaBAMBATLCA NPU NOBTOPHOM
OTKPbLITMM 3KPaHA BXO4a MM Yepe3 MUHYTY be3aelncTems.
Ecnum aTo NpaBMAO He HAacTPOEHO, 3KPaHHasA KaBMaTypa byaeT oTKAYEeHa NPY NepPBOM OTKPbLITUM 3KpaHa
BxoZa. Nonb3oBaTeNn CMOTYT BKAHOUUTD U OTKOUNUTD €€ B 1106014 MOMEHT, U BbIOPaHHbIA UMW PEXUM
6yneT AencTBoBaTb A4/1A 3KpaHa Bxoza.

B Havasno

DevicelLoginScreenDefaultScreenMagnifierType

HacTpoiika TMna sKpaHHOM nynbl, oTo6paXkaeMol Ha 3KpaHe BXoAa NO YMOYaHUIO

Tun AaHHbIX:
Integer

NoppepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 29

Noapep)xuBaemble GyHKLMN
OnHamuuyeckoe obHoBNeHMe npasun: Aa
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OnucaHue:
HacTpoiiKa akpaHHOW Nynbl, UCMO/Ib3yeMOM NO YMOJTYaHMIO Ha 3KpaHe BX0oAa.

Ecnv 3TO NPaBMAO HACTPOEHO, OHO ONPeAEeNAeT TUM 3KPaAHHOW Nynbl, KoTopas byaeT oTobparkaTbcaA No
YMOJI4aHUIO Ha 3KpaHe Bxoaa. Ecnm ycTtaHoBUTL 3HaueHune "HeT", nyna BygeT oTKAouYeHa.

Ecaiv npaBuIO HacTPOEHO, NO/Ib30BaTE/IN MOTYT BPEMEHHO BK/1HOYATb M OTK/IHOMATb MOKA3 SKPAHHOM /iynbl.
BHOCHMble N0/Ib30BaTENIAMMN U3MEHEHMA KPAaTKOBPEMEHHbI: MPU C/ieAyoWem NosiBeHMM 3KpaHa BXxoaa
nnu 6e3aencTenm Nosib3oBaTeNa Ha SKPAHe BXOAa B TeYeHME OAHOM MUHYTbI MPUMEHAETCA HAaCcTPOMKa no
YMOIYaHUIO.

Ecnu 3HauyeHuWe npaBuna He 3aJaHo, NPU NEPBOM NEPEXOo/ie Ha IKPaH BXo/a 3KpaHHasA nyna byaet
OTKNtoYeHa. Monb3oBaTeNn MoTyT ee B 1toboe BpeMs BKIOUUTb U OTKAOUNTDL, a ee cTaTyc byaeT BuaeH
BCEM MO0/1b30BaTE/IAM Ha 3KpaHe BXOAa.

e 0 =3KpaHHaa nyna OTKAOYeHa
e 1 =TlonHO3KpaHHaA yna BKAOYEHA

B Havasno
O6meH coobueHnAMU C OPUrMHANBHBIMU NPUNOXKEHUAMMU

3agaeT npaBuaa Ana o06MeHa CoobLLEHNAMM C OPUTMHANIBbHBIMUW MPUNOKEHUAMM. XOCTbl TAKOro 06MeHa, BK/IIOYEHHbIE B
YepHbI CNUCOK, byayT 3arpy»KaTbCs TO/IbKO B TOM C/ly4ae, ec/iv OHWM AobaBeHbl B 6enbiit.

B Havasno
NativeMessagingBlacklist

Co3faHue YepHOro CNMCKa 415 XOCTOB 0OMeHa COOBLEHNSMU C OPUTMHANbHBIMU MPUIONKEHUAMMU
Tun paHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\NativeMessagingBlacklist
MNpepgnoututenbHoe Ha3BaHue gas Mac um Linux:
NativeMessagingBlacklist
NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcun 34

NoppepknBaemblie PyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: Ja, [Ana Kaxaoro npoouna: Aa
OnucaHue:

Mo3BonaeT HacTpouTb l-IeprIi;I CMUCOK ONA XOCToB obmeHa COOﬁUJ,EHVIHMM C OpUTrMHaIbHbIMUA
NPUNOKEHNAMN. YKa3aHHble B HEM XOCTbl He 6YFI,VT 3arpy»artbcAa.

B YepHbI CNUCOK, B KOTOPOM YKa3aHa 3Be3404Ka (*), BKAoYaloTCa BCe XOCTbl, 38 UCKAOUYEHUEM ABHO
pobaBneHHbIX B 6benbli.

Ecnv 3To NpaBMAo He HacTpoeHo, Google Chrome ByaeT 3arpy»kaTb BCE YCTaHOB/IEHHbIE XOCTbI.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\NativeMessagingBlacklist\1 = "com.native.messaging.host.name1"
Software\Policies\Google\Chrome\NativeMessagingBlacklist\2 = "com.native.messaging.host.name2"
Android/Linux:
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["com.native.messaging.host.namel", "com.native.messaging.host.name2"]
Mac:
<array>
<string>com.native.messaging.host.namel</string>
<string>com.native.messaging.host.name2</string>
</array>
B Hayano

NativeMessagingWhitelist

Co3paaHue 6en10ro Cnncka Ana XocToB ob6MeHa CoOBLLEHUAMU C OPUTUHANBHBIMU NPUNOKEHUAMMU
Tun AaHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\NativeMessagingWhitelist
MpeanoututenbHoe HassaHue gna Mac m Linux:
NativeMessagingWhitelist
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcum 34

Noppep:kmnBaemble PyHKLUMU
OuHamnueckoe obHoBneHWe npasun: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

Mo3BonAeT HAaCTPOUTb BeNblli CMNMCOK A5 XOCTOB 0OMeHa CO0BLLEHNAMM C OPUTMHANbHbBIMM
NPUNONKEHUAMM. YKa3aHHbIE B HEM XOCTbl By AyT UCKAOYEHBI U3 YePHOTO CMMCKa.

Ecnv B YepHOM cnUCKe yKa3aHa 38e3404Ka (*), B Hero BKAOYalOTCA BCE XOCTbl. byayT 3arpy»aTbCs TO/bKO
TE U3 HUX, KOTOPbIE NepeyncsieHbl B 6esom cnmcke.

Mo ymonYaHUIO 3arpy3Ka BCEX XOCTOB paspeLleHa, HO ecaun NPUMEHAETCA NPaBUIOo, COMIacCHO KOTOPOMY BCe
OHW BXOZAT B YEPHbIW CIMCOK, 3TO NPABU/IO MOXKHO NepeonpesenuTb, HacTpous 6eblit.

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\NativeMessagingWhitelist\1 = "com.native.messaging.host.name1"
Software\Policies\Google\Chrome\NativeMessagingWhitelist\2 = "com.native.messaging.host.name2"
Android/Linux:
["com.native.messaging.host.namel", "com.native.messaging.host.name2"]
Mac:
<array>
<string>com.native.messaging.host.namel</string>
<string>com.native.messaging.host.name2</string>
</array>
B Hayasno

NativeMessagingUserLevelHosts

Pa3peluunTb YCTAaHOBKY XOCTOB Ha YpOBHe Noab3oBaTesnein Ans obmeHa coobLeHUAMMN C OPUTUHANbHBIMK
npunoxeHnamm (6es paspelueHns agMmMHUCTpaTopa)
Tun gaHHbIX:
Boolean [Windows:REG_DWORD)]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\NativeMessagingUserLevelHosts
MpepnouytuTenbHoe Has3BaHue aaa Mac um Linux:
NativeMessagingUserLevelHosts
MoapeprknBaeTca B:
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e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 34

Noppep:knBaemblie PyHKLUMU
OunHamunueckoe obHoBneHWe npasua: Ja, Ana kaxgoro npoduna: fa
OnucaHue:

PaspelwmnTb Ha ypOBHE Mo/ib30BaTe e YCTaHOBKY XOCTOB A/19 06MeHa COObLLEHNAMM C OPUTMHANbHBIMK
NPUNOXKEHNAMU.

Ecnn 3apaHo 3HayeHue "Paspelwntb”, Google Chrome paspeluaeTt MCnonb3oBaHME YCTaHOB/IEHHbIX Ha
YPOBHE No/Ib30BaTeIei XOCTOB A/19 0OMEHa COOBLLLEHUAMMN C OPUTMHANBHBIMU MPUAOKEHUAMMN.

Ecnn 3apaHo 3HayeHue "3anpetuts”, Google Chrome byaeT ncnonb3oBath 415 06MeHa CoO0bLEHUAMM C
OPUTUHANBbHbIMU MPUNOKEHNAMU TONIbKO T€ XOCTbl, KOTOPbIEe YCTaHOB/1EHblI HA YPOBHE CUCTEMbI.

Ecnv aTo npaBuno He 3agaHo, Google Chrome paspelaeT MCNOAb30BaHUE XOCTOB Ha YPOBHE
nosb3oBatenen aaa obmeHa coobLEHNAMMU C OPUTMHANBHBIMU NPUNOKEHUAMM.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

MouckoBaa cuctema No yMmona4aHuio

HacTpolika NOMCKOBOM CUCTEMbI MO YMOIYaHUIO. MOXHO yKa3aTb NOMCKOBYIO CUCTEMY MO YMOHAHWNIO, MPUMEHSAEMYIO
NoAb30BaTeNeM, MU OTKAKOUUTL MOUCK MO YMOYAHUIO.

B Hayano
DefaultSearchProviderEnabled

BKOYNTb MOMCKOBYIO CUCTEMY MO YMOJIYaHUIO

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderEnabled

MpepgnouytutenbHoe HasBaHue aaa Mac um Linux:
DefaultSearchProviderEnabled

HassaHue orpaHuueHua gna Android:
DefaultSearchProviderEnabled

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcuu 8

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

Noppep:knBaemble GyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana kaxaoro npoouna: Aa
OnucaHue:

Mo3BonsaeT ucnonb3osaTb NMOUCKOBYHO CUCTEMY MO YMO/THaHUIO.

Korga aTa dyHKUMA BKAOYEHA M B OMHUBOKC BBOAUTCA TeKCT (He URL), NoUCK BbINONHAETCA B CUCTEME MO
YMONYAHWUIO.

Ecnu Bbl 3agaaunte npasuia NOMUCKa NO YMONYAHMIO, TO CMOXKeTe YKa3aTb M CUCTeMY MO YMOAYaHuIo. B
NPOTUBHOM CNly4ae No/ib30BaTeE/IN CMOTYT BbI6VIpaTb €e CaMOCTOATE/NIbHO.
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Koraa GpyHKUMA OTKAOYEHa U B OMHNBOKC BBOAMTCA TeKCT (He URL), NOMCK He BbINoHAETCS.

Ecnv Bbl BKAKOYMTE MU OTKAKOUMTE d)yHKLI,MIO, NnoNb30BaTE/IN HE CMOTYT HAaCTpanBaTb U NepeonpenenAaTb ee

B Google Chrome.

Ecnu Bbl He cTaHeTe HaCTpanBaTb d)yHI-(LI,MI'O, Yy nosib3oBaTenem 6y,u,eT BO3MOXHOCTb MCMO/Z1Ib30BATb CUCTEMY

No YMONYaHUIO U CO34aBaTb CNUCOK CUCTEM.
MpaBunno HegocTynHoO Ha ycTpoiictBax Windows, He Bxoasawmx B gomeH Active Directory.

Mpumep 3HaueHun:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayano

DefaultSearchProviderName

Ha3BaHWe NOMCKOBOW CUCTEMbI MO YMONYAHUIO

Twun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderName

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
DefaultSearchProviderName

HasBaHue orpaHuueHus ana Android:
DefaultSearchProviderName

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

Noapep:kmBaemblie pyHKLUMU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

3apaeT Ha3BaHWe MOMCKOBOW CUCTEMbI MO YMOYaHUIo. ECiv 3To noJsie ocTaBUTb NMYCTbIM, UCMOJIb3YEeTCA
Ha3BaHMe XocTa, cooTBeTcTBYIoWee URL NOMCKOBOM cUCTeMbl. DTO NPaBUO AeNCTBYET, TONbKO eCan
akTuBHo npasuno DefaultSearchProviderEnabled.

Mpumep 3HaYeHUA:
"My Intranet Search"
B Hayano

DefaultSearchProviderKeyword

KnioueBoe cNoBo A1 NOMCKOBOM CUCTEMbI MO YMOJIYAHUIO

Tun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderKeyword

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
DefaultSearchProviderKeyword

HasBaHue orpaHuuyeHus ans Android:
DefaultSearchProviderKeyword

Moapep:knBaeTca B:
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e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 8

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

NoapepxmBaemble pyHKUUMU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ons Kaxaoro npoduns: a
OnucaHue:

3agaeT K/1toYeBoe CNOBO, NPY BBOAE KOTOPOTo B OMHMBOKC NMOMCK BbINOJIHAETCA B YKa3aHHOM cucteme. 310
NpaBuio0 Heobs3aTeIbHO: €C/IM OHO HEe HAacTPOEHO, MOMCKOBbLIE CUCTEMBI HE BbI3bIBAOTCA 417 K/THOYEBbIX
cnos. OHO AelNCTBYET, TO/IbKO eCcnu akTMBHO npasuno DefaultSearchProviderEnabled.

Mpumep 3HaYEHUA:
n )

mis
B Havano

DefaultSearchProviderSearchURL

URL noucka 4na NOMCKOBOM CUCTEMBI NO YMOIHAHUIO

Tun paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderSearchURL

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
DefaultSearchProviderSearchURL

HasBaHue orpaHuueHus ana Android:
DefaultSearchProviderSearchURL

Noapep:xkuBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcuu 8

e Google Chrome OS (Google Chrome OS) HaunHas c Bepcum 11
e Google Chrome (Android) HaunHasa ¢ Bepcum 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

Noppep:knBaemblie GyHKLUMU
OnHamnuyeckoe obHoBneHWe npasua: [a, Ana kaxgoro npoouna: Aa
OnucaHue:

MNo3sonset 3aaatb URL nonckoBoit cuctembl No ymondaHuto. URL-agpec aonxeH cogeprkaTb CTPOKY
{searchTerms}, koTopasa 6yaeT 3aMeHATLCA TEKCTOM, BBELEHHbIM N0/Ib30BaTENEM.

YT106bl Ha3HauMTbL Google NOMCKOBON CMCTEMO NO YMOYaHUIo, BBeguTe cieayrowmnii URL:
{google:baseURL}search?q={searchTerms}&{google:RLZ}{google:originalQueryForSuggestion}{google:assist
edQueryStats}{google:searchFieldtrialParameter}{google:searchClient}{google:sourceld}{google:instantExte
ndedEnabledParameterl}ie={inputEncoding}'.

MpaBuNo AeNCTBYET TONLKO B TOM Cy4yae, eciv BKAoveHo npasuno DefaultSearchProviderEnabled.
Mpumep 3HaYEHUA:

"https://search.my.company/search?q={searchTerms}"
B Hayano

DefaultSearchProviderSuggestURL

URL Mcnonb3yemoi no yMo14aHUIO NOUCKOBOM CUCTEMbI 418 3anpoca NoACKa3oK
TuUn AaHHbIX:
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String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderSuggestURL
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
DefaultSearchProviderSuggestURL
HasBaHue orpaHuuyeHus ans Android:
DefaultSearchProviderSuggestURL
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHasa ¢ Bepcum 30

Moaaep:knBaembie GyHKLUN
OnHammnyeckoe obHoBeHMe npasun: Oa, Ons Kaxaoro npoduns: a
OnucaHue:

MossonsaeT 3aaaTb URL NOMCKOBOW CUCTEMbI, UCNONb3YeMON ANA NpeaocTaBneHna noackasok. URL gonskeH

coaepKaTb CTPOKY {searchTerms}, KOTOpan 6yLI,ET 3aMEHATbCA TEKCTOM, BBEAEHHbIM MNO/1Ib30BaTE/IEM.

3710 HeobnAzaTeIbHOE npasuno. Ecamn Bbl He HacTpouTe ero, URL gna npeanocrtaBieHnA NOACKA30K
MCNONb30BaATbCA HE 6y,CI,ET.

Ona nonydyeHns noackasok ot Google Beeaute cneaytowmin URL:
"{google:baseURL}complete/search?output=chrome&qg={searchTerms}'.

MpaBuao geicTBYET TOJIbKO B TOM C/lydae, ecam BkarodeHo npasunio DefaultSearchProviderEnabled.

Mpumep 3HaueHus:
"https://search.my.company/suggest?q={searchTerms}"
B Hayasno

DefaultSearchProviderinstantURL

URL Xu1BOro nomcKka g1 NoMCKOBOM CUCTEMbI MO YMONYAHULIO

Tun paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderinstantURL

MpepgnouytutenbHoe Ha3BaHue aaa Mac u Linux:
DefaultSearchProviderinstantURL

HassaHue orpaHuueHua gna Android:
DefaultSearchProviderinstantURL

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 10
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

NoppepknBaemblie PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

OnucaHue:

Mossonset 3agatb URL nonckoBoi cuctembl gns HMueoro nomncka. URL-agpec gonkeH coaeprkatb CTPOKY
"{searchTerms}', kKoTopan byneT 3amMeHATbCS TEKCTOM, BBEAEHHbIM NM0/1b30BaTENEM.

370 HeobAsaTenbHOe Npasuao. Ecam Bbl He HacTpouTe ero, KMBOI NOMCK UCNO/b30BaTbCA He ByaeT.
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Y1o6bI BKAOUMTL HKMBo nouck B Google, BBegute cneayrowmin URL:
"{google:baseURL}suggest?q={searchTerms}'.

MpaBuno feNCcTBYET TONLKO B TOM Cy4yae, ecin BKaroYeHo npasuno DefaultSearchProviderEnabled.

Mpumep 3HaYEHUA:
"https://search.my.company/suggest?q={searchTerms}"
B Havasno

DefaultSearchProviderlconURL

3HaYOK NMOMCKOBOW CUCTEMbI MO YMONYAHMIO

Tvn paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderlconURL

MpeanoututenbHoe HasBaHue gaa Mac u Linux:
DefaultSearchProviderlconURL

HasBaHue orpaHuueHus ana Android:
DefaultSearchProviderlconURL

NoapepxmBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcumn 30

NoppepkmBaemble GyHKLUMU
OnHammnyeckoe obHoBeHme npasun: Oa, OAns Kaxaoro npoduns: a
OnucaHue:

3apaeT URL 3Ha4Ka A1 NOMCKOBOI CUCTEMbI MO YMOYaHUIO. ITO NpaBuao HeobA3aTebHO: €C/IM OHO He
HaCTPOEHO, 3HaYOK He nucnonbayetcA. OHO AeNCTBYET, TONIbKO €CIM aKTUBHO NPaBUIo
DefaultSearchProviderEnabled.

Mpumep 3HaueHus:
"https://search.my.company/favicon.ico"
B Hayasno

DefaultSearchProviderEncodings

KoanpoBKM NOMCKOBOM CUCTEMBI MO YMOIYAHUIO
Tun paHHbIX:
List of strings [Android:string] (kogupyeTcsa B Buge ctpokn JSON, nogpobHee cM. Ha CTpaHULE
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderEncodings
MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
DefaultSearchProviderEncodings
Ha3ssaHue orpaHuuyeHua gna Android:
DefaultSearchProviderEncodings
NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcuun 8
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11

e Google Chrome (Android) HaunHas c Bepcum 30

NopaepkmBaembie GpyHKLUM
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OnHammnyeckoe obHoBneHMe npasun: Oa, Ans Kaxaoro npoduns: [a
OnwucaHue:

3apaeT KOAMPOBKY TEKCTA, NOAAEPKMBAEMYO MOUCKOBOM cMCTeMOM. KOoAMPOBKM — 3TO Ha3BaHUA KOAOBbIX
cTpaHuy, Hanpumep UTF-8, GB2312 naun 1ISO-8859-1. OHM NpMMEHAIOTCA B TOM NOpAAKe, B KOTOPOM
nepeyncaeHbl. 3To NPaBuUIO HeobA3aTENbHO: EC/IM OHO HE HAaCTPOEHO, NO YMONYAHUIO UCNOb3YeTCA
kogmposKka UTF-8. OHO aeincTBYyeT, TO/IbKO ecin akTMBHO npasuao DefaultSearchProviderEnabled.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderEncodings\1 = "UTF-8"
Software\Policies\Google\Chrome\DefaultSearchProviderEncodings\2 = "UTF-16"
Software\Policies\Google\Chrome\DefaultSearchProviderEncodings\3 = "GB2312"
Software\Policies\Google\Chrome\DefaultSearchProviderEncodings\4 = "I1SO-8859-1"
Android/Linux:
["UTF-8", "UTF-16", "GB2312", "ISO-8859-1"]
Mac:
<array>
<string>UTF-8</string>
<string>UTF-16</string>
<string>GB2312</string>
<string>ISO-8859-1</string>
</array>
B Havasno

DefaultSearchProviderAlternateURLs

Cnucok gononHutenbHbix URL Ans NOMCKOBOM CUCTEMbBI MO YMONYAHULIO
Tun gaHHbIX:
List of strings [Android:string] (koanpyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderAlternateURLs
MpeanoututenbHoe Ha3saHue gaa Mac u Linux:
DefaultSearchProviderAlternateURLs
HasBaHue orpaHuuyeHus ans Android:
DefaultSearchProviderAlternateURLs
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 24
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 24
e Google Chrome (Android) HaunHasa ¢ Bepcum 30

NoppepknBaemblie PyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: a

OnucaHue:

3agaeT cn1cokK anbTepHaTuBHbIX URL, KOTopble MOryT MCN0Ab30BaTbCA 414 U3BJEYEHMNA 3aNPOCoB U3
MOMCKOBOM cucTembl. [1ns BbINOAHEHWUA 3TOM GpyHKUMM URL gonKeH coaepskaTtb CTpoKy '{searchTerms}'.

370 NpaBuIo He oba3aTeNlbHOE: eC/IN ero He HacTPOMUTb, TO A4S U3BJIeYEHMA MOUCKOBBIX 3aNPOCOB He byayT
MCNOAb30BaTbCA anbTepHaTMBHbIe URL.

OHo gencTByeT, To/NIbKO ecnin BKAtoveHo npasuno DefaultSearchProviderEnabled.

Mpumep 3HaYEHUA:
Windows:
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Software\Policies\Google\Chrome\DefaultSearchProviderAlternateURLs\1 =

"https://search.my.company/suggest#q={searchTerms}"

Software\Policies\Google\Chrome\DefaultSearchProviderAlternateURLs\2 =

"https://search.my.company/suggest/search#q={searchTerms}"

Android/Linux:

["https://search.my.company/suggest#g={searchTerms}",

"https://search.my.company/suggest/search#qg={searchTerms}"]

Mac:

<array>
<string>https://search.my.company/suggest#fq={searchTerms}</string>
<string>https://search.my.company/suggest/search#q={searchTerms}</string>

</array>

B Havasno

DefaultSearchProviderSearchTermsReplacementKey

MapameTp, KOHTPOIMPYIOLMIA pPasmeLL,eHNE MOMCKOBOTO 3anpoca A1 MOMCKOBOW CUCTEMbI MO YMOYAHUIO
Tun paHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderSearchTermsReplacementKey
MpeanouytutenbHoe HassBaHue gna Mac u Linux:
DefaultSearchProviderSearchTermsReplacementKey
HasBaHue orpaHuueHus ana Android:
DefaultSearchProviderSearchTermsReplacementKey
MNopaepkuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcumn 25
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 25
e Google Chrome (Android) HaunHas c Bepcumn 30

Noppep:knBaemblie GyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: Ja, [Ana Kaxgoro npoduna: [a
OnucaHue:

Ecnv 3To NpaBMAO 3a4aHo 1 Npeanaraemblii B omHM60Kce URL coaepKut aTOT NapamMeTp B CTPOKe 3anpoca
nnu naeHTuduKaTope dparmeHTa, BMECTO MCXOAHOM CCbIIKM B MOACKA3Ke NOABATCA MOMCKOBbIE 3aNpochl 1
Ha3BaHMe NOMCKOBOM CUCTEMDI.

o710 NpaBnUIo He ABNAETCA obAsaTenbHbIM. ECn ero sHayeHMe He 3a4aHO, 3aMeHa NOUCKOBbIX 3aMpoCoB He
BbIMNO/IHAETCA.

3To NpaBuIO He NPUMeEHAETCA, ecnun BKAoYeHo npasuno "DefaultSearchProviderEnabled".

Mpumep 3HaYEHUA:
"eSpV"
B Hayano

DefaultSearchProviderimageURL

MapameTp GYHKLMM NOMCKa M306parKeHMI A4 MOUCKOBOW CUCTEMbI NO YMOJTYaHUIO
Tun gaHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderimageURL
MpepnouytuTenbHoe Has3BaHue aaa Mac um Linux:
DefaultSearchProviderimageURL
HasBaHue orpaHuyeHus ans Android:
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DefaultSearchProviderlmageURL
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcum 29
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
e Google Chrome (Android) HaunHas c Bepcum 30

Noppep:knBaemble PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana kaxaoro npoouna: Aa
OnucaHue:

Coaepxut URL-agpec noMCKOBOWM CUCTEMbI, UCMONb3YEMOWN ANA NMOUCKA N306pakeHui. Mo ymonyaHuio
3anpocsbl oTnpasaatoTca metogom GET. Ecam 3agaHa nonntmka
DefaultSearchProviderlmageURLPostParams, 3anpocbl oTnpasnstoTcs metogom POST.

[aHHan nonnTHKa ABnseTcs HeobsasaTebHOW. Ecan oHa He 3a4aHa, NOUCK M30OpaKeHUn He UCNob3yeTcs.
[aHHaA noNMTUKA AeNCTBYET TO/IbKO B C/yvae, ecn 3agaHa noantuka 'DefaultSearchProviderEnabled'.

Mpumep 3HaueHus:
"https://search.my.company/searchbyimage/upload"
B Hayvasno

DefaultSearchProviderNewTabURL

Moka3 URL cTpaHuLbl 6bICTPOro A0CTyna B MOMCKOBOW CUCTEME MO YMOYAHUIO
Tun paHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderNewTabURL
NpepgnoututenbHoe Ha3BaHue gnaa Mac um Linux:
DefaultSearchProviderNewTabURL
HassaHue orpaHuueHua gna Android:
DefaultSearchProviderNewTabURL
NoppepxknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 30
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 30
e Google Chrome (Android) HauuHas c Bepcumn 30
Noppep:knBaemblie GyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

OnpegaensaeT URL, nCnoab3yemblit MOMCKOBOM CUCTEMOM ANA CTPaHMLbl BbICTPOro AocTyna.

3TO NPaBUIO MOKET MCNO/b30BaTbLCA MO YCMOTPEHUIO NOAb30BaTeseit. Ecaun ero sHaueHuMe He 3a4aHo,
cTpaHuua bbicTporo aoctyna He 6yaeT ykasaHa.

3To NpaBM/IO NPUMEHSETCA TONIbKO COBMECTHO ¢ npasunom "DefaultSearchProviderEnabled".
Mpumep 3HaYEHUA:
"https://search.my.company/newtab"

B Hayasno

DefaultSearchProviderSearchURLPostParams
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MapameTpeol 3anpocos POST K URL-agpecy ansa noucka

TuUn AaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderSearchURLPostParams

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
DefaultSearchProviderSearchURLPostParams

HasBaHue orpaHuuyeHus ans Android:
DefaultSearchProviderSearchURLPostParams

MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 29
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcun 29
e Google Chrome (Android) HaunHas c Bepcum 30

Moaaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBeHMe npasun: Oa, Ons Kaxaoro npoduns: a
OnucaHue:

CNu1CoK NapameTpoB, UCMO/b3YEMbIX B MOMCKOBbIX 3anpocax metogom POST. CMCOK COCTOMT U3 nap
"ms/3HadeHne", pasgeneHHbIX 3anaTbiMn. ECM B KauecTBe 3HaYeHUA yKasaH napameTp wabnoHa (Kak
{searchTerms} B npnBeaeHHOM Bbllle NpUMepPe), OH 3ameHseTcA paKTUYECKUMU AaHHbIMUN,

[aHHaa noAnTuKa aBnseTcs HeobasaTenbHOW. Ecnn oHa He 3agaHa, 418 NOUCKOBbIX 3aNpPOCOB
ncnonbsyetca metog GET.

[aHHaA noNnMTUKa AENCTBYET TONbKO B C/ly4Yae, ec/iv BKAoYeHa nonmTtuka 'DefaultSearchProviderEnabled'.

Mpumep 3HaYeHUA:
"g={searchTerms},ie=utf-8,0e=utf-8"
B Hayasno

DefaultSearchProviderSuggestURLPostParams

MapameTpbl ana 3anpocos POST Kk URL-agpecy nomncKka npennorKeHni

Twun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderSuggestURLPostParams

MpeanoututenbHoe HassBaHue gaa Mac u Linux:
DefaultSearchProviderSuggestURLPostParams

HasBaHue orpaHuuyeHus ans Android:
DefaultSearchProviderSuggestURLPostParams

Moapep:knBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 29
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcun 29
e Google Chrome (Android) HaunHasnA c Bepcum 30

Noppep:knBaemble GyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoouna: Aa
OnucaHue:

Cnu1coK napameTpoB, UCNonb3yemblx B 3anpocax POST npu noucke npeanoeHmin. CnMcoK coCcTouT 13 nap
"msa/3HaueHne", pasaeneHHbIX 3anatbiMun. ECM B KauecTBe 3HaYeHUA yKasaH napameTp wabnoHa (Kak
{searchTerms} B npuBegeHHOM Bbille NpUMepPE), OH 3ameHsaeTcAa GaKTUYECKMMMN SaHHbIMMU.
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[aHHaA nonnTuka AsnseTca HeobasaTenbHoM. Ecn oHa He 3agaHa, A1A NOUCKA NpesNoXKeHU M
ncnonb3yetca metog GET.

[JaHHaa nonnMTUKa AeNCTBYET TONbKO B C/y4Yae, ec/iv BKAtoYeHa nonmTtuka 'DefaultSearchProviderEnabled'.

Mpumep 3HaYEHUA:
"g={searchTerms},ie=utf-8,o0e=utf-8"
B Havano

DefaultSearchProviderinstantURLPostParams

MapameTtpbl ana 3anpocos POST K URL-agpecy nBoro nomcka

Tvn paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderinstantURLPostParams

MpeanoututenbHoe HasBaHue gaa Mac u Linux:
DefaultSearchProviderinstantURLPostParams

HasBaHue orpaHuueHus ana Android:
DefaultSearchProviderinstantURLPostParams

Noapep:xkuBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 29
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
e Google Chrome (Android) HaunHas c Bepcumn 30

NoppepkmBaemble GyHKLUMU
OnHammnyeckoe obHoBeHme npasun: Oa, OAns Kaxaoro npoduns: a
OnucaHue:

Cnuncok napameTpos, Ucnosib3yemMbix B 3anpocax POST npu nsom nomcke. CNMCOK COCTOUT U3 Nap
"vma/3HaveHne", pa3aeneHHbIX 3anaTbiMU. ECAKM B KauecTBe 3HauYeHuA yKasaH napametp wabnoHa (Kak
{searchTerms} B npuBegeHHOM Bbille NpUMEpPE), OH 3ameHsaeTcA GaKTUYECKUMMMN AaHHbIMU.

[aHHasa nonnTUKa ABseTcAa HeobAsaTenbHon. Ecam oHa He 3agaHa, Ana X1BoOro noMcka Ucnosib3yerca
meTtopn GET.

[aHHaA noNnMTUKA AeNCTBYET TONbKO B C/y4Yae, eciv BKAoYeHa nonmTtuka 'DefaultSearchProviderEnabled'.

Mpumep 3HaYeHUA:
"g={searchTerms},ie=utf-8,0e=utf-8"
B Hayano

DefaultSearchProviderimageURLPostParams

MapameTpsbl ansa 3anpocos POST kK URL-agpecy noucka n3obpakeHui

Tun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultSearchProviderimageURLPostParams

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
DefaultSearchProviderImageURLPostParams

HasBaHue orpaHuuyeHus ans Android:
DefaultSearchProviderImageURLPostParams

MoapeprknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 29
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e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
e Google Chrome (Android) HaunHas c Bepcum 30

Noppep:knBaemblie PyHKLUMU
OuHamnueckoe obHoBneHWe npasua: Ja, Ana kaxaoro npoouna: Aa
OnucaHue:

CnucoK napameTpoB, Ucnonb3yemblx B 3anpocax POST npu noucke nsobparkeHmin. CNMCOK COCTOMT U3 Nap
"Mms/3HadeHne", pasgeneHHbIX 3anaTbiMn. ECIM B KauecTBe 3HaYeHMUA yKasaH napameTp wabnoHa (Kak
{imageThumbnail} B npuBeaeHHOM Bbilie NpUMepe), OH 3ameHaAeTcA GaKTUYECKUMU AAHHBIMU.

[aHHaa noAnTMKa aBnseTca HeobasaTenbHOW. Ecan oHa He 3a4aHa, AR NoUCKa U306 parkeHUi
ncnonbsyetca meton GET.

[aHHaA nonnMTUKa AeCcTBYET TONbKO B C/y4Yae, ec/iv BKAtoYeHa nonmTtuka 'DefaultSearchProviderEnabled'.

Npumep 3HaueHuA:
"content={imageThumbnail},url={imageURL},sbisrc={SearchSource}"
B Hayano

Npasuna ana HTTP-ayteHTMUKaumumn

MpaBuaa B OTHOLWEHUWN UHTerpupoBaHHoM HTTP-ayTeHTUdMKaLMK.

B Hayasno
AuthSchemes

MNoapeprmMBaemble NPOTOKO/bl ayTEHTUDUKALMM

Twun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AuthSchemes

MpepgnoututenbHoe Ha3BaHue aaa Mac um Linux:
AuthSchemes

HasBaHue orpaHuuyeHus ans Android:
AuthSchemes

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 9
e Google Chrome (Android) HaunHasn c Bepcumn 46

Noapep:kmBaemblie pyHKLUU
OuHamunueckoe obHoBneHWe npasua: HeT, Ons Kaxgoro npodpuns: Het
OnucaHue:

Onpegenset nogaepxuBaembie cxembl HTTP-ayTeHTUdUKaunmM gns Google Chrome.

Bo3morKHble 3HaueHws: basic, digest, ntlm v negotiate. MoHO yKa3aTb HECKO/IbKO 3HaYeHUl Yyepes
3anaTyto.

Ecnn npaBmno He HAaCcTPOEHO, NCMO/Ib3YIOTCA BCE YeTblipe CXeMbl.

Mpumep 3HaueHus:
"basic,digest,ntlm,negotiate

B Hayano

DisableAuthNegotiateCnamelLookup
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OTkNtounTL Nomck 3anmcn CNAME npu 3anpoce Ha ayTeHTUdMKauuto Kerberos

TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisableAuthNegotiateCnamelLookup

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
DisableAuthNegotiateCnameLookup

HasBaHue orpaHuuyeHus ans Android:
DisableAuthNegotiateCnameLookup

MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 9
e Google Chrome (Android) HaunHasa ¢ Bepcum 46

Moaaep:knsaembie GyHKLUN
OunHamnyeckoe obHoBneHWe npasua: Het, Ona kaxkgoro npoduna: Het
OnucaHue:

YKasblBaeT, co3aaHo m HasBaHMe SPN Kerberos Ha ocHoBe KaHOHMYecKoro HasBaHusA DNS nau asnserca
OpUTrMHaNbHbIM. Ecamn aTOT NnapameTp BKAtoYeH, nonck CNAME He BbINONHAETCA, 2 Ha3BaHWe cepBepa
NCNosib3yeTcs B TOM BUAE, B KAKOM OHO 6bl/10 YKa3aHO. EC/1M OH OTKAOYEH, KaHOHWYeCcKoe Ha3BaHue
cepBepa bygeTt onpeaenaTbca ¢ nomoubio noncka CNAME.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Havasno

EnableAuthNegotiatePort

Bkitountb HecTaHaapTHbIN nopT B umst SPN Kerberos

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnableAuthNegotiatePort

MNpepgnoututenbHoe Ha3BaHue gna Mac um Linux:
EnableAuthNegotiatePort

NoppepxknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcum 9

Noppep:knBaemble GyHKLUMU
OnHamunuyeckoe obHoBAeHWe npasua: HeT, ns Kaxgoro npoduns: Het
OnucaHue:

OnpepenseT, HY»KHO /1M BKAOYATb HECTAHAAPTHbIN NOPT B co34aHHOe Ha3sBaHue SPN Kerberos. Ecau atoT
napameTp aKTMBEH WM YKa3aH HeCTaHZapTHbIM NopT (To ecTb Ntoboit nopT, Kpome 80 nnu 443), oH byaeT
BK/ItOMEH B cO3aaHHOe Ha3BaHue SPN Kerberos. Ecaun 3ToT napameTp HeaKTUBEH, B CO34aHHOM Ha3BaHUU
SPN Kerberos nopT He yKka3sbiBaeTcs.

Mpumep 3HayeHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

AuthServerWhitelist

Benblit cnncok ayteHTMdMKaLUKN cepBepa
Tun AaHHbIX:
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String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AuthServerWhitelist
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
AuthServerWhitelist
HasBaHue orpaHuuyeHus ans Android:
AuthServerWhitelist
HasBaHue orpaHuuyeHus ansa Android WebView:
com.android.browser:AuthServerWhitelist
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 9
e Google Chrome (Android) HaunHasa ¢ Bepcum 46
e Android System WebView (Android) HaumHan c Bepcum 49

Moaaep:knsaembie GyHKLUN
OunHamnuyeckoe obHoBneHUe npasua: HeT, Ons Kaxgoro npoduns: Het
OnucaHue:

OnpegaenseT cepBepbl, BHOCUMble B 6eblli CMUCOK AN KOMMNIEKCHOM ayTeHTUdMKaunn. YTobbl BbINOAHUTD
KOMIM/IEKCHYIO ayTeHTUOUKauMio, Google Chrome A0/KeH NOAYyYNTb COOTBETCTBYHOLLMIA 3aMPOC OT MPOKCHU-
cepBepa UK cepsepa, BHECEHHOTO B 3TOT CMUCOK.

[onyckaeTca yKasaHve Ha3BaHWIA CepBEpOB Yepes 3anATyi0 M UCNOo/Ib30BaHMe NOACTaHOBOYHbIX 3HAKOB (*).

Ecnv npasuno He 3agaHo, Google Chrome nonbitaetca onpeaenmTb, HAXOAUTCA /1N CEPBEP B CETH
WHTPaHEeT, U TONbKO NOC/ie 3TOro OTBETMT Ha 3anpocbl aBTopm3saumm Windows. Ecam Google Chrome
0BHapYKMUT, UTO cepBep HaxoamMTca B MHTepHeTe, 3TM 3anpockl 6yayT NPOUTHOPUPOBAHbI.

Mpumep 3HaYeHUA:
"*example.com,foobar.com,*baz"
B Hayasno

AuthNegotiateDelegateWhitelist

Benbit cnucok cepeepos Kerberos aaa nepeaaum npas

Twun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AuthNegotiateDelegateWhitelist

MpeanoututenbHoe Ha3saHue gaa Mac m Linux:
AuthNegotiateDelegateWhitelist

HasBaHue orpaHuuyeHus ana Android:
AuthNegotiateDelegateWhitelist

Moapep:knBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 9
e Google Chrome (Android) HaunHasnA c Bepcum 46

Noppep:kmnBaemble GyHKLUMU
OuHamunueckoe obHoBNeHWe npasua: HeT, Ons Kaxgoro npodpuns: Het
OnucaHue:

OnpegenseT cepsepbl, KOTOpbIM Google Chrome npefocTaBnseT yyeTHble AaHHbIE NOJ/Ib30BATENEN.

,ﬂ,OI'IyCKBETCFI YKa3aHue Ha3BaHUM cepBepos Yepes 3anAaTyro U NCNoJsib3oBaHMeE NOACTAHOBOYHbLIX 3HAaKOB (*)
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Ecnv aTo npaBuno He 3agaHo, Google Chrome He byaeT nepeaasaTtb y4eTHble AaHHble NO/Ib30BaTeNA
cepBepam, B TOM YMC/ie Haxo4AWMMCA B CETU UHTPaHET.

Mpumep 3HaYEHUA:
"foobar.example.com"
B Hayvasno

GSSAPILibraryName

Ha3BaHWe 6MbnnoTekm GSSAPI
Tun gaHHbIX:
String
NpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
GSSAPILibraryName
MoaAaeprknBaeTca B:

e Google Chrome (Linux) HaunHanA c Bepcum 9

NoppepknBaemble GyHKLUMU
OnHammnyeckoe obHosieHMe npasun: Het, lna kKaxkgoro npoduna: Het
OnucaHue:

OnpepaenseT, Kakyto 6ubnnoteky GSSAPI ucnonssosatb ans HTTP-ayTeHTUdMKaUMK. MOXKHO yKasaTb
TO/IbKO Ha3BaHWe BUBAMOTEKM MO0 NOAHBIN NYTb.

Ecnn HacTpoiikm He onpeaeneHbl, Google Chrome ncnonbsyet HasBaHWe 6UBAMOTEKN NO YMONYAHMIO.

Mpumep 3HaYeHUA:
"libgssapi_krb5.s0.2"
B Havasno

AuthAndroidNegotiateAccountType

Tun akkayHTa ana ayteHTudmkaumm HTTP Negotiate

Tun paHHbIX:
String

HasBaHue orpaHuuyeHus ans Android:
AuthAndroidNegotiateAccountType

HasBaHue orpaHuuyeHus ansa Android WebView:
com.android.browser:AuthAndroidNegotiateAccountType

Moapep:kuBaerca B:

e Google Chrome (Android) HaunHasn c Bepcumn 46
e Android System WebView (Android) HauMHan c Bepcum 49

Noppep:knBaemble GyHKLUU
OuHamunueckoe ob6HoBNeHWe npasBua: HeT, Ons Kaxkgoro npodpuns: Het
OnucaHue:

OnpegenseT TUMN aKKayHTOB, YKa3aHHbIW B ayTeHTUGMKALMOHHOM npuaoxkeHum Android,
noaaepxusarolem ayteHtuonkaumio HTTP Negotiate (Hanpumep, Kerberos). 3T1 gaHHble Bbl NoayYmnTe y
MOCTaBLLMKA ayTEHTUOUKALMOHHOIO NPUAoXKeHUA. NMoapobHyo MHbOPMaLIMIO MOXKHO HATK 34ecCh:
https://goo.gl/hajyfN.

Ecnn npaBuno He HacTpoeHo, ayTeHTudUKaumsa HTTP Negotiate Ha Android oTkatoueHa.

Mpumep 3HaYEHUA:
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"com.example.spnego"
B Hayano

AllowCrossOriginAuthPrompt

BcTpeuHsblie 3anpockl 6a3oBoi ayTeHTMdUKaunmn HTTP

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AllowCrossOriginAuthPrompt

NpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
AllowCrossOriginAuthPrompt

MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHasn c Bepcum 13

Moaaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBieHMe npasun: Aa, Ons Kaxaoro npodwuns: Het
OnucaHue:

YnpasnaeT oTobparkeHnem Ha CTpaHULE BCM/IbIBAOLWMX OKOH C 3anpocamu 6a3osoit ayteHTudunKaumm HTTP
A1 CTOPOHHErO B/IOXEHHOro coaepKaHua. Kak npaBuno, ata GyHKUMA OTKAOYEHA B LLeNAxX 3awmTbl OT
duwmHra. Ecam 3To NpaBuUAo He HAaCTPOEHO, 3Ta GYHKLMA TAKMKE OTKAIOYEHA, U CTOPOHHEE BIOXKEHHOE
coAaep)KaHne He MOXKET BbIBOAMTb 3anpocbl 6a3oBoi ayTeHTUPUKaumm HTTP.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

MpoKcu-cepsep

Mo3BosiAeT 3a4aTb NPOKCU-cepBep Ans cepsuca "Google Chrome" 1 3anpeTuTb NOAL30BATENAM MEHATH €r0 HACTPOMKM.
Ecnu Bbl pelwmTe He UCNO/Ib30BaTb NPOKCU-CEPBEP, TO APYrUe HACTPOMKK ByayT NpourHopuposaHsbl. Eciv Bbl BbibepeTe
aBToONpeAeNeHNE NPOKCU-CEPBEPA, TO OCTasIbHble MapaMeTpbl ByayT NPOUrHopMpoBaHsbl. MoapobHbIe NpUMepbI
npuseaeHbl Ha cTpaHule https://www.chromium.org/developers/design-documents/network-settings#TOC-Command-
line-options-for-proxy-sett. Ecam Bbl BKAOUMTE 3Ty HacTpoliiKy, Google Chrome u npunoxkeHus ARC 6yayT UTHOpUpPoOBaTb
BCE MapameTpbl NPOKCU-CepPBEpPaA, 3a4aHHbIE N3 KOMAHAHOW CTPOKKU. Ecamn 3T npaBuna He 3agaHsbl, Apyrme
Nnonb30BaTeNIM CMOTYT U3MEHUTb UX CAMOCTOATE/BHO.

B Hayano
ProxyMode

BbIbpaTb cnocob HacTpoiikM NpoKcK-cepsepa
Tun AaHHbIX:
String [Android:choice, Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ProxyMode
MpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
ProxyMode
HasBaHue orpaHuuyeHus ans Android:
ProxyMode
NoppepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHas c Bepcumn 10
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11
e Google Chrome (Android) HaunHasA ¢ Bepcum 30

e Google Chrome (iOS) HaunHas c Bepcun 34 oo Bepcun 47
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Moapaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBneHme npasun: Oa, OAns Kaxaoro npoduns: [a
OnucaHue:

Mo3BonseT 3a4aTb NPOKCU-cepsep ana cepsuca "Google Chrome" 1 3anpeTuTb NO/b30BATENAM MEHATb €ro
HACTPOMKU.

Ecnv Bbl peLlwmMTe He UCNOb30BaTb NPOKCU-CEPBEP, TO APYrMe HACTPOMKKM ByayT NPOMUTHOPUPOBAHDI.

Ecnv Bbl BbibepeTe UCNoNb30BaHME CUCTEMHbIX HACTPOEK MPOKCU-CEPBEpPa UK ero aBToonpeaesneHne, To
ocCTa/ibHble NapameTpbl 6yayT NPOUrHOPUPOBaAHDI.

Ecnu Bbl XOTUTE HAaCTPOUTb MPOKCU-CEPBEP BPYUHYIO, 0 NapameTpbl MOXHO yKasaTb B noaax "Agpec nam
URL npokcu-cepsepa” 1 "Cnncok npasBua a4na UrHopuposaHMa Npokcu-cepsepa”. MNMpunoxeHuam ARC byaet
[O0CTyneH ToNbKO npoKcu-cepsep HTTP ¢ HanBbICLUMM NPUOPUTETOM.

Ecnn HyXHO ncnonb3oBaTtb PAC-ckpunT, yKaxkute ero URL B cTpoke "URL ¢aina PAC npokcu-cepsepa’.

MoapobHble NpMmepbl NpuBeaeHbl Ha cTpaHuue https://www.chromium.org/developers/design-
documents/network-settings#TOC-Command-line-options-for-proxy-sett.

Ecnv Bbl BKNKOUMTE 3TY HAcTpoiky, Google Chrome 1 npunoxexusa ARC 6yayT MrHopupoBaThb Bce
napameTpbl NPOKCU-CEPBEPA, 3a4aHHble U3 KOMAHAHOM CTPOKM.

Ecnv a1 npasBuAaa He 3a4aHbl, Apyrue Nob30BaTeNn CMOryT USMEHUTb MX CAMOCTOATENbHO.

e ‘'direct" = HuKorga He ncnonb3oBaTb NPOKCU-CEPBEP

e "auto_detect" = ABTOMaTMUeCKM onpeaensiTb HaCTPOMKM MPOKCU-CepBepa
e "pac_script" = Ucnonb3osaTb ckpunt PAC ana npokcu-cepsepa

e '"fixed_servers" = Ucnonb3oBaTb PUKCUPOBAHHbIE MPOKCU-CEPBEPDI

e 'system" = Ucnonb3oBaTb cMCTEMHbIE HACTPOMKKN NPOKCU-CepBepa

MpumeyaHue ana ycTpoicTB Ha nnatpopme Google Chrome OS, nopaepkuBatowmx npunoxkeHuna Android.

Bbl HE MOKeTe NPUHYAUTb NpuaoxkeHua Android ncnonb3oBaTth NPOKCU-cepeep. MPUAoKeHUa camm
peLatoT, AenaTb 3TO UM HET, MOCKO/IbKY UM AOCTYMNHA YacTb HACTPOEK NPOKCU-CEpBEpa.

Ecnun oTKa3aTbCA OT MCNO/Ib30BAHUA NPOKCU-cepBepa, NpunoxkeHua Android nonyyat nHdopmaLmio o Tom,
YTO OH He HACTPOEH.

Ecnm 6yaeT Mcnonb3oBaTbCA CUCTEMHbBIN MW APYTON KOHKPETHbIM NPOKCU-cepBep, NpuaoKeHmam Android
6ynet npegoctasneH ero HTTP-agpec v nopr.

Ecnv npoKcu-cepsep byaeTt onpeaenatbca aBToMmaTMyecku, npunoxedmsa Android nonyyat URL ckpunTa
http://wpad/wpad.dat. pyrve yacTv NpoTOKOAA A8 aBTOONpPeAeeHNA NPOKCU-CEPBEPaA MCMONb30BaTLCA
He byayT.

Ecnum 6yaeT ncnonb3oBatbesa ckpunT PAC gns npokcu-cepeepa, npunoxenuns Android nonydyat URL ckpunTa.
Mpumep 3HaYEHUA:

"direct"
B Hayano

ProxyServerMode (yctapeno)

BbIbpaTb cnocob HacTpoiiKM NpoKcu-cepsBepa
Tun AaHHbIX:


http://wpad/wpad.dat
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ProxyServerMode
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
ProxyServerMode
HasBaHue orpaHuuyeHus ans Android:
ProxyServerMode
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcumn 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

Moaaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBeHMe npasun: Oa, Ona Kaxkgoro npodunsa: Aa
OnucaHue:

3Ta npaBuWOo ycTapeno, UCNonb3yiTe BMecTo Hero ProxyMode.

Mo3BonAET yKa3aTb NpoKcU-cepBep ana cepeuca "Google Chrome" 1 3anpetntb NoNb30BaTENAM MEHATb
€ro HaCTPOMKMU.

Ec/v Bbl peLumTe He UCMoAb30BaTb NPOKCU-CepBep, TO APYrMe HAaCTPOMKKM ByayT NPOUrHOPUPOBaHbI.

Ecnu Bbl BbibepeTe 1CNonb30BaHME CUCTEMHBIX HACTPOEK MPOKCU-CEPBEPA WM ero aBToonpeaeneHue, To
ocTa/fibHble NapameTpbl 6yayT NPOUrHOPUPOBaHbI.

Ecnun HacTpoMKm NpoKcm-cepBepa 3a4atoTca BPYYHYHO, MOXKHO YKa3aTb AOMNOJ/IHUTENbHbIE NAapaMeTpbl B
nonax "Agpec nnn URL npokcn-cepsepa”, "URL daina PAC npoKcu-cepsepa" n "Cnucok npasun ans
WUTHOPMPOBaHMA NPoKcu-cepeepa’. MpunoxkeHmam ARC byaet gocTyneH ToNbKo Npokcu-cepsep HTTP ¢
HAWBbLICLUMM NPUOPUTETOM.

MoapobHble Nnpumepbl NpUBeAeHbl Ha cTpaHuue https://www.chromium.org/developers/design-
documents/network-settings#TOC-Command-line-options-for-proxy-sett.

Ecnv Bbl BKNKOUMTE 3TY HAcTpoliky, Google Chrome u npunoxeHus ARC 6yayT urHopmpoBsaTb Bce
napameTpbl NPOKCU-CEPBEPA, 3a4aHHbIe U3 KOMAHAHOM CTPOKM.

Ecnuv atu npaBuaa He 3adaHbl, gpyrue noab3oBate/IM CMOTYT USMEHUTb UX CaAMOCTOATE/IbHO.

¢ 0= Hwukoraa He ncnonb3oBaTb NPOKCU-CEpBEpP

e 1= ABTOMATUYECKM ONpenenaTb HaCTPOMKM NPOKCU-CepBepa
e 2 =HacTpolika NpoKcUu-cepsepa BPy4YHyHO

e 3 =Wcnonb30oBaTb CUCTEMHbIE HAaCTPOIKM NPOKCU-CEPBEPA

MpumeuaHue ana yctpoictB Ha nnatpopme Google Chrome OS, nogaepxkuBatowmx npunoxkeHua Android.
Bbl HE MOKeTe NPUHYANUTb NpuaoxKeHna Android ncnonb3oBaTb NPoKcK-cepsep. MpunoxeHna camm
PELLaoT, AENATb 3TO UM HET, NOCKOJ/IbKY MM A0CTYMNHa YacTb HACTPOEK NPOKcU-cepBepa. [oNOAHUTENbHYIO
MHPOPMaALMIO MOMXKHO HaUTK B NpaBuiax ProxyMode.

Mpumep 3HaYEHUA:
0x00000002 (Windows), 2 (Linux), 2 (Android), 2 (Mac)

B Ha4ano

ProxyServer
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Appec nan URL npokcn-cepsepa

TuUn AaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ProxyServer

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
ProxyServer

HasBaHue orpaHuuyeHus ans Android:
ProxyServer

MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11
e Google Chrome (Android) HaunHas c Bepcum 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47

Moaaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBeHMe npasua: Aa, Onsa Kaxkaoro npoduns: Aa
OnucaHue:

3aecb yKkasbisaetca URL npokcn-cepsepa.

MpaBuNo AeNCTBYET, TONLKO ecn B pasgene "BbibpaTb cnocob HAacTPOMKM NpoKcu-cepBepa” yKasaHa
HaCTpOWiKa BpyYHY!O.

Ec/iv BK/IOYEH APYroi peXxmMm, He yCTaHaBAMBaMTe 3TO Npasuio.

MoapobHbie Npumepbl NpMBeaeHbl Ha cTpaHuue https://www.chromium.org/developers/design-
documents/network-settings#TOC-Command-line-options-for-proxy-sett.

MpumeyvaHue anna ycTpoicTB Ha nnatpopme Google Chrome OS, noaaepkusarowmnx npunoxenus Android.

Bbl HE MOKeTe NPUHYANUTb NpuaoKeHna Android ncnonb3oBaTb NPoKcu-cepsep. MpUnoxKeHUa camm
pEeLatoT, AeNATb 3TO UM HET, NOCKOJ/IbKY MM A0CTYMNHa YacTb HACTPOEK NPOKcU-cepBepa. [ONOAHUTENbHYIO
MHPOPMaALMIO MOXKHO HaUTK B NpaBuaax ProxyMode.

Mpumep 3HaYEHUA:
"123.123.123.123:8080"
B Hayano

ProxyPacUrl

URL ¢aina PAC npokcu-cepsepa

Tun AaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ProxyPacUrl

MpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
ProxyPacUrl

HasBaHue orpaHuuyeHus ans Android:
ProxyPacUrl

NoppepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcuun 8

e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11
e Google Chrome (Android) HaunHasA ¢ Bepcum 30

e Google Chrome (iOS) HaumHas c Bepcun 34 oo Bepcun 47
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Moapaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBneHme npasun: Oa, OAns Kaxaoro npoduns: [a
OnucaHue:

3pecb ykasbiBaetcss URL PAC-¢daitna npoKcu-cepsepa.

MpaBuno AeNCTBYET, TONLKO ecin B pasgene "BbibpaTb cnocob HAcTPOIKM NpoKcu-cepBepa” yKasaHa
HaCTpOViKa BpyYHY!O.

Ecnu BKAKOYEH ApYroi peXXmnm, He yCTaHaBAMBaAWTE 3TO NPaBUO.

MoapobHbie Npumepbl NpuBeaeHbl Ha cTpaHuue https://www.chromium.org/developers/design-
documents/network-settings#TOC-Command-line-options-for-proxy-sett.

MpumeyaHue gaa ycTpoiicTe Ha naatpopme Google Chrome OS, noaaep:xusarowmx npunoxkeHua Android.

Bbl He MOKeTe NPUHYAUTL NpuaoKeHua Android ncnonb3oBaTb NPoOKcU-cepBep. MpuaoxeHMa camm
peLatoT, AenaTb 3TO UAN HET, MOCKOIbKY MM AO0CTYMHa YacTb HAaCTPOEK NPOKCU-cepBepa. JONoAHUTENbHYIO
MHbOPMALMIO MOXKHO HalTh B NpaBuaax ProxyMode.

Mpumep 3HaYeHUA:
"https://internal.site/example.pac"
B Ha4vano

ProxyBypassList

MpaBuna UrHOPUPOBAHMUA NPOKCU-CEPBEPOB

Tun paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ProxyBypassList

MpeanoututenbHoe Ha3saHue gaa Mac u Linux:
ProxyBypassList

HasBaHue orpaHuuyeHus ans Android:
ProxyBypassList

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauMHan c Bepcuu 8
e Google Chrome OS (Google Chrome OS) HaunHas c Bepcuu 11
e Google Chrome (Android) HaunHasna ¢ Bepcum 30
e Google Chrome (iOS) HaunHan ¢ Bepcun 34 oo Bepcum 47
NoppepknBaemblie PyHKLUMU
OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

Google Chrome 6yaeT UrHopmpoBaTb NPOKCU-CEPBEPbI U3 3TOFO CNUCKA.

MpaBuao AECTBYET TO/IbKO B TOM C/y4ae, eCn Bbl YKa3aau PyYyHYIo HacTPOMKY NPOKCU-cepBepa B pasaene
"BbibpaTb cnocob HAaCTPOMKM NpoKcU-cepaepa".

Ecnv BbIOPAH OPYroi pexunm, He yCTaHaB/IMBaMTE 3TO NPaBMO.

Moapob6Hbie npumepbl NpuBeaeHbl Ha cTpaHmnue https://www.chromium.org/developers/design-
documents/network-settings#TOC-Command-line-options-for-proxy-sett

MpumeuaHue ana ycrpoiicts Ha nnatdopme Google Chrome OS, noaaepxusatowmnx npunoxkenua Android.
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Bbl HE MOKeTe NPUHYANUTb NpuaoxKeHna Android ncnonb3oBaTb NPOKcK-cepsep. MpuUnoxeHUa camm
peLatoT, 4eNaTb 3TO UM HET, NOCKOJ/IbKY MM A0CTYMNHa YacTb HACTPOEK NPOKcU-cepBepa. [oNOAHUTENbHYIO
MHPOpPMaLMIO MOMKHO HaUTK B Npasuiax ProxyMode.

Mpumep 3HaYEHUA:
"https://www.examplel.com,https://www.example2.com,https://internalsite/"
B Hayano

PacwmpeHus

3agaet napameTpbl NpaBu, MPUMEHSEMbIX K paclumpeHmam. MNonb3oBaTesib He CMOXKET YCTaHaBAMBATb PaclUMPEHMs U3
YepHOro Cru1cKa, NoKa OHU He byayT nepeHeceHbl B 6enbit cnmcok. Google Chrome TaK)Ke MOXKET aBTOMaTUUYECKH
yCTaHaB/MBATb paclMpeHns, BHeCEHHbIe B cnncok ExtensioninstallForcelist, gaxke ecnm oHM BHECEHbI B YEPHbI CMINCOK.

B Hayano
ExtensionlnstallBlacklist

HacTpoiKa YyepHOro cnucKka paclmpeHui

Twun gaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ExtensionlnstallBlacklist

MNpeanoytutenbHoe HasBaHue gna Mac um Linux:
ExtensionlnstallBlacklist

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 8
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11

Noapep:kmBaemblie pyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:

Mo3BonsaeT 3agaTb pacwnMpeHus, Kotopble noab3osatenn HE MOIYT yctaHaBAMBaTb. YrKe yCTaHOB/IEHHbIE
paclMpeHnsn, BXoAALLME B 3TOT YepHbIN CNUCOoK, byayT yaaneHsl. 3Be3goyKa (*) sanpewaer Bce
pacwmpeHnsn, Kpome Tex, KoTopble BHeCEHbI B 6e/bliA CMUCOK. ECIM 3TO NpaBMAO He HACTPOEHO,
nosb3oBaTenn moryt obasnaTtb B Google Chrome ntobble paclumpeHus.

Mpumep 3HaYeHUA:
Windows:
Software\Policies\Google\Chrome\ExtensionInstallBlacklist\1 = "extension_id1"
Software\Policies\Google\Chrome\ExtensionInstallBlacklist\2 = "extension_id2"
Android/Linux:
["extension_id1", "extension_id2"]
Mac:
<array>
<string>extension_id1</string>
<string>extension_id2</string>
</array>
B Hayano

ExtensioninstallWhitelist

HacTpoiKa 6enoro cnncka paclumpeHnit
Tun AQHHbIX:

List of strings
PacnonoxeHue B peectpe Windows:
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Software\Policies\Google\Chrome\ExtensionInstallWhitelist

MNpepgnoututenbHoe Ha3BaHue gaa Mac m Linux:

ExtensionlInstallWhitelist

Moppeprkusaertca B:

Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 8
Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 11

MNopaepxuBaembie GpyHKLUM

OnucaHue:

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

Mo3BonAET onpesennTb, Kakne pacliupeHuss He MoryT BbiTb BHECEHbI B YEPHbIM CMMCOK. 3HayeHne "*" B
YepHOM CMUCKe YKa3blBaeT Ha TO, YTO B HEro BHECEHbI BCE PACLLUMPEHMA U NONb30BaTENIN MOTYT
YCTaHaB/AMBATb TOJIbKO pacluMpeHnn ns 6enoro cnmcka. Mo ymonyaHuio Bce pacluMpeHns HaxoaaTca B
6enom cnucke. Tem He MeHee, ec/in BCe pacluMpPeHUs Hbliv BHECEHbI B YEPHbIM CMIUCOK B COOTBETCTBUM C
npaBnAoOM, 6enbii CMMCOK MOXKHO UCMO/Ib30BaTb A1 HEMTPaNU3aLMmn 3Toro npasua.

Mpumep 3HaueHUn:

B Hayasno

Windows:
Software\Policies\Google\Chrome\ExtensionInstallWhitelist\1 = "extension_id1"
Software\Policies\Google\Chrome\ExtensionInstallWhitelist\2 = "extension_id2"
Android/Linux:
["extension_id1", "extension_id2"]
Mac:
<array>
<string>extension_id1</string>
<string>extension_id2</string>
</array>

ExtensionlnstallForcelist

Co34aTb CNMCOK NPUIOKEHWUI U PaCLLUMPEHUIA, YCTaHABNBAEMbIX MPUHYAUTENBHO
Twun gaHHbIX:

List of strings

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\ExtensionInstallForcelist

NpepgnoututenbHoe Ha3BaHue gasa Mac um Linux:

ExtensionlnstallForcelist

Noapepxusaerca B:

Google Chrome (Linux, Mac, Windows) HaunHas ¢ Bepcum 9
Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 11

NopaepkmBaembie GpyHKLUM

OnucaHue:

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

Specifies a list of apps and extensions that are installed silently, without user interaction, and which cannot
be uninstalled by the user. All permissions requested by the apps/extensions are granted implicitly, without
user interaction, including any additional permissions requested by future versions of the app/extension.
Furthermore, permissions are granted for the enterprise.deviceAttributes and enterprise.platformKeys
extension APIs. (These two APIs are not available to apps/extensions that are not force-installed.)

This policy takes precedence over a potentially conflicting ExtensionsinstallBlacklist policy. If an app or
extension that previously had been force-installed is removed from this list, it is automatically uninstalled
by Google Chrome.
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For Windows instances that are not joined to an Active Directory domain, forced installation is limited to
apps and extensions listed in the Chrome Web Store.

Note that the source code of any extension may be altered by users via Developer Tools (potentially
rendering the extension dysfunctional). If this is a concern, the DeveloperToolsDisabled policy should be
set.

Each list item of the policy is a string that contains an extension ID and an "update" URL separated by a
semicolon (;). The extension ID is the 32-letter string found e.g. on chrome://extensions when in developer
mode. The "update" URL should point to an Update Manifest XML document as described at
https://developer.chrome.com/extensions/autoupdate. Note that the "update" URL set in this policy is only
used for the initial installation; subsequent updates of the extension employ the update URL indicated in
the extension's manifest.

For example, gbchcmhmhahfdphkhkmpfmihenigjmpp;https://clients2.google.com/service/update2/crx
installs the Chrome Remote Desktop app from the standard Chrome Web Store "update" URL. For more
information about hosting extensions, see: https://developer.chrome.com/extensions/hosting.

If this policy is left not set, no apps or extensions are installed automatically and the user can uninstall any
app or extension in Google Chrome.

MpumeuaHune gas ycTpoiictB Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.

MpunoxkeHnsa Android MOXHO NPUHYAUTENBHO YCTaHOBUTb Yepes KOHCO/b aamMmMHUcTpaTopa Google,
CKayaB unx n3 Google Play. 3To NnpaBn/I0 NPUNOKEHUAMMN HE UCMONb3YETCA.

Mpumep 3HaueHusA:
Windows:
Software\Policies\Google\Chrome\ExtensioninstallForcelist\1 =
"gbchcmhmhahfdphkhkmpfmihenigimpp;https://clients2.google.com/service/update2/crx"
Android/Linux:
["gbchcmhmhahfdphkhkmpfmihenigjmpp;https://clients2.google.com/service/update2/crx"]
Mac:
<array>

<string>gbchcmhmhahfdphkhkmpfmihenigjmpp;https://clients2.google.com/service/update2/crx</string>
</array>
B Hayano

ExtensioninstallSources

HacTpouTb MCTOYHMKKN AN5 YCTAaHOBKWU PaCLLUMPEHUIA, NPUNOXKEHWUI U NONb30BaTENbCKUX CKPUNTOB
Twun gaHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ExtensionInstallSources
MNpepnoututenbHoe HasBaHue pgasa Mac um Linux:
ExtensionlnstallSources
MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 21
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 21

Noppep:knBaemble GyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa
OnucaHue:
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MNossonser YKa3aTb, C KakKux URL morKHO YCTaHaB/IMBaTb pacClWnpeHna, NpuaoxKeHnAa N Temeol.

HaunHas c Google Chrome 21 npoueaypa YCTaHOBKM pacluMpPeHUiA, MPUAOKEHWUI U NONb30BaTENbCKUX
CKPUNTOB M3 UCTOYHWUKOB, OT/INYHbIX OT MHTepHeT-marasnHa Chrome, ctana 6onee cnoxKHoOM. PaHblue ans
ycTaHoBKM CRX-daitna focTaTOMHO 6bl10 HAaXKaTb Ha €ro CCbIIKY U MPONYCTUTb HECKO/IbKO
npeaynpexaeHuit Google Chrome. HaunHas c Google Chrome 21 Takume ¢aiisibl Hy»KHO 3arpyKaTb U
nepeTackMBaTb Ha CTPaHULY HacTpoek Google Chrome. 3To npaBuao No3BoaseT ykasaTb cnncok URL, ans
KOTOpPbIX byZeT pa3peLleHa nNpexkHas, bosee NpocTan npoueaypa yCTaHOBKMU.

B TakoM cnucke nepeymcantoTca WabnoHbl COOTBETCTBMSA A/1A PACUMpPeHUit (noapobHyo MHbopmaLmio
MOMHO HalTW Ha cTpaHuue http://code.google.com/chrome/extensions/match patterns.html).
Mporpammbl ¢ URL, KOTOpble COOTBETCTBYIOT 3TMM LWabaoHam, yCTaHaBMBAIOTCA MO YNPOLEHHOM CXeme.
[ns aToro B WwWabsoHe A0KHbI BbITb YKa3aHbl KaKk pacrnonoxeHue CRX-daitna, Tak M cTpaHuLa, ¢ KOTOpoH
BbINOJIHAETCA 3arpy3Ka (T. €. UCTOYHMUK CCbINKMK).

Cnucok ExtensionlnstallBlacklist umeeT npuopuTteT Hag 3TMM NpaBuaom. PaclumpeHme U3 YepHOro crnmcKka
HeNb3A YCTAaHOBUTb [aKe C CaiTa, aApec KOTOPOro ecTb B CNUCKe LWabioHOB.

Mpumep 3HaueHUn:

B Hayano

Windows:
Software\Policies\Google\Chrome\ExtensionInstallSources\1 = "https://corp.mycompany.com/*"
Android/Linux:
["https://corp.mycompany.com/*"]
Mac:
<array>
<string>https://corp.mycompany.com/*</string>
</array>

ExtensionAllowedTypes

PaspelueHHble TUMNbI NPUAOKEHWUIA U PacCLLMpPEHNIA
Tun paHHbIX:

List of strings

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\ExtensionAllowedTypes

MNpepgnoututenbHoe Ha3BaHue gas Mac um Linux:

ExtensionAllowedTypes

Noapepxusaerca B:

Google Chrome (Linux, Mac, Windows) HaunHas ¢ Bepcum 25
Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 25

NopaepkmBaembie GpyHKLUM

OnucaHue:

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Aa

KOHTpOAMPYET TUNbI paclUMpeHUii U NPUNOXKEHUI, KOTOPbIE Pa3peLLeHo yCTaHaBANBaTb.

B 3TOM CNMCKe nepeyncsieHbl paspeLleHHble TUMbl PaCUMPEeHU 1 NpunoxKeHni ana Google Chrome. OH
COCTOWUT U3 CTPOYEK, B KaXKA0M U3 KOTOPbIX SOKHO ObITb YKa3aHO 04HO M3 3HaYeHuit: extension, theme,
user_script, hosted_app, legacy packaged app, platform_app. B gokymeHTaumm K paciumpeHmam Google
Chrome cogep»atca noapobHble cBeaeHMA 06 3TUX TUNax.

Ob6paTnTe BHUMaHME: 3TO NPABMUIO TaKKe OTHOCUTCA K PACLUMPEHUAM U NPUNOKEHUAM ANA
NPUHYAWUTENbHOWM YCTAHOBKM, YKa3aHHbIM B cnincke ExtensionlinstallForcelist.
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Ecnv 3a4aTb 3Ty HAaCTPOMKY, paclUMPEHUA U NPUNOKEHMUA APYTUX TUMOB He ByAyT yCTaHOB/EHbI.

Ecau HaCTpOVIKa He 3a4aHa, K YCTaHaB/IMBAaEMbIM pacClUNPEHUAM N NPUNTOKEHUNAM HE 6y,CI,YT NMPUMEHATBLCA
HUKaKne orpaHn4eHunA.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\ExtensionAllowedTypes\1 = "hosted_app"
Android/Linux:
["hosted_app"]
Mac:
<array>
<string>hosted_app</string>
</array>
B Hayano

CpeactBo 06paboTku HTML B Google Chrome Frame no ymonyaHuio

Mo3BonseT BbibpaTb cpeacTBo 06paboTkn HTML, ecim yctaHoBaeH moaynb Google Chrome Frame. Mo ymonyaHuio
06paboTKy BbINONHAET OCHOBHOW Bpaysep. MNpn HeobxoAMMOCTN MOXKHO caenaTtb Google Chrome Frame cpeacteom
06paboTkn HTML-cTpaHu1L, N0 yMOAYaHMIO.

B Havano
ChromeFrameRendererSettings

CpeacTtBo 06paboTkn HTML B Google Chrome Frame no ymonyaHuto
Twun gaHHbIX:
Integer [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ChromeFrameRendererSettings
Moapep:kuBaerca B:

e Google Chrome Frame (Windows) HaunHas ¢ Bepcuu 8 ao sepcumn 32

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBNEHME Npasua: Het
OnucaHue:

Mo3BonAeT HacTpouTb cpeacTBo 06paboTkn HTML no ymonyaHuto npu yctaHoske Google Chrome Frame.
Ecnv 3TO NpaBMIO HE HACTPOEHO, NO YMONYaHMIO 06PabOoTKy BbINOHAET Hpaysep XOCTa, HO 3TO 3HAYEHUe
MOXHO nepeonpenenntb, U Toraa o6pabotky HTML-cTpaHuL, No ymoayaHuto BbinoaHAeT Google Chrome
Frame.

e 0=Wcnonb3oBaTb N0 yMONAYaHUIO OCHOBHOM Bpaysep
e 1 =Wcnonb3sosatb Google Chrome Frame no ymonyaHuto

Mpumep 3HayeHus:
0x00000001 (Windows)
B Hayano

RenderInChromeFramelist

Bcerga obpabaTbiBaTh cnegytowme wabnoHol URL B Google Chrome Frame
Twun gaHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RenderInChromeFrameList
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Moppepkusaerca B:
e Google Chrome Frame (Windows) HaunHasa ¢ Bepcum 8 ao sepcmmn 32
Noppep:kuBaemble GpyHKUMMU
OnHamunyeckoe obHoBNeHMe Npasua: Het
OnucaHue:

MN3meHnaeT cnucok wabnoHoB URL, KoTopble obpabaTtbiBaeT Google Chrome Frame.

Ecan 3TO NpaBuao He HAaCTPOEHO, A/1A BCEX CATOB UCMO/Ib3YETCA MeXxaHU3M 06paboTKM No YMOYaHUIO,
3agaHHbIN npaBuaom ChromeFrameRendererSettings.

Mpumepsbl WabnoHoB NpuseaeHbl 3aechk: http://www.chromium.org/developers/how-tos/chrome-frame-
getting-started.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\RenderInChromeFramelList\1 = "https://www.example.com"
Software\Policies\Google\Chrome\RenderInChromeFramelList\2 = "https://www.example.edu"
B Havasno

RenderinHostList

Bceraa obpabatbiBaTh cneagytowme wabnaoHbl URL B ocHoBHOM Bpay3epe
Tun gaHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RenderInHostList
Noapep:xkuBaeTca B:

e Google Chrome Frame (Windows) HaunHas ¢ Bepcun 8 1o Bepcun 32

Noppep:kmnBaemble GyHKLUMU
OnHamunuyeckoe obHoBAEHWE NpaBu: HeT
OnucaHue:

MN3meHAeT cnumcok wabnoHos URL, KoTopble A0MKHbI 06pabaTtbiBaTbCA OCHOBHbIM Bpay3epom.

Ecnu 3TO NpaBUAO HE HACTPOEHO, AN BCEX CATOB MCMOAb3YETCA MEeXaHUM3M 06paboTKM NO YMOYAHMIO,
3agaHHbI npasuaom ChromeFrameRendererSettings.

Mpumepbl WabaoHOB NpuBeaeHbl 3geck: http://www.chromium.org/developers/how-tos/chrome-frame-
getting-started.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\RenderInHostList\1 = "https://www.example.com"
Software\Policies\Google\Chrome\RenderInHostList\2 = "https://www.example.edu"
B Havano

AdditionalLaunchParameters

JononHuTtenbHble NapameTpbl KOMaHAHOM cTPOoKM ana Google Chrome
Twun gaHHbIX:

String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
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Software\Policies\Google\Chrome\AdditionalLaunchParameters
Moppeprkusaertca B:

e Google Chrome Frame (Windows) HaunHas ¢ Bepcuun 19 go sepcum 32

Noppep:knBaemble PyHKLUMU
OunHamunueckoe ob6HoBAEHWE NpaBu: HeT
OnucaHue:

Mo3BosAeT 3a4aTb AOMNOAHUTE/IbHbIE MapaMeTpbl, KOTOPble UCMOJIb3YIOTCA Npu 3anycke Google Chrome us
Google Chrome Frame.

Ecnn 3TO NpaBuao He 3a4aH0, AEUCTBYIOT HACTPOMKM KOMaHAHOM CTPOKM MO YMOJIYAHMUIO.

Mpumep 3HaYEHUA:
"--enable-media-stream --enable-media-source"
B Hayano

SkipMetadataCheck

OTmeHUTb NpoBepKy meTaTtera B Google Chrome Frame
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SkipMetadataCheck
NoapepxkmBaerca B:

e Google Chrome Frame (Windows) HaunHas c Bepcun 31 go Bepcum 32

NoppepkmBaemble GyHKLUMU

[dnHammnyeckoe obHoBNeHWe npasu: Het
OnucaHue:

Kak npaBwuno, ecnu ana ctpaHu, ¢ 3aronoskom X-UA-Compatible yctaHoBneHo 3HauyeHue "chrome=1", oHun

obpabatbiBatoTcs ¢ nomoubto Google Chrome Frame He3aBMcMMO OT NpaBuna

"ChromeFrameRendererSettings".

Ecnun napameTp BKIOYEH, MPOBEPKA METATErOB BbINOAHATLCA He byaeT.

Ecnun napameTp OTKAOYEH, MPOBEPKA MeTaTeros 6yAeT BbINOJHATLCA.

Ecnv 3HayeHMe npasBuaa He 3aZ,aHO, MPOBEPKA MeTaTeroB 6yAeT BbIMOHATLCS.
Mpumep 3HaueHus:

0x00000000 (Windows)
B Hayano

CTpaHMUbl NPU 3anycKe

Mo3BoNAET HAaCTPaMBaTb CTPAHMLLbI, 3arpykaemble npu 3anycke. CogeprkaHme cnmcka "URL, oTKpbiBaemble Npu 3anycke"
UrHopupyeTtca, ecau B pasgene "[elicteue npu 3anycke" napametp "OTKpbITb cnucok URL" He ycTaHoBEH.

B Hayano
RestoreOnStartup

[LelictBue npu 3anycke
Tun AaHHbIX:
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Integer [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\RestoreOnStartup

MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:

RestoreOnStartup

Moppeprkusaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 8
Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 11

MNopaepxuBaembie GpyHKLUM

OnucaHue:

PekomeHayetcs: [a, AnHammyeckoe obHoBneHWe npasun: Oa, Ansa Kaxagoro npodounsa: Aa

Mo3BonseT HacTpouTb NapameTpbl 3anycka Google Chrome.

Ecnn BbIbpaTh BapuaHT "OTKpbITb CTPaHULY bbicTporo goctyna”, byaeT 3arpy»KaTbCa COOTBETCTBYOLLLAA
CTpaHuua.

Ecnn BbIbpaTh BapuaHT "BocCcTaHOBUTL NpeablayLnit ceaHc", byayT 3arpy»KaTbCcs BKAAAKN U3 NOCAeOHEero
3aKpbIToro okHa Google Chrome. Mpu 3TOM HEKOTOPbIE HACTPOMKM, CBA3aHHble C ceaHcaMu (Hanpumep,
yaanawouwue aaHHble o paboTe B 6pay3sepe unum dannbl cookie npu 3asepuieHnn paboTbl) byayT
OTK/OYEHbI.

Ecnn BbIbpaTh BapuaHT "OTKPbITb OAHY UM HECKO/IbKO cTpaHuL', B Google Chrome 6yayT 3arpy»<aTbca
CTPaHMLbI, yKasaHHble B cnucke "URL, oTKpbiBatowmecs npu 3anycke".

Koraa QyHKLMA BKAOYEHA, MONb30BATE/IM HE MOTYT OTK/IIOYMTb MAKN HAacTpouTb ee B Google Chrome.

Koraa QyHKLMA OTKAIOYEHA, CYMTAETCS, YTO Bbl HE HACTPOWUM ee. MoNb30BaTeNlb MOXKET CAeNaTh 3TO
camocToaTenbHo B Google Chrome.

MpaBuno HegoCTYNHO Ha ycTpoicTeax Windows, He BxogAawmx B fomeH Active Directory.
e 5 =0OTKpbITb CTPaHULY BbICTPOro foCTyNa

e 1 =BoccTaHOBUTb NOCAEAHMI CEAHC
e 4 =OTKpbITb OA4HY UIN HECKONbKO CTPaHUL,

Mpumep 3HaueHus:

B Hayano

0x00000004 (Windows), 4 (Linux), 4 (Mac)

RestoreOnStartupURLs

URL, oTKpbiBatoLmeca npu 3anycke
Tun AaHHbIX:

List of strings

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\RestoreOnStartupURLs

MpepgnoututenbHoe Ha3BaHue ana Mac um Linux:

RestoreOnStartupURLs

Noapepxusaerca B:

Google Chrome (Linux, Mac, Windows) HauuHas ¢ Bepcumn 8
Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 11

NopaepxnBaembie GpyHKLUM
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OnucaHue:

PekomeHayetca: fla, AMHamunyeckoe obHoBneHuMe npasun: da, Ans Kaxaoro npodouna: [a

Ecnu B KayecTBe AeNCTBMSA NPUM 3aMycKe BbIbpaH BapmaHT "OTKPbITb O4HY MU HECKObKO CTpaHuL,", aTo
NpaBua0 NO3BOAAET yKa3aTb CNUCOK cooTBeTcTBytowmMX URL. ECnm Bbl HE HAacTpouTe ero, HUKaKuMe caiTbl
Npu 3anycKe OTKPbIBaTbCA He ByayT.

3T0 NpaBWIO AENCTBYET, TONIbKO ecnn ana RestoreOnStartup ycTaHOBAEHO 3HAYeHMe
RestoreOnStartuplsURLs.

Mpasuno HegocTynHoO Ha ycTpoiictBax Windows, He Bxoasawmx B gomeH Active Directory.

Mpumep 3HaueHua:

B Hayano

Windows:
Software\Policies\Google\Chrome\RestoreOnStartupURLs\1 = "https://example.com"
Software\Policies\Google\Chrome\RestoreOnStartupURLs\2 = "https://www.chromium.org'
Android/Linux:
["https://example.com", "https://www.chromium.org"]
Mac:
<array>
<string>https://example.com</string>
<string>https://www.chromium.org</string>
</array>

Tunbl copeprkaHua, Kotopble Google Chrome Frame moxkeTt o6pabarbiBaTtb

PaspewnTb Google Chrome Frame obpabatbiBaTb cieaytoLme TUMbl CoaeprkaHus.

B Hayano

ChromeFrameContentTypes

Tunbl cogepKaHua, Kotopble Google Chrome Frame moxkeT 06pabaTbiBaTbh
Tun paHHbIX:

List of strings

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\ChromeFrameContentTypes

MNoppepxuBaerca B:

Google Chrome Frame (Windows) HaunHas ¢ Bepcun 8 1o Bepcun 32

NoppepknBaemblie PyHKLUMU

OnucaHue:

[nHamnyeckoe obHoBeHMe Npasua: HeT

Paspewaet Google Chrome Frame ob6pabaTbiBaTb yKasaHHble TUMbl KOHTEHTa. Ec/M 3TO NpaBuao He
HaCTPOEHO, ANA BCEX CAaUTOB MCNO/Ib3YEeTCA MeXaHn3m 06paboTKM MO yMOIYaHWUIO, 3343aHHbIN NPABUIOM
ChromeFrameRendererSettings.

Mpumep 3HaueHuA:

B Hayano

Windows:
Software\Policies\Google\Chrome\ChromeFrameContentTypes\1 = "text/xm|"
Software\Policies\Google\Chrome\ChromeFrameContentTypes\2 = "application/xml"

YpaneHHaa npoBepkKa
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HacTpolika yaaneHHoro noATBEp:KAEHNA AaHHbIX C MOMOLLLbIO MEXaHU3Ma A0BEPEHHOrO NAaTGOPMEHHOTO MOAYNA.

B Hayano
AttestationEnabledForDevice
BK/toYaeT yaanieHHyo NPoBEpPKY YCTPOMCTBA
Tun gaHHbIX:
Boolean
Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcum 28

NoapepxuBaemble GpyHKUMU
OnHamuyeckoe obHoBNeHMe npasun: Aa

OnucaHue:
Ecnu ycTaHOBNEHO 3HaYeHUe "true", yaaneHHas npoBepKa ycTponcTea paspewleHa. MNpu atom ceptudmkaTt
6yL.eT aBTOMaTMYECKM CO34aH M 3arpy»KeH Ha cepsep ynpaBAeHUs YCTPONCTBaMU.
Ecnn yctaHoBneHo 3HavyeHue "false" nam 3HayeHne He ycTaHoBEHO, cepTUdUKAT He byaeT co3aaH, a
3anpocsl K AP| pacwmnpenunn enterprise.platformKeysPrivate 6yayT oTKNoHATbCA.

B Hayano

AttestationEnabledForUser

BKntoyaet yganeHHoe NnoaTBepKAeHUe AaHHbIX NOAb30BaTeeM
Twun gaHHbIX:

Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas c Bepcum 28

Noppep:knBaemblie PyHKLUMU
OunHamnuyeckoe obHoBneHWe npasua: Ja, [Ana Kaxaoro npoouna: Aa

OnucaHue:
3HayeHue "true" paspeluaet Ucnonb3oBaTb 0b6opyaoBaHMe ycTponcts Chrome ans yaaneHHoM NpoBepKu
JINYHbIX AaHHbIX NO/Ib30BaTeNA B LEeHTpe cepTudmrKaumm ¢ nomouwbto APl Enterprise Platform Keys
chrome.enterprise.platformKeysPrivate.challengeUserKey().
Ecnu 3apaHo 3HayeHue "false" nnm sHayeHue He 3aaaHO, NPon3oaeT oWwnbKa Bbi3oBa API, n byaet ykasaH
ee Kog.

B Hayano

AttestationExtensionWhitelist

Pa3pewwaeT pacwmnpeHmam ncnonb3osaTb APl yaaneHHOro noATBepKAEHNA AaHHbIX
Tun AaHHbIX:

List of strings
Moapep:knBaeTca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcum 28

Noppep:knBaemble GyHKLUMU
OnHammnyeckoe obHoBneHme npasun: Oa, Ans Kaxaoro npoduns: [a
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OnucaHue:

MpaBuno onpeaensaet, CMOryT An paclumpeHns ncnonbsosatb APl Enterprise Platform Keys
chrome.enterprise.platformKeysPrivate.challengeUserKey() gns yaaneHHoro noATBepKAEHUA SAHHbIX.
YT106bI paspelwmnTb ncnonb3oBaHue API, paclumpeHune Heobxoanmo [06aBUTb B CAIMCOK.

Ecnu paclumpeHms HeT B CNUCKE UK CMIMCOK He co3aaH, npounsoiaeT owmnbka Bbizosa API, u 6yaeT nokasaH
ee Koa.

B Hayano
AttestationForContentProtectionEnabled

BKAtoyaeT yaaneHHyto NpoBepKy 3aLlMTbl KOHTEHTA A/1A YCTPOMCTBA
Tun AaHHbIX:

Boolean
Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 31

NoppepknBaemble GyHKLUMU
OnHamunyeckoe obHoBNeHMe npasun: Ja
OnucaHue:

Ona nonyyeHus ceptnudurkata, NoATBEPKAAIOWENO paspeLlleHne BOCNpomM3BOANTb NPEMNYM-KOHTEHT Ha
ycrpoicteax ¢ Chrome OS, LleHTp cepTudmMKaLmm MOXKET NPOBOAUTL YAA/IEHHYIO MPOBEPKY
(noaTBeprkaeHue npasa gocTtyna). B pamkax nposepku B LleHTp cepTudumkaumnm Chrome OS oTnpasaseTcs
nHpopmauma o6 annapaTHOM YacTM YCTPOMCTBA, NO3BOIAIOLLLAA ONPeAe/IMTb ero YHMUKaJIbHbIM Koa,.

Ecnn 3apaHo 3HaveHue "false", yoaneHHas npoBepKa yCTponcTBa He byaeT BbIMOAHATLCA, a
BOCMNPOM3BEAEHME NPEMUYM-KOHTEHTA Ha YCTPOMCTBE MOKET He NOAAEPKUBATHCA.

Ecnv 3apaHo 3HayeHue "“true" nnu sHauyeHue He 3a4aHO, yaaneHHaA NpoBepKa MOXKET NCNO0/1Ib30BATbCA ANA
3aWnTbl coaepKaHUA.

B Havano
YnpasneHue nutaHmem

HacTpoiKa pexuma sHepronotpebnaeHuns B Google Chrome OS 3Tn npasuna onpegenstot pexkmm pabotol Google
Chrome OS, Korga nonb3oBaTelb HEAKTMBEH B TeYeHWe onpesesieHHOro BpeMeHMU.

B Hayasno
ScreenDimDelayAC (yctapeno)
3apeprKKa 3aTeMHEHUA 3KpaHa nNpu paboTe oT ceTn
Tun AaHHbIX:

Integer
Moapep:kuBaerca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcuun 26

Noppep:kmnBaemble GyHKLUMU

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxagoro npoouna: Het

OnucaHue:

YKasblBaeT, yepes Kakoe Bpema 6e34eicTBUA IKpaH 3aTemMHAeTcA nNpu paboTe oT ceTu.
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Ecnu 3Ha4YeHme npasuna 6onblue HYAA, OHO onpeaenseT Bpema be3aeinctema, Yepes Kotopoe Google
Chrome OS 3aTemMHAET 3KpaH.

Ecnu 3HayeHue paBHO Hyto, Google Chrome OS He 3aTEMHSET 3KpaH.
Ecnu 3HayYeHme He 334aHO0, UCMOJIb3YeTCA 3HAYEHME MO YMONYAHUIO.

3HavyeHue npasBuna cneayeT yKasbiBaTb B MUAANCEKYHAAX. OHO He I0/1KHO 6bITb 60blIe BpeMeHU
3aePKKM OTK/IOUEHUA 3KpaHa (ec/M OHO 3a/1aH0) M Nepexoa B CRALLNK PEXKUM.

B Hayano
ScreenOffDelayAC (ycrapeno)
3azeprKKa OTKIIOYEHMS 3KpaHa Npu paboTe oT cetu
Tun AaHHbIX:

Integer
NoppepxknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 26

NoppepknBaemble GyHKLUMU

OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het
OnucaHue:

YKa3sbiBaer, yepes KaKkoe BpemA 6E3AEV1CTBMH 3KpPaH BbIK/TIIOYAETCA Npwn pa60Te OT CeTun.

Ecnu 3HayeHMe npasuna 6osblue HyNA, OHO onpeaensaeT Bpema be3gencTemns, Yepes Kotopoe Google
Chrome OS OTKNHOUYUT 3KpPaH.

Ecnu 3HayeHme paBHO HyAto, Google Chrome OS He OTK/OYAET 3KPaH NP Nepexoae B CRALLUN PerKUM.
Ecnu 3HayYeHme He 334aHO0, UCMOJIb3YeTCA 3HAYEHME MO YMOYAHMIO.

3HayeHune npasunaa cneayetT ykasbliBaTb B MUIJIMCEKYHAOAX. OHO He JO/MKHO 6bITb 60oNbLIE BpeEMEHMU
3a4epPXKKU nepexoaa B CI'IFIU.I,MVI pexum.

B Hayasno
ScreenLockDelayAC (yctapeno)
3azeprKKa 610KMPOBKKM 3KpaHa Npu paboTe oT cetu
Tun paHHbIX:

Integer
Moapep:knBaeTca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcuu 26

Noapep:kmBaemblie pyHKUUU

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana kKaxaoro npoduna: Het
OnucaHue:

YKasblBaeT, yepes Kakoe BpemMs besaeinctauns 610KMpYyeTcs 3KpaH npu paboTe oT ceTu.

Ecnv 3HayeHWe npasuna bonblue HyAsA, OHO 0603HavaeT Bpems besaeincTaus, nocse kotoporo Google
Chrome OS 3a6/10KMpyeT aKpaH.
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Ecnv 3HavyeHmne paBHO Hyto, Google Chrome OS He 610KMpyeT 3KpaH.
Ecnv 3HaYeHMe He 3a4aH0, NPUMEHSAETCA 3HaYEHUE N0 YMOYAHUIO.

BNIOKMPOBKY 3KpaHa B c/iyyae 6e34eMCTBUA PEKOMEHAYETCA YCTAHOBUTb C/leaytowMm 06pa3om: BKNHOUNTD
dYHKLMIO BNOKMPOBKM 3KpaHa NpuY Nepexose B CALMIA PEXUM 1 HacTpouTb B Google Chrome OS nepexog
B 3TOT PEKMM MO NPOLIEeCTBUMN 3a4aHHOTo Neproaa 6e3geicTema. ITo NPaBUIO CaeayeT MPUMEHATb TObKO
B TEX C/yYasX, Koraa 6/10KMPOBKa 3KpaHa A0/1XKHA MPOUCXOAMUTb 3HAUMTEIbHO PaHblUe Nepexoaa B CraLmi
PEXUM WSIN €C/IN 3TOT PeXKMM He TpebyeTca.

3HauyeHue npaBuna cneayeT yKasblBaTb B MUAAMCEKYHAAX. OHO A0/IKHO ObITb MEHbLLE BPEMEHU 3a4EPKKU
nepexoaa B PEXUM OXUAAHMUA.

B Hayano
IdleWarningDelayAC (ycrapeno)
3apeprkKa npegynperkaeHns o NepPexose B PEXUM OXKUAAHMA Npu paboTe oT ceTn
Twun gaHHbIX:
Integer
NoapepknBaeTca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 27

NoppepknBaemble GyHKLUU
OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het

OnucaHue:
OnpegenseT Bpema be3genctama npu paboTte OT CETU, NOC/Ie KOTOPOrO NOABASETCS AMATIOIOBOE OKHO C
npeaynpexaeHuem.
Ecnu npasuio 3aaHo, OHO onpeaenseT NPOAO/IKUTENbHOCTb BpeMeHM 6e34eNCTBUA Nepes TeM, KaK
Google Chrome OS nokKa*KeT ANanoroBoe OKHO NpeaynpexaeHna o nepexone B pexum "HeT Ha mecTe".
Ecnun npasuio He 3a4aHo, AMANOroBoe OHO NpeaynpexXaeHus He byaeT oTobparkaTbea.
3HayeHMe NpaBuia 334aeTCA B MUJIMCEKYHAAX U HE AO/IKHO NPEBbILLATh BPEMS 334ePKKN Nepexosa B
PEXUM OXKUAaHUA.

B Hayano

IdleDelayAC (ycrapeno)

3azieprKKa nepexoja B CALWLMA pexum npu paboTte oT ceTu
Twun gaHHbIX:

Integer
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcuun 26
NoppepknBaemblie PyHKLUMU
OuHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: Het

OnucaHue:

OnpegaenserT, Yepes Kakoe Bpemsn 6e3aeincTema 610KMpyeTca sKpaH npu paboTe oT ceTu.
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B Hayano

Ecnv 3HavYeHMe npasuia 3a4aHo, OHO onpeaenseT Bpems 6e3aeincTemsa, Yepes Kotopoe Google Chrome OS
BbINO/IHAET 3a4aHHOe AelcTBMe. ITO AEWUCTBME HAcTpamuBaeTCA OTAENbHO.

Ecnv 3HayeHuMe He 3a4aHO, MCNoNb3yeTcA 3Ha4YeEHNE NO YMOJTHAHULO.

3HayeHune npasuna CeayeT ykasbliBaTb B MUIJIMCEKYHAOAX.

ScreenDimDelayBattery (yctapeno)

3azeprKKa 3aTeMHEHKs 3KpaHa npu paboTe oT baTapeun
Tun AaHHbIX:

Integer

MoaAaeprknBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHan ¢ Bepcumn 26

NoppepkmBaemble GyHKLUU

OnucaHue:

B Hayano

OnHammnyeckoe obHoBeHMe npasun: Oa, Ans Kaxaoro npoduns: Het

YKa3bIBaeT, yepes Kakoe Bpemsa 6e3aencTBmA aKpaH 3aTeMHsieTcs npu paboTe oT 6atapen.

Ecnu 3HayeHMe npasuna 6osblue HyNA, OHO onpeaensaeT Bpema be3gencTemns, Yepes Kotopoe Google
Chrome OS aKkTMBMpPYET 3aTEMHEHME IKPaHa.

Ecnu 3HauyeHue paBHO Hyto, Google Chrome OS He 3aTEMHSET 3KpaH.
Ecnu 3HayYeHme He 334aHO0, UCMOJIb3YeTCA 3HAYEHME MO YMOIYAHMIO.

3HayeHue NpaBuna cneayeT yKasblBaTb B MUAMCEKYHAAX. OHO He A0/IKHO 6bITb 60/bLe BpeMEHM
3aePXKKM OTKIIOYEHUSA 3KpaHa (ec/iM OHO 3a4aH0) M Nepexoaa B CMAWMNN PEXUM.

ScreenOffDelayBattery (yctapeno)

3azeprKKa OTKIOYEHUs 3KpaHa Npu paboTe oT 6baTapeun
Tun paHHbIX:

Integer

Moppeprkusaerca B:

Google Chrome OS (Google Chrome OS) HaunHan c Bepcum 26

MNopaepxuBaemblie GpyHKUUM

OnucaHue:

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoduna: Het

YKasblBaeT, yepes Kakoe Bpema 6e3aeincTeuna akpaH oTKAo4YaeTcA Nnpu paboTe ot 6atapen.

Ecnu 3HayeHune npasuna 6onblue HynA, OHO onpeaenseT Bpema b6e3nencTemnsa, Yepes Kotopoe Google
Chrome OS oTKNHOYaET 3KpaH.

Ecnu 3HayYeHue paBHO HyAt, Google Chrome OS He OTK/OYaEeT 3KpaH.

Ecnu 3HayeHme He 3a4aHO, UCNOIb3YETCA 3HaYeHMe N0 YMOAYAHMUIO.
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3HavyeHMe npasBuaa caedyeT yKasblBaTb B MUAAUCEKYHAAX. OHO He A0/KHO 6biTb 60blUe BpemMeHM
3a[epKKM Nepexona B CNALLMIN PEKMUM.

B Hayano
ScreenLockDelayBattery (yctapeno)
3aseprKKa 6J10KMPOBKKM 3KpaHa Npu paboTe oT HaTapeu
Tun gaHHbIX:
Integer
MoapeprkuBaerca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcuu 26

Noppep:knBaemble PyHKLUMU
OuHamunueckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: Het

OnucaHue:
YKasblBaeT, yepes Kakoe Bpemsa be3aeiicTeuma 610KMpyeTCa aKpaH npu paboTte oT 6aTapew.
Ecnn 3HayeHne 6onblue HynsA, OHO onpeaensieT Bpems besaencraus, yepes Kotopoe Google Chrome OS
3a6710KMpPYET 3KpaH.
Ecnu 3HayYeHue paBHO Hyto, Google Chrome OS He 610KMpPYET 3KpaH.
Ecnuv 3HaYeHue He 3a4aHO, UCMOJIb3YETCA 3HAYEHME MO YMOJIYaHUIO.
BNOKMPOBKY 3KpaHa B cnyyae 6e3aeincTBUSA peKoMeHAYyeTcA YCTaHOBUTb c/ieayowmMm 06pasom: BKAOUYUTb
dYHKUMIO 6/IOKMPOBKKM 3KpaHa Npu Nepexoe B CAALLMN pexrMm 1 HacTpouTb B Google Chrome OS nepexog,
B 3TOT PEXKMM MO NPOLIECTBMM 3a4aHHOro Nepuoaa 6esaencTesma. ITo NPaBuNo cneayeT NPUMEHATb TO/IbKO
B TeX C/lyyanx, Koraa 610KMpPoBKa 3KpaHa A0MKHA NPOUCXOANTb 3HAUMTENBHO PaHbLLE Nepexoaa B CRALLNA
PEXUM UM €CNTN STOT PEKUM He TpebyeTcs.
3HayeHue NpaBuaa cnenyet yKasbiBaTb B MUAIUCEKYHAAX. OHO A0NKHO BbITb MEHbLLE BPEMEHMU 3aEPKKU
nepexoa B PEXUM OXUAAHMUA.

B Hayasno

IdleWarningDelayBattery (ycrapeno)

3azeprKKa NpeaynperaeHns o nepexode B PeXMM 0XKuagaHua npu pabote ot 6aTapen
Twun gaHHbIX:

Integer
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcumn 27
NoppepknBaemblie PyHKLUMU
OuHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: Het

OnucaHue:

OnpegenseT Bpems 6e3aelicTumsA nNpu paboTe oT 6aTapeu, Noc/ie KOTOPOro NoABAAETCSA ANAZIOFOBOE OKHO C
npegynpexaeHnem.

Ecnv aTo NpaBMAo 3a4aHo, OHO onpeaensaeT NPOAO/IKUTENbHOCTb BpemeHu 6e34eiCTBMA Nepes Tem, Kak
Google Chrome OS nokKakeT AnanoroBoe OKHO NpeaynpexXaeHusa 0 nepexoae B pexxum "HeT Ha mecTe".
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B Havano

Ecnn oHO He 3a4aHO, ANANOroBoe OKHO He OTO6pa)-KaETCFI.

3HayeHune npaBuaa 3a4a€TCA B MUNJIMCEKYHOAX N HE A0/1XKHO NPEBbLbILWATb BPpEMA 3a4EPXHKKU Nepexona B
PEXUM OXKNOaHUA.

IdleDelayBattery (ycTapeno)

3aseprKKa nepexosa B CAALLMIA pexum npu paboTte oT HaTapeu
Tun gaHHbIX:

Integer

Moppeprkusaerca B:

Google Chrome OS (Google Chrome OS) HaunHan c Bepcum 26

NopaepxuBaembie GpyHKLUM

OnucaHue:

B Hayasno

OunHamuueckoe obHosneHMe npasun: Aa, Ans Kaxkaoro npodpuna: Het

YKa3bIBaeT, yepes Kakoe Bpemsa 6e3aencTBmMa BKAKYAETCA CNsAWMA Ppexknum npu paboTe ot batapew.

Ecnn 3HayeHne npaBu/ia 3a[aHO, OHO onpeaenseT spems besaencreusa, yepes kKotopoe Google Chrome OS
BbINOJIHWT 3aZlaHHOE AeicTBMe. ITO AeCTBUE HACTPaAUBAETCA OTAENbHO.

Ecnu 3HauyeHune npaBuna He 3a4aHO, UCNOJIb3yeTCA 3Ha4YeHMe NO YMOAYAHUIO.

3HayeHune npaBuna cneayetT ykasbiBaTb B MUIJIMCEKYHAOAX.

IdleAction (ycTapeno)

[elicTBMne No NPOLLECTBMUN BPEMEHM 334ePHKKN Nepexona B CNALWMNA PeRNUM
Twun gaHHbIX:

Integer

Noapepxusaerca B:

Google Chrome OS (Google Chrome OS) HaunHan c Bepcuu 26

NoppepkmBaemblie PyHKLUMU

OnucaHue:

OunHamnuyeckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoouna: Het

[JelictBue, KOTOpoe HeO0bX04MMO BbIMOSHUTb, KOTAa NPEBbLILLEHO 3a4aHHOE BpeMs be3aencTaus.
[aHHas NnoAnTUKa ycTapena n byaeT yaaneHa B 04HOW U3 CAeayHoLmMX BEPCUI.

3Ta NOAMTUKA ABAAETCA Pe3epBHOM NO OTHOLLEHMIO K 6osiee NoApobHbIM NonnTMKam ldleActionAC n
IdleActionBattery. OHa ncnonb3yeTcs, eciv 3T1 6onee NoApo6HbIe NOAUTUKM He 3a4aHbl.

Ecnav gaHHaa noAnTMKa He 3a4aHa, bonee I'lO,EI,pO6HbIe NONINTUKU ,CI,EIZCTBYI-OT KaK 0b6bl4YHO.

e 0 =Cnawmin pexxmm

e 1 =BbIXxoa U3 CUCTEMDI
e 2 =3aBepwwuTb paboTy
e 3 =Hwuyero He genatb
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B Hayano
IdleActionAC (ycTapeno)

JencTeune B cnyyae npesbilieHUA BpeMeHu besgeincTeuns npu pabote oT ceTy.
Tun AaHHbIX:

Integer
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 30

Moaaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBneHWe npasua: Ja, [Ana Kaxgoro npoouna: Het
OnucaHue:

[OelicTBue, KOTopoe HeobX0ANMMO BbINOMHUTL, KOTrAa AOCTUTHYTO MaKcMMaibHOe Bpems 6e3aeincTama npu
paboTe oT ceTu.

Ecan nonuTuKa 3a4aHa, B Helt yKasbiBaeTca, Kakoe Aeilcteume BbinoaHseT Google Chrome OS, ecnu
no/ib30BaTe/lb He NpeAnpPUHUMAET HUKAKUX AeNCTBUIA B TedeHe onpeaeneHHoro BpemeHun (oHo
HacTpaMBaeTcs OTAe/NbHO).

Ecnn nonnTtuKa He 3agaHa, BbINoOAHAETCA p,eﬁcmme Nno YMOTYaHUIO — Nepexos B peXXmM OXXngaHuAa.

B aTOM cnyyae oTaenbHbI NapameTp onpegenset, byget v Google Chrome OS 6/10KnMpoBaTh 3KpaH nepes,
NepexooM B PEXUM OXKUAAHUS.

e 0 =Cnawmin pexxmm

e 1 =BbIxoa N3 cuctemsol
e 2 =3aBepwutb paboty
e 3 =Hwuyero He genatb

B Hayasno
IdleActionBattery (ycTapeno)
Jencreune B cnyyae npesbilieHUA BpeMeHu be3geincteunsa npu paboTte OT akKymynaTopa.
Tun paHHbIX:

Integer
MNopapepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 30

Noppep:kmBaemble GpyHKLMMU

OuHamunyeckoe obHoBneHWe npasua: Ja, Ana kKaxagoro npoduna: Het

OnucaHue:

[elicTBre, KOTopoe Heo6X04MMO BbINOAHUTb, KOrAa AOCTUIHYTO MaKCMMasbHOe Bpema 6e34eicTBma npu
paboTe OT akKymynaTopa.

Ecnun nonutuKa 3agaHa, B Hel yKasblBaeTca, Kakoe aencteue BbinoaHseT Google Chrome OS, ecaun
no/ib30BaTe/b He NpeAnpPUHUMAET HUKAKUX AeNCTBUIA B TeYeHMe onpeaeieHHOro BpemeHu (OHO

HaCTpanBaeTCA omeano).

Ecnv noanTtuka He 3a4aHa, BbINOAHAETCA ,u,eﬁcname NoO YMOJ/THaHUIO — Nepexos B peXXM OXNLOaHUA.
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B aToM cnyyae oTaenbHbl NapameTp onpegenseT, byaet v Google Chrome OS 610KnpoBaTh 3KpaH nepea,
Nnepexoaom B PEXUM OXUOAHUA.

e 0 =Cnawmmn pexxmm

e 1 =BbIXxoa U3 CUCTEMDI
e 2 =3aBepwwuTb paboTy
e 3 =Hwuyero He aenatb

B Havasno
LidCloseAction
Jencrene nocne 3aKkpbITMA KPbILWKK
Tun gaHHbIX:

Integer
Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcuu 26

Noapep:kmBaembie pyHKLUU

OnHamunyeckoe obHosneHMe npasun: Aa, Ana Kaxkaoro npoduna: Het
OnucaHue:

OnpegenseT AencTBUE, KOTOPOE AO/IKHO NPOU30MTM MOC/E 3aKPbITUA KPbILWKKN YCTPOWUCTBA.

Ecnn 3HayeHne npaBuia 3a4aHo, OHO onpegenseT gencteme Google Chrome OS nocne Toro, Kak
No/Ib30BaTeNb 3aKPOET KPbILLIKY YCTPOMCTBA.

Ecnv 3HavYeHMe He 3a4aHO, BbIMOHAETCA AeMCTBME MO YMOAYAHUIO, T.€. NePexoa, B CrALLMIA PeXnm.

Ecnu B KayecTBe AENCTBUA YCTAHOB/IEH NEPEXO, B CMALWMI PEXUM, MOXKHO OTAENbHO YKa3aTb Ana Google
Chrome OS, cneayet N1 610KMPOBaTb 3KPaH.

e 0=Cnawui pexxmm

e 1 =Bbixoa n3 cucremol
e 2 =3aBeplwuTb paboTy
e 3 =Hwuuero He genatb

B Hayano
PowerManagementUsesAudioActivity
OnpepenseT, BAMAET I BOCNPOM3BEAEHNE ayANO HA PEXMM SHepronoTpebnaeHuns
Twun gaHHbIX:

Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 26

Noapep:kmBaemblie pyHKUUMU

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxaoro npoouna: Het
OnucaHue:

Onpep,enﬂeT, BANAET 1 BOCNnpounsseaeHme ayano Ha pexxmm 3HepI'OI'IOTp66I'IeHMﬂ.

Ecnav ana paHHoro npasuia yCTaHOB/EHO 3Ha4YeHUe "true" nnu sHayeHue He YCTAaHOBNEHO,
Bocnpoun3sengeHne aygmno He CHUTaeTcAa 6e3AEﬁCTBMeM. CooTBETCTBEHHO, M KOMMNbHOTEP HE nepel‘/i,u,eT B
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CNAWMIN PEKMM Yepes YCTaHOBAEHHbIA MHTEPBAN BpeMeHU. TeM He MeHee, BOCMpou3BeaeHne ayamo He
NOB/IMAET Ha 3aTeMHEHWe, OTKNtoUEHME M BNIOKMPOBKY 3KpaHa.

Ecnu ycraHoBneHo 3HayeHue "false", BocnpounssegeHume ayamno TakKe cumTaerca 6esgeincramem.
B Havasno
PowerManagementUsesVideoActivity
OnpeaensneTt, BAMAET 1M BOCNPOM3BEAEHNE BUAEO Ha PEXUM HepronoTpebdbaeHms
Tun gaHHbIX:
Boolean
Moppeprkusaerca B:
e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcuu 26
Noppep:kuBaemble GpyHKUMU
OnHamuyeckoe obHosneHMe npasun: [a, Ana Kaxkaoro npoduna: Het
OnucaHue:
OnpepenseT, BAMAET I BOCMPOM3BEAEeHNE BULEO Ha PEXKUM SHepronoTpebieHus.
Ecnv ona AaHHOro NpasBuAa yCTaHOBAEHO 3HAYeHMe "true" nam 3HayeHne He YCTaHOB/EHO,
BOCMNpOM3BeAEeHME BUAEO He cumTaeTca besgencteuem. COOTBETCTBEHHO, HE MPUMEHAETCA 3a4ePXKKa
nepexoaa B KAYLWMIA PEXUM, 3aTEMHEHMUSA, OTKIIOYEHUA U BIOKUPOBKM 3KPaHa U He BbIMOHAOTCA
CBA3aHHbIE C HUMW AENCTBUA.
Ecnn yctaHoBneHo 3HavyeHue "false", BocnpounsseaeHne Buaeo byaeT cunmtaTbesa besaencrasmem.

MpumeyvaHue ana ycTpoicTB Ha nnatpopme Google Chrome OS, nopaeprkuBatowmx npunoxKeHua Android.

Buaeo, KoTopoe BOCMPOU3BOANTCA B NpunokeHnax Android, He yunTbiBaeTca, gaxke ecam Ans npasuna
3aaHo 3HavyeHue True.

B Hayano
PresentationldleDelayScale (yctapeno)
KoadppuumeHT yBenmueHuns 3afepku nepexosa B XAYLLNA PEXMUM B peXnUmMe npeseHTaumumn (bonblue He
noaaep’KnBaeTcs)
Twun gaHHbIX:

Integer
NoapepknBaeTca B:

e Google Chrome OS (Google Chrome OS) HauMHas ¢ Bepcun 26 1o Bepcun 28

Noapep:xkmBaembie pyHKUUMU

OunHamnueckoe obHoBneHWe npasua: Ja, Ana Kaxgoro npoduna: Het

OnucaHue:

370 npaBuo He noaaepxuBaetcsa B Google Chrome OS Bepcum 29 1 6yaeT UCKAOUYEHO 13 bonee No3aHUX
Bepcuit. Bmecto Hero ncnonbsyiite npasuno PresentationScreenDimDelayScale.

B Hayano

PresentationScreenDimDelayScale
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KoadpdurumneHT yBenmyeHna 3aeprKKM 3aTeEMHEHMA dKPaHa B peXnume npeseHTauum
Tun AQHHbIX:

Integer
Moppeprkusaertca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
Noapep:kmBaembie pyHKLUMU
OunHamunueckoe obHoBeHWe npasua: Ja, Ana Kaxagoro npoduna: Het
OnucaHue:
KoadPpnumneHT yBenmyeHns safepKkn 3aTeMHEHNA 3KPaHa YCTPOMCTBA B PEXKMME NPE3eHTaLUMN.
Ecnum 31O NpaBMAO HACTPOEHO, OHO 0603HAYAET, HA CKOJIbKO MPOLEHTOB U3MEHSAETCA BPEMA 334EPKKM
3aTeMHEHMUA 3KpaHa B peXnme npeseHTaumu. Mpm sTOM COOTBETCTBYHOLLMM 06pa3om M3MeHAETCA
3a4epKKa OTKAOYEHMA, BIOKMPOBKU 3KpPaHa N NEPEXOSa B PEXUM OXKULAHUS.

Ecnu 3HaYeHMe He ycTaHOBNEHO, ByAeT NPUMEHATLCA KO3OOUULMNEHT MO YMOIYAHMIO.

3HavyeHue KoadpduumeHTa JONKHO cOCTaBNATb He meHee 100%. 3aaeprKKa 3aTeMHEHUA B pexume
npe3eHTaumm A0MKHa ObITb 60/1blUe aHANOMMYHOIO 3HAYEHUA ANA CTAHAAPTHOIO peXxuma.

B Havasno
AllowScreenWakeLocks
Mcnonb3oBaHne 610KMPOBKYM CHa
Tun gaHHbIX:

Boolean
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 28

Noapep:kmBaemblie pyHKLUU
OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxagoro npoduna: Het

OnucaHue:
OnpegpenseT, pa3peLleHo M 610KMPOBaATb OTKAOUEHUE SKpaHa. PaclumMpeHus moryT 3anpawwmeaTb
6/10KMPOBKY Nepexoaa sKpaHa B CNALLMIA perkum Yyepes APl paclumpeHna ynpasaeHua NUTaHUEM.
Ecnv ana npasmna 3a4aHo 3HaYeHue "true" nam sHavyeHMe He 3a4aHO, pacluMpeHne ynpasaeHma NMTaHnem
CMOXeT B6/10KMPOBaTb OTK/OUYEHME 3KPaHa.
Ecnu 3agaHo 3HauveHue "false", 3anpocbl Ha 6/10KMPOBKY OTKAOUYEHWUA IKpaHa ByayT UTHOPMPOBATbCA.

B Hayano

UserActivityScreenDimDelayScale

KoadppuumeHT ysenmueHuns safepKku 3aTeMHEHNA 3KpaHa, eCn NOC/Ie 3aTeMHEHUsA N0J1b30BaTe b BbINOHAET
[EeNCTBUA Ha yCTpoMncTee
Tun AaHHbIX:
Integer
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 29
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Moapaep:knsaembie GyHKLUN
OnHammnyeckoe obHoBneHme npasun: Oa, Ans Kaxaoro npoduns: Het
OnucaHue:

K03¢¢MLI,VIEHT yBEe/IMYEHUNA 3a40EPHKKN 3aTEMHEHNA 3KPaAHA, €C/IN NOJ/1Ib30BATE/1b BbINMOJ/IHAET AEVICTBMF! Ha
yCTpOVICTBe nocne 3aTeMHeHNA NN BCKOpeE Nnocsie OTKNKOYEHUA 3KPaHa.

Ecnuv aTO NpaBMAO HACTPOEHO, OHO 0603HAYAET, HAa CKOJIbKO MPOLLEHTOB M3MEHAETCA BPEMS 3a4EPHKN
3aTeMHEHMA 3KpaHa, ec/M Nosib30BaTeNb BbINONHAET AEUCTBMA Ha YCTPOMUCTBE NOC/1e 3aTEMHEHUS UK
BCKOPE NOC/E OTK/OYEHUS 3KpaHa. [pM 3TOM COOTBETCTBYHOLLMM 00pa3oM M3MEHAETCA 3a4epKKa
OTK/IOYEHMA, BIOKMPOBKU 3KPaHa U Nepexona B PEXUM OXKUOAHUS.
Ecnu 3HayYeHMe He ycTaHOBNEHO, ByAeT NPUMEHATLCA KO3IDDULMEHT NO YMONYAHUIO.
3HauyeHue KoadduumMeHTa A0MKHO COCTaBNATb He meHee 100%.
B Hayano
WaitForlnitialUserActivity
MaoaTb gencrTenin nonb3osartens
Twun gaHHbIX:
Boolean
Noppep:xknBaerca B:
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 32
NoppepkmBaemble GyHKLUU
OnHammnyeckoe obHoBieHMe npasun: Oa, Ans Kaxaoro npoduns: Het

OnucaHue:

OI'IpeAEJ'IFIET, cneayeT M Ha4YnMHaATb OTCHET BPpEMEHU ONA NAPAMETPOB 3/IEKTPONUTAHNA N PETUCTPUPOBATb
Ha4a/z10 CeaHCa NnLb Nocne Toro, Kak cCucrema 3a¢MKcmpyeT nepsoe ,a,eﬁcname NnoNb30BaTENA.

Ecnu Bbi6paHo 3Ha4YeHne TRUE, Bpemn 6e34eicTBMA ANA TaKMX HACTPOEK 3/1EKTPONUTAHUA, KaK
OTKAIOYEeHME AMCNNEeN U NePEBOL YCTPOWCTBA B CNALWMIA PEXUM, U IMMUT NPOAONKUTENBHOCTM CeaHca

HAYHYT OTCYUTbIBATbLCA NOC/NE NEPBOro Ael‘aCTBMﬂ B cucreme.

Ecnu BbibpaHo 3HayeHune FALSE, Bpema gnsa napamMeTpoB 3/1EKTPONUTaHMA N A/INTENbHOCTb CEAHCa HAYHYT
OTCUYUTBIBATLCA Cpasy MoOC/e Havyana ceaHca.

B Hayano
PowerManagementldleSettings
MapameTpbl 3NEKTPONUTAHMA B PEXMME HEAKTUBHOCTMU
Tun gaHHbIX:

Dictionary
NoppepxnBaerca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 35

NoppepkmBaemble PyHKLUMU

OunHamnuyeckoe obHoBeHWe npasua: Ja, Ana Kaxgoro npoduna: Het

OnucaHue:

YnpasneHue sfIeKTPONUTaHMEM B PeXMme HeaKTUBHOCTMU.
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3TO NPaBWUIO PerymMpyeT CPpasy HECKO/IbKO NapaMeTpoB 3N1EKTPOMMUTAHMA.

Ecnv nonb3oBaTenb HEKOTOPOE BPEMS He BbIMOHAET AEUCTBUIN Ha YCTPOMUCTBE, MOXKET ObITb
aBTOMaTMYECKMN MPOU3BEAEHO YeTbipe onepaunn: * ApKoCcTb aKpaHa YyMeHbLIAETCs NOC/E TOro, Kak
No/ib30BaTe/Ib OCTaeTCA HEAKTUBEH B TeYeHMe NPOMEXKYTKa, 3a4aHHoro npasuaom |ScreenDim|. * SKpaH
OTK/II0YAETCS NOC/E TOro, Kak M0/Ib30BaTe /b OCTAETCA HEAKTUBEH B TEYEHNE NPOMENKYTKA, 3a4aHHOTO
npasuaom |ScreenOff|. * Mocne Toro Kak Nonb30BaTe/Ib OCTAETCA HEAKTUBEH B TEYEHUE NPOMENKYTKA,
3afaHHoro npasuaom |ldleWarning|, nosBaseTca OKHO ¢ NpeaynpexaeHnem o Tom, 4To byaer
npeanpuHATO onpeaeneHHoe aeicrteune. * BoinonHAeTcs aelicTeune, 3agaHHoe npasunom |ldleAction]|,
noc/ie TOro Kak Nosib30BaTe/lb OCTAeTCS HEAKTMBEH B TEYEHME NPOMEKYTKA, 3agaHHoro npasuaom |ldle].

[NA Kaxaoro U3 aTUX AeNCTBUI 3a4aeTca Nepuoa, B MUAANCEKYHAAX. ECnv 3HavyeHne paBHO Hyato, Google
Chrome OS He BbINONHAET COOTBETCTBYIOLLEE AeCTBUE.

Ecnun nepunog He 3a4aH, B KaXXA0M M3 YeTbipex C/ly4aeB UCMNO/b3yeTcsa 3HaYeHne No YMOoNYaHMIO.
Mepuopa ansa npasuna |ScreenDim| He moxeT 6bITb 60/bllIE 3HAaYEHMA, 334aHHOMO ANA NPaBuNa

| ScreenOff|. Nepuopa ansa npasun |ScreenOff| u |IdleWarning| He moxeT 6bITb 6onble 3HaYEHUS,
3afaHHoro ana npasuna |ldle].

Mpasunom |ldleAction| 3apaeTcs o4HO M3 YeTblipex BO3SMOXHbIX AencTBuit: * |Suspend| — nepeitn B
cnawmii pexkum; * |Logout| — BbIATK U3 cucTembl; * |Shutdown | — BbIKAKOYNUTL YCTPOMNCTBO;

* | DoNothing| — HM4ero He aenatb.

Ecnu 3HauyeHne ana npasuna |ldleAction| He BbIBpaHO, MO YMOAYAHUIO aKTUBUPYETCA CNALLUIA PEXUM.

TaKKe MOXKHO OTAe/IbHO HaCTPOUTb NapaMeTpbl 3/1EKTPONUTaHUA Npu paboTe yCTPOMCTBa OT CETU U
6aTtapewu.

B Hayvasno
ScreenLockDelays
Mepuros HeaKTUBHOCTU A1A BNOKMPOBKM 3KpaHa
Tun paHHbIX:

Dictionary
Moppepkusaerca B:

e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 35

Noapep:kmuBaemblie pyHKLUU

OuHamunuyeckoe obHoBneHWe npasua: Ja, Ana Kaxagoro npoduna: Het

OnucaHue:

MpoA0MKUTENBHOCTb NEPMOLA HEAKTUBHOCTM, MOC/E KOTOPOTO 3KpaH 6aoKkupyetca npu paborte oT ceTu
nnu 6atapem.

Ecnv 3agaHo 3HauyeHue 6onblue Hynsa, Google Chrome OS 3a6/10KMpyeT 3KpaH Noc/e YKa3aHHOro
NPOMEXKYTKa BPEMEHM C MOMEHTA NOC/NeHEro AeNCTBUA NOAb30BaTe N .

Ecnv 3agaHo 3HayeHue, paBHoe Hyto, Google Chrome OS He 610KMpyeT 3KpaH NPU HEaKTUBHOCTM
nonb3oBaTens.

Ecnu 3HayeHue He 3a4aHO, UCNOMIb3YeTCA NPOAO/IKUTENBHOCTb MO YMOJITHAHMUIO.

JaHHoe npasuao cnenyet NnPpUMeHATb, TOJIbKO €C/1M SKPaH HYXHO 6I'IOKVIpOBaTb 3340110 A0 TOro, Kak
BK/TIIOYaAETCA CI'IFH.LI,VIﬁ PeXUM, Uan ecniv 3TOT pPeXXM He UCMNOJIb3yeTCA. B ocTanbHbIX Caydaax
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peKkomeHAayeTcA HaCTPOUTb BNOKMPOBKY 3KpaHa Npu Nepexoae B CAALLMIA PeXUMm 1 3a4aTb Neproj,
HeaKTMBHoOCTM B Google Chrome OS gna BKAKOYEHWNA CNALLETO PeXxnma.

3HayeHns 3a4a0TCA B MUAINCEKYHAAX U AO/KHbI ObITb MeHbLUe Nepruoaa HeakTUBHOCTU, YCTaHOB/IEHHOTO
ONA nepexoa B CNALLNN PEXKUM.

B Havasno
AllowDinosaurEasterEgg

Pa3spewaet nrpy ¢ gMHO3aBpoOm

Tuvn paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AllowDinosaurEasterEgg

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
AllowDinosaurEasterEgg

Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 48
e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcuu 48

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: Het, na Kaxkgoro npoduns: Aa
OnucaHue:

PaspelwunTb N0Nb30BATENAM UrPaTb C AMHO3aBPOM OdNaliH.

Ecnv gna npaBuna ykasaHo 3HadeHue False, npy oTCYyTCTBMU MHTEPHET-COeAUHEHMA Urpa C ANHO3aBPOM byaeT
HeZocTynHa. Ecamn ykasaHo 3HayeHue True, Nonb30BaTeIM CMOTYT B Hee UrpaTb. EC/iM NpaBuio He HacTpoeHo,
urpa byaeTt HegOCTyMHA Ha 3aperncTPMpoBaHHbIX ycTpoicteax Chrome OS, ogHaKo npu Apyrmx
06CTOATENbCTBAX NO/Ib30BATENIM CMOTYT UrPaThb B Hee.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

AllowFileSelectionDialogs

PaspeluunTb BbI30OB OKHa Bblbopa dalinos

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AllowFileSelectionDialogs

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
AllowFileSelectionDialogs

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 12

Noppep:kmnBaemble GyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het
OnucaHue:

OTKpbIBAET AOCTYN K I0Ka/IbHbIM paiiiam Ha KomnbtoTepe, paspelwas Google Chrome nokasbiBaTb OKHa BbIOOpa
dalinos. Ecam aTOT NapameTp BK/IOYEH, NO/b30BaTeIM MOTYT OTKPbIBaTb OKHa Bblbopa ¢aitios B 06blMHOM
pexume. Ecav napameTp OTK/OYEH M NM0Nb30BaTe b BbIMOAHAET AeNCTBUA, ANA KOTOPbIX HY}KHO OTKPbITb OKHO
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BblbOpa daina (Hanpumep, UMNOPT 3aKNaZ0K, 3arpy3Ka ¢pannos, COXpaHeHUe CCbIIOK U T. AI.), BMECTO OKHa
oTobparkaeTca cooblieHne N NpeanoaaraeTcs, YTo Noab30BaTe b Haxan KHoMKy "OTmeHa" B OKHe Bblibopa
daiinos. Ecam 3TOT NapameTp He 3aAaH, N0/Ib30BaTeIn MOTYT OTKPbIBaTb OKHA Bblbopa $aiiioB B 06bIMHOM
pexume.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

AllowKioskAppControlChromeVersion

PaspeluaeT KMOCK-NPUIOKEHMIO, KOTOpOE 3arnycKaeTca aBToMaTUYecKu 1 6e3 3aaepikek, ynpasnatb Bepcuei Google
Chrome OS
Tun AaHHbIX:
Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 51

NoppepkmBaemble GyHKLUMU
OnHamnyeckoe obHoBAeHMe Npasua: [a
OnucaHue:

PaspeluaeT KUOCK-NPUIOKEHMIO, KOTOPOE 3anycKaeTca aBToMaTUUYeCcKu U 6e3 3aaepiek, ynpasnatb Bepcuei
Google Chrome OS.

C NoMOLLLbIO 3TOTO NPaBMAa MOXKHO Pa3pPELNTb KMOCK-MPUIOKEHMIO, KOTOPOE 3aMyCKaeTCs aBTOMaTUYECKU U
6e3 3aaeprKek, ynpasnatb Bepcueit Google Chrome OS. [ina aToro B MaHudecTe He0H6X0AMMO YKa3aTb HYKHYIO
Bepcuto nnatdopmsl (required_platform_version) B Buae npedukca. Cuctema byaet obHoBneHa 40 3TON Bepcum
aBTOMaTUYECKMU.

Ecnu gna npaBmna 3a4aHo 3HadeHue true, cuctema 6yaet obHOBAEHA A0 BEPCUW, COOTBETCTBYIOLLEN NpedurKey
required_platform_version B MaHUdeCTe KUOCK-NPUNOKEHUA.

Ecnu 3apaHo 3HayeHue false, npeduKc Bepcum n3 maHndecTa KMOCK-NPUNOKEHNA UTHOPUPYETCA, a
aBTOMaTUYecKoe 06HOB/IEHME CUCTEMbI MPOUCXOAMUT B OObIMHOM peXKuMeE.

MpumeyaHue gas ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.

Ecnv KMOCK-NpunoskeHue asaseTca npunoxkeHnem Android, oHO He cmosKeT ynpaBasaTb Bepcuent Google Chrome
0S, paxe ecnv gns npasuna 3a4aHo 3HavyeHue True.

B Havasno
AllowOutdatedPlugins

Pa3pelwnTb 3anycK yCcTapeBLIMX N1arMHoB

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AllowOutdatedPlugins

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
AllowOutdatedPlugins

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 12
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 12
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHWe npasun: Ja, Ana Kaxkgoro npoduns: Aa
OnucaHue:

Mo3BonseT 3anyckaTtb ycTapeslme naarnHbl B Google Chrome. Ecv 3TOT NapameTp BKIOYEH, yCTapeBLme
NNArMHbl UICNONL3YIOTCA KaK 0bblYHble. ECIM 3TOT MapameTp OTKAUYUTL, yCTapeBLMe NAarvHbl He 6yayT
MCNO/Ib30BaThCA M MONb30BaTENAM He ByaeT npeanaratbCa paspeLwmnTb UxX 3anyck. Ecamn sToT napameTp He
onpeaeneH, Nnonb3osatenam byaer npeanaratbCa pPaspeLwnTb 3anycK yCTapeBLInX naarMHos.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havasno

AllowScreenLock

PaspewnTb 6N0KMPOBKY 3KpaHa
Tun gaHHbIX:

Boolean
Noppep:xknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 52

Noppep:knBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

PaspewunTtb 6N10KMPOBKY 3KpaHa.

Ecnv 3To NpaBMaO OTKAKOUYEHO, NO/Ib30BaTENN HE CMOTYT 6/10KMPOBaTb 3KPaH (40CTyMNeH TONbKO BbIXOA, U3
ceaHca). B npotuBHOM cnydae GpyHKLUMA ByaeT A0CTyNHA TONbKO TEM, KTO MCNOJIb3yeT Naposu.

B Hayano
AllowedDomainsForApps

Onpenenatb AOMEHbI C NPaBOM AocTyna K Google Apps

Twun gaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AllowedDomainsForApps

MpepgnouytutenbHoe Ha3BaHue anaa Mac um Linux:
AllowedDomainsForApps

HasBaHue orpaHuuyeHus ans Android:
AllowedDomainsForApps

Moapep:knBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 51
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 51
e Google Chrome (Android) HauuHas c Bepcun 51

Noppep:kmnBaemble GyHKLUU
PekomeHayetca: HeT, lnHamnyeckoe obHoBneHWe npasun: Ja, Ons Kaxaoro npoduns: [a
OnucaHue:

BkatouaeT pyHKUMto bpaysepa Google Chrome, orpaHmumBatowyto BxoZ B Google Apps, v 3anpeLiaeT
NoONb30BaTENAM U3MEHATb 3TY HACTPOMKY.


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

Ecnv npaBunao HacTpoOeHo, M01b30BaTe/Ib CMOXKET MOAYYNTb AOCTYN K cepBucam Google Apps (Hanpumep, K
Gmail) TonbKo ¢ NOMOLLIbIO aKKayHTOB B ONpeAe/ieHHbIX 4OMeHaXx.

ITa HacTpoika HE 3anpeLaeT Nnoib3oBaTeNto BXOAUTb B aKKAYHT Ha YNPaB/iseMoM YCTPOWCTBE ¢ 06A3aTenbHOM
ayTeHTMdUKaumen Google. OH TaKKe CMOXKET BXOANTb B aKKayHTbl, CBA3AHHbIE C APYTMMU LOMEHAMM, OGHAKO

npu nonbITKe NOAYYNTb A0CTYN K Google Apps byaeT nossaaTbca coobuweHne ob owmnbke.

Ecnv npaBuao He HacTPOEHO, NO/Ib30BaTE b CMOKET NOYYNUTb A0CTYN K Google Apps ¢ nomoLbto to6oro
aKKayHTa.

3710 npasuno gobasnset 3aronoBok X-GoogApps-Allowed-Domains Bo Bce 3anpocbl HTTP 1 HTTPS ko Bcem

aomeHam google.com. NoapobHee 06 3TOM UMTaNTE Ha CTpaHULE
https://support.google.com/a/answer/1668854.

Monb3oBaTenn He MOTyT U3MEHATbL U NepPeonpenenaTb 3Ty HaCTPOMKY.

Npumep 3HaueHuA:
"managedchrome.com,gmail.com"
B Havasno

AlternateErrorPagesEnabled

BK/OYNTL AONONHUTE/NbHbIE CTPAHULLI C CO0BLEHMAMM 06 OwMbKax
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AlternateErrorPagesEnabled
MpeanoutuTenbHoe Ha3BaHue ana Mac m Linux:
AlternateErrorPagesEnabled
HasBaHue orpaHuueHus ana Android:
AlternateErrorPagesEnabled
Moapep:kuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcuu 8
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11
e Google Chrome (Android) HauuHas c Bepcumn 30

Noapep:kmBaemblie pyHKLUU
PekomeHayetca: [la, AnHammyeckoe obHoBNeHMe npasun: [a, Ans Kaxgoro npodpuns: Aa
OnucaHue:

Mo3Bo/IAET UCNONb30BaTh a/IbTePHATMBHbIE CTPaHMLbI OLUMBOK, BCTpoeHHble B Google Chrome (Takue Kak
"CTpaHuua He HalgeHa"), M 3anpeLLaeT NoNb30BaTENAM MEHATb 3TOT NapameTp. Ecin oH BK/oueH,

NCNONb3YHOTCA a/IbTEPHATUBHbIE CTPAHULbI; €C/TM OH OTK/IKOYEH, a/iIbTEPHATUBHbIE CTPAHWULLbI HE NCMOJIb3YHOTCA.
Korga aToT napameTp BKAOYEH UAM OTKAKOYEH, MO/1b30BAaTE/IM HE MOTYT M3MEHUTb ero 3Ha4yeHne B Google

Chrome. Ecnu 3HaueHune napameTpa He 3a4aHO0, OH BK/IIOYEH, HO NOJZ1b30BATE/IM MOTYT CAMOCTOATE/IbHO
OTK/ZTIO4YUTDb ero.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayasno

AlwaysAuthorizePlugins
Bcerga vcnosb3osaTh NAarvHbl, Tpebylolme aBTopusaumm

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
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PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AlwaysAuthorizePlugins

MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
AlwaysAuthorizePlugins

Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 13
e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcuu 13

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

PaspewaeT ncnonb3osatb B Google Chrome naarvHbl, 3anpalumBaoLime aBtopusaumto. Ecnm sagatb atoT
napameTp, akTyanbHble NAarnHbl 6yayT MCNONb30BaTbCS NOCTOSAHHO. ECM 3TOT NnapamMeTp He YCTaHOBJIEH UK
OTKNHOYEH, OyAeT BbIBOAMUTLCA 3aMPOC HA MCNONb30BaHME NAArMHoB, Tpebyrowmnx aBTopusaunun. MicnonbsoBaHue
TaKMX M1arTMHOB MOXET bbITb Hebe3onacHbIM.

MNpumep 3HaueHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havano

AlwaysOpenPdfExternally

Bceraa oTkpbiBaTb PDF-¢ainbl BO BHELLHEM MPUJIOKEHUN

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AlwaysOpenPdfExternally

MpeanoututenbHoe HassaHue gaa Mac m Linux:
AlwaysOpenPdfExternally

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 55

Noapep:kmBaemble pyHKUUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

OTKAOUYMTb BCTPOEHHOE cpeacTBO npocmoTpa PDF-¢dainos B Google Chrome 1 paspelwmntb nonb3oBaTento
OTKPbIBaTb UX B NPUNOMKEHUW, YCTAHOBIEHHOM MO YMOYaHMIO.

Ecnun npaBuno He 3a4aHO UK OTKAOYEHO, AnA npocmoTpa PDF-dalinos byaet ncnonbsosatbea naarnH PDF
(ecnu oH He OTK/IIOYEH NOJ/Ib30BATENEM).

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

ApplicationLocaleValue

PerMoHanbHble HAaCTPOMKU NPUNOKEHNS
Twun gaHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ApplicationLocaleValue
Moppeprkusaertca B:
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e Google Chrome (Windows) HauMHas ¢ Bepcun 8

Noppep:knBaemblie PyHKLUMU
PekomeHayetcs: [a, AnHammyeckoe obHoBneHMe npasun: Het, Ana kaxKaoro npoduna: Het
OnucaHue:

YcTaHaB/MBaET permoHasbHble HAaCTPOIKK NpunoxkeHus B Google Chrome 1 3anpeLiaeT nonb30BaTeNAM MEHATb
nx. Ecnv aToT napameTp BKAtoYeH, Google Chrome Mcnonb3yeT yKkasaHHble PErMoHasibHble HAaCTPOWKNU. ECiv OHK
He NoAJepP’KMBAKOTCA, UCNOb3yeTCA BapMaHT en-US. Ecv 3TOT NnapameTp OTKAKYEH UK He HacTpoeH, Google
Chrome 1cnonb3yeT permoHasibHble HaCTPOWKM NoJib30BaTeNn (eCM OHM BblGpaHbl), CUCTEMHbIE PErMOHA/bHbIE
HaACTPOMKM NMbo pesepBHbIN BapuaHT en-US.

Mpumep 3HaYEHUA:
Ilenll
B Havasno
ArcBackupRestoreEnabled
Brkntountb cepsumc Android Backup
Tun paHHbIX:
Boolean
Moppeprkusaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcuu 53
Noppep:kmuBaemble GpyHKUUU
OnHamuyeckoe obHoBneHMe npasun: [a, Ana Kaxkagoro npoduna: Het

OnucaHue:

Ecnn aTo NnpaBmao MeeT 3HadeHue true, AaHHble NpuaoKeHuii Android 3arpy»atoTca Ha cepBepbl
Android Backup v KonupytoTcs oTTy4a 418 COBMECTUMbIX MPUNOXKEHUIA NOC/E UX YCTaHOBKMN.

Ecnun npasuno nmeet 3HadeHue false, cepsuc Android Backup BbikatovaeTcs.
Ecnv 3a4aTb 3Ty HAacTPOLiKY, MO/Ib30BATE/IM HE CMOTYT CaMU €€ U3MEHSATD.

Ecnn HacTpoWKa He 3aZaHa, N0/1b30BaTENIM CMOTYT BKAOYATb U BbIKAOYaTb cepeuc Android Backup B
HacTponKax Android.

B Hayasno
ArcCertificatesSyncMode
Hactpoutb goctyn K ceptuduKkaTam ana npunoxkeHmin ARC
Twun gaHHbIX:
Integer
MoapeprknBaeTca B:
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 52
Noppep:kmnBaemble GyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het

OnucaHue:

Ecnu BbIbpaHo 3HaueHue SyncDisabled nav npasmno He HacTpoeHo, npuaoxkeHmam ARC 6yayT He4OCTyMHbI
ceptudukatbl Google Chrome OS.
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Ecnn 3apaHo 3HaveHne CopyCaCerts, npunoxkeHmam ARC byayt aoctynHbl Bce ceptudukatbl LIC ¢ Web TrustBit,

YyCTaHOB/IEHHble ¢ nomoubto pannos ONC.

e 0 =3anpetutb npunoxeHnam ARC ncrnonbsoBatb ceptudmkaTbl Google Chrome OS
e 1 =Pa3pewntb npunoxeHmam ARC ncnonbsosatb ceptudukatel Google Chrome 0OS

B Hayano
ArcEnabled

Bkntountb ARC

Tun gaHHbIX:
Boolean

Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 50

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxKaoro npoduna: Het
OnucaHue:

Ecnv npasuno npumeHsaeTca (3a4aHo 3HadeHue true), 4nsa nonb3osatens Bkatovaetcs ARC. Heobxoanma
A0noNHUTeNbHan nposepka. ARC HeQOCTYNHO, eC/IN B TEKYLLEM CEaHCE MCMNOb3YETCA PEXMM BPEMEHHOTO
npoduna nan cuctema MHOMKeCTBEHHOTO BXOAa.

Ecnm napameTp OTKAOYEH UM HE HAaCTPOEH, KOPNOpaTUBHbIE NOAb30BaTeNn He moryT npumeHATb ARC.
B Hayasno
ArcPolicy

HacTpoika ARC
Twun gaHHbIX:

String
MoapeprkuBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 50

Noppep:knBaemble GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ana kaxkgoro npoduna: Het
OnucaHue:

3apaeT Habop npasuAa, KoTopble byayT nepeaaHbl B cpeay BbinosHeHUsa ARC. 3HayeHMe A0MKHO 6bITb
aencresuTenbHom ctpokoi JSON.

B Havasno
AudioCaptureAllowed

BKAtoyeHMe nnm oTkAtoYeHne GyHKLMK 3axBaTa ayamo

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AudioCaptureAllowed

MpepnouytuTenbHoe Has3BaHue aaa Mac um Linux:
AudioCaptureAllowed

MoapeprknBaeTca B:
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e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcumn 25
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcuu 23

Noppep:knBaemblie PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkagoro npoduna: Het
OnucaHue:

BKkatoueHmne nnm oTkAYeHme q)yHKLI,MM 3anncun ayamo.

Ecnu npaBuao BKAKOYEHO MW HE HACTPOEHO (3HaYeHWe No YMo4aHuUIo), ByaeT NosBAATLCA 3anpoc AOCTYNa K
pecypcam 3a uckaodeHnem URL, BkatoveHHbIx B cnucoK AudioCaptureAllowedUrls (k HUm goctyn
npegocrasaserca 6e3 3anpocos).

Ecnv npaBuao oTKAOYEHO, 3aMpocC A0CTYMNa NOABAATLCA He byaeT, a GyHKUMA 3annucK ayamo byaet AocTynHa
TOJIbKO MO CCbIZIKAM, YKa3aHHbIm B cnmcke AudioCaptureAllowedUrls.

9To NpaBUAO AEUCTBYET AN1A BCEX Ay AMOYCTPONCTB, @ HE TONbKO A1 BCTPOEHHOIO MUKPOdOHa.
MNpumeuaHue ana ycrpoicts HA nnatpopme Google Chrome OS, nogaep:xkuBatowmx npunoxkeHusa Android.

[na npunoxkeHnin Android 3To NpasBuio BANAET TONbKO Ha AOCTYN K MUKpodoHy. Ecam ana npasuna 3agaHo
3HauyeHue True, ans Bcex 6e3 UCKNtoYeHUA NpUNoKeHnit Android mMKpodoH ByaeT HeaoCTyneH.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

AudioCaptureAllowedUrls

URL, KOTOpbIM A0CTYN K ayAnM03anmcbiBatoLMM YCTPOMCTBaM NpeaocTaBnseTca bes 3anpoca
Twun gaHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AudioCaptureAllowedUrls
MpeanoututenbHoe HassaHue gna Mac m Linux:
AudioCaptureAllowedUrls
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 29
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 29

Noapep:kmBaemblie pyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Oa
OnucaHue:

LLIabnoHbI, yKasaHHbIe B CNMCKe, cBepAtoTcA ¢ 3anpawmsatowmm URL. NMpu 06Hapy»KeHUn COOTBETCTBUIA JOCTYN
K ayAnoycTpoicTBam npegocrasasetca b6e3 npegsapuTesibHOro 3anpoca.

NMPUMEYAHWUE. Jo Bepcun 45 370 NpaBmao NOAAEPHKMBANIOCH TONLKO B PeXMMeE KMOCKA.

Mpumep 3HaueHus:
Windows:
Software\Policies\Google\Chrome\AudioCaptureAllowedUrls\1 = "https://www.example.com/"
Software\Policies\Google\Chrome\AudioCaptureAllowedUrls\2 = "https://[*.]example.edu/"
Android/Linux:
["https://www.example.com/", "https://[*.]example.edu/"]
Mac:
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<array>
<string>https://www.example.com/</string>
<string>https://[*.]example.edu/</string>
</array>
B Hayano

AudioOutputAllowed

Pa3pewnTb BOCNpoun3BegeHMe ayamo
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcuu 23

Moapep:knsaembie GyHKLUN
OnHamunyeckoe obHoBneHUe npasua: Ja, Ana kaxkaoro npoduna: Het

OnucaHue:
BKAtoYeHME M OTKAOYEHME 3BYKaA Ha YCTpolicTBe
Ecnu 3apaHo 3HayeHue false, 3ByK Ha ycTpolicTBe ByaeT OTK/IOYEH Ha BCe BPEMSA M0J1Ib30BaTE/IbCKOro ceaHca.
3To NpaBUNO PACMPOCTPAHAETCS HA BCe ayAMOBbIXObl, @ HE TO/IbKO BCTPOEHHbIE ANHAMUKKN. Kpome Toro, OHO
B/IUAET Ha CreunabHble BO3MOXKHOCTM, B KOTOPbIX UCNONb3yeTcA 3ByK. He BKAtoYaiTe 3TO NpaBuio, ecau

No/Ib30BaTE/NO HYXEH 3KpaHHbIl\/‘1 ANKTOD.

Ecnv 3aaaHo 3HayeHue true naM NpasBuao He HacTPOEHO, NO/Ib30BaTENAM AOCTYMHbI BCE NoAAepKMBaeMble
ayaMoBbIXOAbl Ha yCTpoiicTBe.

B Hayano
AutoCleanUpStrategy (ycrapeno)

CtpaTerva yganeHua AaHHbIX NPU aBTOMaTUYECKOM O4YMNCTKE AUCKa (ycTapeBLuee NpaBumso)
Twun gaHHbIX:

String
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 32 o Bepcum 35

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBeHWe NpaBua: [la
OnucaHue:

3710 NpaBuno yctapeno. OumcTka gaHHbix B Google Chrome OS Bceraa 6yaet npoBoAUTLCA NO NPUHLMUNY
RemovelRU.

3To npaBuio onpeaenseT, Kakum obpasom byaeT NPoBoAMTLCA aBTOMaTUYECKasA OYMCTKA ANCKA Ha YCTPoMCTBaX
Google Chrome OS. OHa 3anycKaeTca, Koraa o6bem cB0604HOro MecTa Ha ANCKE CHUMKAETCA 40 KPUTUUYECKOTO
3HayeHus.

Ecnv 3agaHo 3HaueHne RemovelRU, npy aBToMaTMYeCKo 0UMCTKe Npoduam nonb3osatenen byayT yaanaTbes
no BpemeHu NocaeAHero BXoAa, HauMHasa C CaMoro paHHero, Noka He ocBoboAMTCA 4OCTAaTOYHO MecCTa.
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Ecnn 3apaHo 3HavyeHne RemovelLRUIfDormant, npu aBTomaTU4eCKon o4ncTKe ByayT yaanatbca npoduan
nonb3oBaTenen, BXoA B KOTOPbIE He BbINOHAICA B Te4eHUe 3 mecAues 1 6onee, HAUMHAA C CAMOTrO PaHHEro
BPEMEHW Noc/iefHero Bxoaa, Noka He 0cBoHOAMTCA AOCTAaTOYHO MecCTa.

Ecnu 3HauyeHuMe He 3agaHO, 6yAeT MCNONb30BaThCA PEXKUM OUYUCTKM NO YMONYAHMIO. B HAaCTOALLMIA MOMEHT 3TO
RemovelLRUIfDormant.

e "remove-lru" = YganaTb AaHHble HEAKTUBHBIX B NOC/AeAHEE BPEMA aKKayHTOB A0 Tex Nop, NOKa Ha gUCKe
He 0cB0b0AMTCA J,OCTAaTOYHO MeCTa

e ‘"remove-lru-if-dormant" = Yganatb Hemcnonb3yemble aKKayHTbl, BXOA B KOTOPbIE HE BbINOAHANCS HU
pasy 3a nociegHue 3 mecAua, NoKa Ha AMCKe He 0CBOb6OAMUTCA A0CTAaTOYHO MecTa

B Havano
AutoFillEnabled

BKNOYMTb aBTO3aNo/IHEHUE

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\AutoFillEnabled

MpeanouytutenbHoe HassaHue gna Mac m Linux:
AutoFillEnabled

HasBaHue orpaHuuyeHus ana Android:
AutoFillEnabled

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcuu 8

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 11
e Google Chrome (Android) HaumHas c Bepcun 30

e Google Chrome (iOS) HauunHas c Bepcun 34 oo sepcun 47

Noppep:knBaemblie GyHKLUU
PekomeHayetca: [la, AInHammyeckoe obHoBAeHMe npasun: [a, Ana Kaxgoro npoduns: a
OnucaHue:

BkntouaeT B Google Chrome ¢yHKUMIO aBTO3aMONHEHWNA M pa3peLlaeT aBTOMATUYECKM 3aMN0HATb Beb-hopmbl,
Hanpumep c NOAAMM aapeca Man Homepa 6aHKOBCKOM KapTbl, paHee CoXpaHeHHbIMW AaHHbIMU. Ecam aToT
napameTp OTK/toueH, GYHKLUMA aBTO3aNONHEHMA HEAOCTYNHA NOb30BATENAM, @ €C/IM OH BKAOYEH UK €r0
3HaYeHue He yKa3aHo, N0/b30BaTe/lb MOXET UCNO/1b30BaTb aBTO3aNo0/IHEHME, HAacTPaneaTb Nnpoduan
aBTO3aMNo/IHEHUA, @ TaK}Ke BKAKOYATb M OTKAOYATb 3Ty GYHKLMIO NO CBOEMY YCMOTPEHMIO.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Hayano

BackgroundModeEnabled

MpogonKnTb GOHOBOE BbINOJIHEHWE NPUIOKEHUI Noce 3aKkpbliTha Google Chrome
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\BackgroundModeEnabled
MpepgnoututenbHoe Ha3BaHue ana Mac um Linux:
BackgroundModeEnabled
NoppepxnBaerca B:
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e Google Chrome (Windows) HaumHas ¢ Bepcun 19
e Google Chrome (Linux) HauMHas c Bepcmn 19

Noppep:knBaemblie PyHKLUMU
PekomeHayetcsa: [a, AnHammyeckoe obHoBneHWe npasua: Oa, Ana Kaxagoro npoouns: Het
OnucaHue:

OnpegaenseT, 3anyckaerca nm npouecc Google Chrome npu Bxoge B OC 1 NnpogonKaeT v paboTaTb nocne
3aKpbITUA NocneaHero okHa 6paysepa, No3BoaAs GOHOBLIM MPUIOKEHMAM U TEKYLLEMY CEaHCY (BMecTe C
cooTBeTCTByOWMMHK Paitnamm cookie) ocTaBaTbca akTMBHbIMK. Koraa 6paysep nponcxoamT B $OHOBOM
pexume, B 061aCTM yBeAOMIEHWIA BUAEH 3HAYOK, NO3BO/ISAIOLLMIA 3aBEPLUMTL NpoLLecc.

Ecnu Bbl BbibepeTe 3HaueHue True, GOHOBLIN PeXUm ByaeT BKAIOYEH M M0b30BaTE/Ib HE CMOKET OTK/IOUUTb
ero B HaCTpouKax bpaysepa.

Ecnu Bbl BbibepeTe 3Ha4YeHMe False, GOHOBbLIN pexnum ByaeT OTKAOYEH U NOb30BaTE/Ib HE CMOMKET BKAOYUTD
ero.

Korga npaBuao He HacTpoeHo, GOHOBbLIM PEXKMM OTKAHOYEH MO YMONYAHUIO, O4HAKO NONb30BaTe/lb MOYKET
BK/IOYUTb €ro.

Mpumep 3HayeHun:
0x00000001 (Windows), true (Linux)
B Hayvasno

BlockThirdPartyCookies

Bnokunposatb cTopoHHMe Palinbl cookie

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\BlockThirdPartyCookies

MpepgnouytutenbHoe HasBaHue aaa Mac um Linux:
BlockThirdPartyCookies

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 10
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11

Noppep:kuBaemblie PyHKLUMU
PekomeHayetca: [la, AInHammyeckoe obHoBAeHMe npasun: [a, Ans Kaxgoro npoduns: a
OnucaHue:

BnokupyeT ctopoHHMe dalinbl cookie. Ecam aTOT napameTp BKAOYEH, Be6-CTpaHULbl HE MOTYT COXpPaHATbL daitbl
cookie 13 Apyrux 4OMeHoB (T. e. 1t0bbIX JOMEHOB, KPOME YKa3aHHOro B agpecHow cTpoke). Ecim aToT napameTp
OTKNtOYEH, BEB-CTPAHULLbI MOTYT COXPaHATL $alinbl cookie U3 Apyrvx AOMEHOB, a NO/b30BATENN HE MOTYT
MEHSATb ero 3HayeHue. Eciv 3ToT napameTp He 3a3aH, Be6-CTpaHMULbl TaKXKe MOTYT COXPaHATb dalinbl cookie U3
APYrMX LOMEHOB, HO MO/1b30BATE/IM MOTYT CAMOCTOSATE/IbBHO U3MEHUTL €50 3HaYeHue,

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayasno

BookmarkBarEnabled

BKAOUMTb NaHeNb 3aKNagokK
TuUn AaHHbIX:
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Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\BookmarkBarEnabled

MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
BookmarkBarEnabled

Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 12
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 12

Noppep:knBaemble PyHKLUMU
PekomeHayetcsa: [la, AnHammyeckoe obHoBNeHMe npasun: [a, Ans Kaxkgoro npoduns: Aa
OnucaHue:

BKAtoyaeT naHenb 3aKNAL0K B Google Chrome. Ecnm atoT napamMmeTp BKIKOYEH, MaHE/b 3aKN1a40K OTO6pa)KaETCFI
B Google Chrome; €CJ/IM OH OTK/IKOYEH, NaHe1Ib HE 0T06pa>+<aeTc5|. Korpa atoT napamMmeTp BKIKOYEH NN OTK/THOYEH,
nonb3oBaTesin He MOryT USMEHUTL €ro 3Ha4eHune B Google Chrome. Ecnun 3HaueHue napameTpa He 3a4aHo,
NnoNb30BaTE/IM MOTYT CaMOCTOATE/IbHO peLwaTb, MCNO1b30BaTb /1N 3TY (bYHKLI,MPO.

MNpumep 3HaueHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havano

BrowserAddPersonEnabled

PaspewnTb gob6aBnATL Ntogen Yepes meHeaxep npopunen

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\BrowserAddPersonEnabled

MpeanoututenbHoe HassBaHue gaa Mac m Linux:
BrowserAddPersonEnabled

Moapep:kuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 39

Noapep:kmuBaemblie pyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: Het
OnucaHue:

Ecnv aTa PpyHKUMA BKAtoYeHa (3HaYeHKne True) uam He HacTpoeHa, B Google Chrome paspelsaeTcs co3gasatb
HOBble NPodUAN Yepes AMCNeTYep Nosib3oBaTenen.

Ecnm dyHKUMA oTKNtoYeHa (3HayeHMe False), aenatb a1o B Google Chrome Henb3s.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

BrowserGuestModeEnabled

BKkntoyaet rocteBoi pexum B 6paysepe
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\BrowserGuestModeEnabled
MNpegnoututenbHoe Ha3BaHue gaa Mac um Linux:
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BrowserGuestModeEnabled
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 38

Noppep:knBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkagoro npoduna: Het
OnucaHue:

Ecnu 310 NnpaBuno BKAOUYEHO (3HaYeHue True) nam He HacTpoeHo, B Google Chrome aocTtyneH Bxoa yepes
roctesol npoduab (Npodunb Google Chrome, B KOTOPOM BCE OKHa OTKPbIBAIOTCA B PEXMME UHKOTHUTO).

Ecnun npasuno otkAtodeHo (3HaveHue False), Google Chrome He noasepKmBaeT BXxoa Yepes rocteBoi Nnpodub.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

BuiltInDnsClientEnabled

BcTpoeHHbI kKnneHT DNS

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\BuiltinDnsClientEnabled

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
BuiltinDnsClientEnabled

Noapepxusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 25
Noppep:kmBaemblie GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: [a, Ana kaxkgoro npoduna: Het
OnucaHue:
PaspelumnTb ncnonb3zosaTtb B Google Chrome BCTpoeHHbIn KaneHT DNS.
Mpw BKAOYEHHOM NapameTpe byaeT NCnob30BaTbCA BCTPOEHHbIN KAneHT DNS (npu ero Hanuuunu).

Ecnv napameTp OTKAKOUYEH, BCTPOEHHbIN KnneHT DNS ncnoib3oBaTthbea He byaerT.

Ecau 3HaYeHue He 3a4aHO, NONb30BATENM CMOTYT BbIBMPATb KAMEHT CAMOCTOATENbHO HA CTPaHULE
chrome://flags unn B napameTtpax KoMaHAHOW CTPOKMU.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

CaptivePortalAuthenticationlgnoresProxy
NrHopmpoBaTb NPOKCK NpU ayTeHTUDMKALLMKN Yepe3 CTPaHMLY BXOAa
Tun gaHHbIX:

Boolean

Noapepxusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 41
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Moapaep:knsaembie GyHKLUN
PekomeHayetca: Het, lnHamnyeckoe obHoBneHWe npasun: a, Ons Kaxkaoro npoduns: Aa
OnucaHue:

370 npasunio nossonseT Google Chrome OS 06x04MTb NPOKCK-CepBeEPbI NPU ayTeHTUGUKALMM Ha aAaNTUBHbIX
nopTanax.

MpaBuao cpabatbiBaeT MLb B TOM C/ly4ae, KOr4a HacTPOeH NPOKCU-cepBep (Hanpumep, Yepes NpaBuna, IMYHO
nosb3osaTtesem B chrome://settings nnu yepes pacwupeHms).

Ecnv 3Ta HacTpoliKa BKAtOYEHa, CTPaHWULbl ayTeHTUdUKaLMM aAanTUBHbIX NOPTaNoB (To ecTb Bce Beb-CTpaHMUpbl,
HauyMHanA Co CTPaHWUUbI BXOAA Ha afanTUBHOM nopTane u noka Google Chrome He 3aduKcMpyeT ycnewHoe
noakAloYeHne K MHTepHeTy) byayT OTKPLIBATLCA B OTAE/bHOM OKHE, UITHOPUPYA BCE HAaCTPOMKKM M OrpaHMYeHnn
NpaBua ANA TEKYLLEro No/ib3oBaTens.

Ecnu aTa HacTpoWiKa BbIK/lOMEHA UKW He 3aaHa, CTPaHULbl ayauTeHTUDMKALMK aaanTUBHbIX MOPTanos byayT
NPOCTO OTKPbIBATLCA B HOBOW BKNaAKe bpay3epa, cneays TEKYLMM HaCTPOMKam NPOKCU-cepBepa Nnoib3oBaTens.

B Havano
CertificateTransparencyEnforcementDisabledForUrls

OTKNOYEHUE NPOBEPKN CEPTUDMKATOB ANS ONpPeaeeHHbIX CaliToB
Twun gaHHbIX:
List of strings [Android:string] (kogupyeTca B Buae ctpokun JSON, nogpobHee cm. Ha CTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\CertificateTransparencyEnforcementDisabledForUrls
MpeanoutuTenbHoe Ha3BaHue ana Mac m Linux:
CertificateTransparencyEnforcementDisabledForUrls
HassaHue orpaHuueHma gna Android:
CertificateTransparencyEnforcementDisabledForUrls
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 53
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 53
e Google Chrome (Android) HauMHas c Bepcun 53

Noapep:kmBaemblie pyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het
OnucaHue:

OTKAOYaEeT NpoBepPKY CEPTUPUKATOB A5 BbIOPAHHbLIX CaTOB.

HacTtpous 370 npaBuo, Bbl paspelumTe paboTy C He NPOLIEAWMMM NPOBEPKY CEPTUPUKATAMM ONpeseeHHbIX
XOCTOB. [1PU 3TOM BbIABAATbL HEHAAEKHbIE CEPTUPUKATBI A5 TAKMX XOCTOB CTAHET C/IOXKHEeE.

URL caliTa Hy»KHO yKa3biBaTb B popmaTe, NpeacTaBNeHHOM Ha CTpaHuUe
https://www.chromium.org/administrators/url-blacklist-filter-format. OaHako npedukc, Homep nopTa n NyTb
YUYUTbIBATBLCA He ByayT, MOCKO/IbKY CEPTUDUKATBI BbIAAOTCA HENOCPEACTBEHHO ANA AOMeHA. MNoACcTaHOBOYHbIe
3HaKK, Hanpumep "*", TaKkKe He NogaepKMBatoTCA.

Ecnu Bbl He cTaHeTe HacTpanBaTb NPaBuUO, BCe cepTndUKaThl, He NpoLleaLne NPoBepKy, byayT cumTaTtbea
HeHaAeXHbIMU.

MNpumep 3HaueHUA:
Windows:
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Software\Policies\Google\Chrome\CertificateTransparencyEnforcementDisabledForUrls\1 = "example.com"
Software\Policies\Google\Chrome\CertificateTransparencyEnforcementDisabledForUrls\2 = ".example.com"
Android/Linux:
["example.com", ".example.com"]
Mac:
<array>
<string>example.com</string>
<string>.example.com</string>
</array>

B Havano

ChromeOsLockOnldleSuspend

BKkntoyeHne 6NOKMPOBKM, KOFAA YCTPOMUCTBO HE MCMO/b3YeTcA Uan ero paboTta NnpMocTaHOB/IEHA
Tun gaHHbIX:

Boolean

Moppeprkusaerca B:

Google Chrome OS (Google Chrome OS) HaunHan c Bepcumn 9

NopaepxuBaembie GpyHKLUM

PekomeHayetcsa: [la, AnHammyeckoe obHoBneHMe npasun: a, Ans Kaxkgoro npoduns: Aa

OnucaHue:

BkntoyaeT 610KMpoBKY ycTpoincts Google Chrome OS, ecnm oHM HEAaKTUBHbI AU MX PaboTa NPUOCTAHOBAEHa.

Ec/v Bbl BKAKOUYMTE 3TO NPaBuIo, ANs pa3baoKMPOBKM YCTPOCTBA HYXHO ByaeT BBOAUTL Napo/ib, a eCan
OTKAtOYMTE, TO Mapo/ib He noTpebyeTca.

Monb3oBaTeNn HE CMOTYT U3MEHWTb BbIBPaHHYI0 BaMM HAacTPOIKy nam o6oiiTu ee.

Ecnun Bbl He HacTpowuTe NpPaBuAO, NOIb30BATEIN CMOTYT CaMOCTOATENIbHO peLlaTh, BKAKYaTb 6/'IOKMpOBKy nnn
HeT.

B Hayasno

ChromeOsMultiProfileUserBehavior

KoHTponnpoBaTb AeMACTBUA NOb30BaTeIel B MHOTONPOPUAbLHOM pernme
Twun gaHHbIX:

String

Noapepxusaerca B:

Google Chrome OS (Google Chrome OS) HaunHan ¢ Bepcum 31

NopaepkmBaembie GpyHKLUM

OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkgoro npoduna: [a

OnucaHue:

YnpaBneHue gencTBusimm nosib3oBatenen B MHOronpoduibHOM pexmme Ha yctpoiicteax Google Chrome OS

Ecnu 3apaHo 3HaueHne MultiProfileUserBehaviorUnrestricted, B MHOronpoouabHOM pesknume noab3oBaTesb
MOKET HbITb OCHOBHbIM MW AOMNOSHUTENbHbIM.

Ecnu 3agaHo 3HayeHne MultiProfileUserBehaviorMustBePrimary, B MHOronpoouabHOM peXxnume nonb3oBaTenb
MOET ObITb TO/IbKO OCHOBHbIM.
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Ecnn 3apaHo 3HaveHne MultiProfileUserBehaviorNotAllowed, nonb3oBaTtesib He MOXeT paboTaTh B
MHOronpoduUIbHOM pexume.

Ecaun 3HayeHune aToro npaBunaa 3a4aHO, N0/1b30BATE/Ib HE MOXKET USMEHUTb T OTMEHUTDL €rO0.

Ecnv 3HaYeHne n3meHsAeTcs Bo Bpems paboTbl M01b30BaTENA B MHOTONPOdPUIbHOM peXnme, HaumHaeTca
NpPoBepKa HaCTPOEK BCeX YYaCTBYIOLWMX B CeaHCe Nosb3oBaTteneit. Eciv Komy-1Mbo M3 HUX He paspeLleHo
NCMO/1b30BaTb MHOTOMPOPUIbHBIA PEXKUM, ceaHC byaeT 3aBepLUeH.

Ecnn 3HayeHne He 3a4aHO, NO YMOJIYaHUIO 419 KOPMNOPATUBHbIX yNpasBaseMblx npoduneit ncnosbsyerca
3HayeHune MultiProfileUserBehaviorMustBePrimary, a ana octanbHbix — MultiProfileUserBehaviorUnrestricted.

e "unrestricted" = Pa3pewnTb KOPNOpPaTUBHOMY NO/1b30BATE/NIO B MHOFONPOUIbHOM pexXnme bbiTb
OCHOBHbIM W AOMOJIHUTE/IbHBbIM NPoduaem (HacTporiKa Mo YMOMYAHUIO A1 CAMOCTOSATENbHbIX
npoduneit)

e "primary-only" = Pa3pelmnTb KOPNOpPaTUBHOMY MO/1b30BATE/O B MHOrONPodUaAbHOM pexunme bbiTb
TO/IbKO OCHOBHbIM Npoduaem (HaCcTpoiiKka No yMOAYaHUIO ANA KOPNOPaTUBHbIX YNpaBAseMbIX
npoduneit)

e "not-allowed" = OTKAOYNTb NOAAEPHKKY MHOTONPOPUNBLHOTO peXxnma (0CHOBHOMO U A0MNONAHUTENIbHOO
npoduna) gaa KOPNOPaATUBHbIX NOSIb30BATENEN

MpumeyaHune gaa ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:kuBatowmx npunoxxeHma Android.
Ecnu B cucTeMy BOLINO HECKO/IbKO NOJIb30BaTeNen, npuaoxKeHma Android AOCTYMHbI TONbKO OCHOBHOMY.
B Havasno
ChromeOsReleaseChannel
KaHan obHoBNeHMA
Tun paHHbIX:
String
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11
NoapepxmBaemble pyHKUUMU
OnHamunuyeckoe obHoBeHUe NpaBu: [a
OnucaHue:
3afaeT KaHan BbINycKa, 3@ KOTOPbIM JONXKHO ObITb 3aKPEenIeHo YCTPONCTBO.
e ‘"stable-channel" = CtabunbHbIN KaHan
e '"beta-channel" = Beta-kaHan
e "dev-channel" = KaHan ans pa3paboTunkoB (MOKeT bbiTb HeCTabubHOW)
B Hayano
ChromeOsReleaseChannelDelegated
PaspelleHne Ha HaCTPOMKY BepcuM 06HOBNEHMA ANs NONb30BaTeNEN
Tun gaHHbIX:
Boolean

Noapepxusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 19
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpaBuA: [a
OnucaHue:

Ecnu gns sToro npasBumaa yctaHoB/AeHO 3HadeHue True, a npasuao ChromeOsReleaseChannel He HacTpoeHo,
no/Ib30BaTeNIN PEFNCTPUPYEMOTO LOMEHA MOTYT MEHATb KaHan 0B6HOBAEHMA yCTpoiicTBa. Ecnm ycTaHOBAEHO
3HayeHue False, ncnonb3yeTca KaHan, KOTOPbIN BblN HACTPOEH B NPOLWAbIN Pas.

KaHan o6HoBNeHMs, BbIOpaHHbIN No/ib30BaTeNem, nepeonpeaennetca sHadyeHnem ChromeOsReleaseChannel.
OZAHaKo ecnu KaHas, 3a4aHHblii 3TUM NPaBUIOM, CTabuibHee TOro, KOTOPbIV YCTAaHOBEH Ha YCTPOMCTBE, TO OH
6yaeT U3MEeHeH TO/IbKO Nnocsie NosiBNeHns bonee HOBOM cTabuIbHOM BepCuun.

B Havano
ClearSiteDataOnEXxit (ycTapeno)

YnaneHue aaHHbIX calTa NpuU 3aKpbiTUK Bpay3sepa (NnoaaepKa npexkpalleHa)
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ClearSiteDataOnExit
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
ClearSiteDataOnExit
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcum 11 go Bepcum 28
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuun 11 ao sepcum 28

Noppep:kmnBaemble PyHKLUMU
PekomeHayetca: [la, AnHammyeckoe obHoBneHMe npasun: [a, Ans Kaxkgoro npoduns: Aa
OnucaHue:

370 npaBuio He noaaeprkuBaetca B Google Chrome Bepcun 29 1 byaeT UCKAOYEHO M3 Bonee NO3AHUX BEPCUN.

Mpumep 3HaYeHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

CloudPrintProxyEnabled

Bkntountb npokcn-cepsep Google Cloud Print

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\CloudPrintProxyEnabled

MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
CloudPrintProxyEnabled

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 17
Noppep:knBaemble GyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a

OnucaHue:

Google Chrome morKeT AeicTBOBAThL B KAYECTBE NPOKCU-CepPBEPA MEXKAY BUPTYaibHbIM NpUHTEpom Google
Cloud Print 1 06bI4HbIMW NPUHTEPAMU, MOAKAOYEHHBIMU K KOMMbIOTEPY.
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Ecnn 3TOT napameTp BK/HOYEH WM HE HACTPOEH, NOb30BATE/IM MOTYT BK/IKOYUTb NPOKCU-CEPBEP BUPTYaSIbHOTO
npuHTEpa, BOAA B aKKayHT Google.

Ecnv 3TOT NapameTp OTK/IOYEH, NOIb30BATENN HE MOTYT BK/THOYUTb NPOKCU-CEPBEP, U MPUHTEPbI HA 3TOM
KOMMblOTEPE HeNb3s byaeT Mcnonb3oBaTb Kak Google Cloud Print.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havasno

CloudPrintSubmitEnabled

PaspelwmnTb OTNpaBKy AOKYMEHTOB Ha BUPTyanbHbI NpuHTep Google Cloud Print
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\CloudPrintSubmitEnabled
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
CloudPrintSubmitEnabled
NoapepxmBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcun 17

NoapepxmuBaemble pyHKUUMU
OnHamnyeckoe obHosneHue npasua: Aa, Ona Kaxkgoro npodunsa: Aa
OnucaHue:

PaspewaeT Google Chrome nepegaBatb 3a4aHuNA NevaT Ha BUPTyanbHbIi NpuHTep Google Cloud Print.
OBPATUTE BHUMAHMWE: 3TO NnpaBM/0 OTHOCUTCS TOJNIbKO K nogaepKke Google Cloud Print B8 Google Chrome u
He 3anpeLLaeT No/b30BaTeNAM OTNPABAATb Ha NeYaTb JOKYMEHTbI C CalToB. ECAM 3TOT NapamMeTp BKAKOYEH UK
He 3aJaH, No/1b30BaTe/IN MOTYT OTNPABAATb AOKYMeHTbl Ha Google Cloud Print n3 gnanorosoro okHa neyaTtu
Google Chrome. Ecn oH OTKAIOYEH, OTNPABAATL 4O0KYyMeHTbl Ha Google Cloud Print u3 gManorosoro okHa
nevatn Google Chrome Henb3A.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

ComponentUpdatesEnabled

PaspewunTb 06HOBNEHME KOMNOHeHTOB Google Chrome

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ComponentUpdatesEnabled

MpepgnoututenbHoe HasBaHue gaa Mac um Linux:
ComponentUpdatesEnabled

NoppepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 54
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 54

Noapep:kmBaemblie pyHKUUMU
OnHamunyeckoe obHoBneHUe npasua: HeT, ns Kaxgoro npoduns: Het

OnucaHue:

BkntouaeT obHOBAEHME BCEX KOMMOHEHTOB Ansa Google Chrome, eciv HacTpolika He 3a4aHa MKW BKAKOYEHa.
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Ecnu HacTpolika oTKAtoYeHa, 60/1blian YacTb KOMMNOHEHTOB He byaeT 06HOBAATLCA. MCKAoYeHMe CoCTaBAT
KOMMOHEHTbI, KOTOpble He cogepKaT UCMONHAEMBIN Ko, OTBeYatoT 3a 6e3onacHocTb 6paysepa nan
CYLLECTBEHHO HE MEHAIOT ero noseaeHue. NMpMmepamm TaKMX KOMMNOHEHTOB CAYXKaT CMUCKU OTO3BaHHbIX
cepTMdMKaToB 1 AaHHble 6e30nacHOro NPocMoTpa.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

ContextualSearchEnabled

BKNOUNTb BbICTPbIA NOUCK
Tun AaHHbIX:
Boolean
HasBaHue orpaHuueHus ans Android:
ContextualSearchEnabled
MoaAaeprknBaeTca B:

e Google Chrome (Android) HaumHas c Bepcun 40

NoppepkmBaemble GyHKLUMU
OnHamnyeckoe obHosaeHue npasun: Aa, Ona Kaxkgoro npodunsa: Aa
OnucaHue:

PaspewaeT 6bICTPbIV NOMCK NO KOHTEHTY B OKHe Google Chrome.

Ecnun Bbl yKaxkeTe 3Ha4yeHme True nam He CTaHeTe HacTpamBaTb NPaBMAO, N0JIb30BaTE/Ib CMOMKET BKAOUYUTb NN
OTK/NIIOYUTb 6bICprIVI NMOUCK.

Ecnu Bbl yKaxKeTe 3HauyeHue False, BbICTpbI NOUCK ByAET BCeraa OTKAOYEH.

Mpumep 3HaYeHUA:
true (Android)
B Hayano

DHEEnabled

BKntoyeHme 1 oTKAoUYeHMe HabopoBs wndpos DHE B TLS
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DHEEnabled
MpeanoututenbHoe HassaHue gaa Mac m Linux:
DHEEnabled
HasBaHue orpaHuueHus ana Android:
DHEEnabled
MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcuu 53 ao sepcun 57
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 53 oo Bepcun 57
e Google Chrome (Android) HaunHasa ¢ Bepcumn 53 oo Bepcuun 57

e Google Chrome (iOS) HaumHas ¢ Bepcun 53 go Bepcum 57

Noppep:knBaemble GyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het
OnucaHue:
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BHumaHwue! Nopgaeprkka DHE B Google Chrome 6yaeT nosHOCTbIO NpeKpalleHa nocae Bbixoaa Bepcum 57 B
mapte 2017 roaga. Mocne sToro NpasBmao NepecTaHeT AelCcTBOBaATb.

Ecnun npaBuno He HacTpamBaTb UK BbIOpaTb 3HaYeHMe False, Habopsbl wrdpos DCE B TLS BKAtOYEHBI He ByayT.
Ecnu ykasaTb 3HavyeHue True, COBMECTMMOCTb C YCTapeBLUMM CepPBEPOM U Wndpamu coxpaHuTca. OgHaKko
NOMHUTE, YTO 3TO BPEMEHHAA Mepa MU CepBeP HYKHO NepeHacTpPouTb.

PekomeHayem nepeiti Ha wudpsbl ECDHE. Ecnm 3To HEBO3MOXKHO, MCNOJb3yMTe WKdp, NOAAEPHKUBAIOLLUNA
obmeH Knrovamm RSA.

Npumep 3HaueHuA:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Havasno

DataCompressionProxyEnabled

Ncnonb3oBaTb NPOKCU-CEPBEP ANA CHKATUA LaHHbIX
Tun paHHbIX:
Boolean
HasBaHue orpaHuuyeHus ans Android:
DataCompressionProxyEnabled
Moapep:knBaerca B:

e Google Chrome (Android) HaunHas c Bepcun 31

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

3T0 NpaBKn/Io NO3BOAET BKAOUYATb M OTK/IOYaTb GYHKLMIO CXHATUA AaHHbIX C MOMOLLbIO MPOKCU-CEPBEpa, a
Tak»Ke 6/I0KMpYeT AOCTYN N0Nb30BaTe el K 3TO HacTPoWKe.

Ecan napameTp 3adaH, N0/21b30BaTe/IN HE CMOTYT €ro OTMEHUTb U/ USMEHUTD.

Ecnu 3HaueHue npaBmaa He 3a4aH0, NMOJIb30BaTE/Ib CaM CMOMKET BK/IKOUYATb MM OTKOYATb GYHKLMIO CXKaTUA
AaHHbIX C MOMOLLbIO NPOKCU-CepBepa.

Mpumep 3HaueHus:
true (Android)
B Havasno

DefaultBrowserSettingEnabled

Caenatb Google Chrome 6pay3sepom no ymonyaHuto

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultBrowserSettingEnabled

MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
DefaultBrowserSettingEnabled

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 11
NopaepkmBaembie GpyHKLUM

OnHamunyeckoe obHoBneHWe npasua: Aa, Ona kaxkgoro npodunsa: Het
OnucaHue:


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

HacTtpauBaeT npoBepKy b6paysepa no ymonyaHuio B Google Chrome 1 3anpeLuaeT noib3oBaTes M U3SMEHATL ee
napametpbl. Ecav atoT napameTp BKAtoUeH, Google Chrome Bcerga npoBsepaeT Npu 3anycKke, ABASETCA M OH
6pay3epom Mo YMONYaHMIO, N NPU BO3MOXKHOCTM aBTOMaTMYECKN pernctpupyertca. Ecan napameTp OTK/IOYEH,
Google Chrome He npoBepseT, ABAAETCA M OH Bpay3epomM No YMOAYAHUIO, U HE MO3BOAAET NO/b30BaTeNt0
HacTpauBaTb 3TOT NnapameTp. Ecaun aToT napameTp He 3agaH, Google Chrome paspeluaet nosb3osartento
ynpasAsTb NPoBepKoi 6pay3epa Mo yMOAYaHMIO U MOKa30M COOTBETCTBYHOLLMX OMOBELLLEHWNNA.

Mpumep 3HaueHun:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

DefaultPrinterSelection

MpaBuna BbibOpa NpUHTEPA NO YMOAYAHUIO

Tun AaHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DefaultPrinterSelection

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
DefaultPrinterSelection

MNoapepxusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasn c Bepcuu 48
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 48

NoppepkmBaemble GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

MNepeonpeaenneTt npasuaa Bbibopa NpUHTEPaA NO YMOYaHMIO Ana cepsuca "Google Chrome".

Mpy NnepBOM MCMNOb30BaHMM QYHKLMM NevaTn B npodusie 3To Npasuio onpeaenseT NPUHLMNbI Bbibopa
npuHTEpa no ymon4vaHuto ana Google Chrome.

Ecnv npasuno HactpoeHo, Google Chrome BbINOAHWUT NOUCK NPUHTEPA, COOTBETCTBYIOLLENO BCEM YKa3aHHbIM
atpmbyTam. Mpun 3TOM B KauecTBe YCTPOMCTBA N0 YMOIYaHMIO ByaeT BbibpaH NepBblit U3 06HaPYKEHHbIX
NPUHTEPOB.

Ecnv npaBuao He HacTPOEHO WM NOAXOAALLMIA NPUHTEP HE HAAEH B HYXKHOE BPems, NO YMOYaHUIO
NCMO/b3YETCA BCTPOEHHbIN NpuHTep PDF. ECAn OH HegoCTyneH, NPUHTEP NO YMOYaHUIO He ByaeT BbibpaH.

3HauyeHWe UHTepnpeTUpyeTcs Kak 06bekT JSON B cooTBETCTBMM CO creaytouel cxemoli: { "type": "object”,
"properties": { "kind": { "description": "OrpaHnunTb 06/1aCTb NOMCKA NOAXOAALLENO MPUHTEPA HECKONbKMMM

yctpoiicteamu.”, "type": { "enum": [ "local", "cloud" ]} }, "idPattern": { "description": "PerynapHoe BbipaxeHue,

cooTBeTCTBYlOWEe aeHTUbMKaTopy NpuHTepa.”, "type": "string" }, "namePattern": { "description": "PerynapHoe

Bblpa*KeHne, COOTBETCTBYIOLLLEe OTOOparkaeMomMy Ha3BaHMIO NpuHTepa.”, "type": "string" } } }

MpuHTepbI, NogKrAtouyeHHble K cepsucy "Google Cloud Print", oTHocaTca K Tuny ""cloud"", a Bce octanbHble — K
Tmny ""local"". Ecnn nose oTcyTCTBYET, BbINOHAETCA NMOUCK BCEX 3HAYEHWUI. Hanpumep, ecam TUN NOAKAOYEeHUS
He yKasaH, QyHKLMA NpeaBapuTeIbHOro NPOCMOTPa 06HaPYKUT BCe NPUHTEPDLI — KaK 061a4Hble, TaK U
06bluHble. LLaboHbI perynsapHbIx BbipaXkeHUM L0MKHbI COOTBETCTBOBATb CUMHTaKcucy JavaScript RegExp.
Pernctp umeet 3HaveHue.

MpumeyaHue gas ycTpoiicte Ha naatpopme Google Chrome OS, noaaepxuBaowmx npunoxxeHma Android.

3T0 NpaBwUIo He BAMAET Ha NpuaoxeHus Android.
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Npumep 3HaueHUA:
"{"kind": "cloud", "idPattern": ".*public", "namePattern": ".*Color" }"
B Hayano

DeveloperToolsDisabled

OTKOUYUTb MHCTPYMEHTbI pa3paboTumka

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DeveloperToolsDisabled

MNpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
DeveloperToolsDisabled

Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 9
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

OTkntoyaeT MHCTpyMmeHTbl pa3paboTyumka 1 KoHconb JavaScript.

Ecnu aTOT napameTp BKAtoYeH, MHCTpYMeHTbl pa3paboTumKka HegoCTyNHbI U UX HeMb3A UCMOJIb30BaTb AN1A
aHanun3a canTos. TakKe Npu 3Tom He paboTatoT BbiCTpble KNAaBULIN U 31EMEHTbI MEHIO, MO3BOIAIOLLME
OTKpPbIBaTb VIHCTpYyMeHTbI pa3paboTynKka u KoHcob JavaScript.

Ecnv 3TOT NapameTp OTKAKOYEH MM He 3a4aH, MHCTPpYMeHTbI pa3paboTumKa 1 KoHcob JavaScript MoXHO
MCNob30BaTh.

MpumeyaHue ana ycTpoicTB Ha nnatpopme Google Chrome OS, noaaepusatowmnx npunoxenus Android.

3T0 NpaBUAO TaK¥Ke KOHTPOMPYET AOCTYN K pexkumy paspabotumka Android. Ecnm ycTaHOBUTbL A1A NpasBuna
3HayeHue True, NONb30BATENM NOTEPAIOT JOCTYN K peXMmy paspaboTunka. Ecam yctaHoBUTL ANA NpaBuaa
3HaveHue False nan He 3aaaTb 3HAYEHMeE, NOb30BATENN CMOTYT NOJYYNUTb JOCTYN K PEXMMY pa3paboTumKa,
HayKaB Ha HoMmep cbopKM B HacTporKkax Android cemb pas.

Mpumep 3HaYeHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

DeviceAllowBluetooth

Pa3pewnTb Bluetooth-noakntoueHune Ha ycTpoiicTee
Tun gaHHbIX:

Boolean
NoapepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 52
NopaepkmBaembie GpyHKLUM
dnHammyeckoe obHoBeHWe nNpasua: Het

OnucaHue:

Ecnu Bbl yKarkeTe 3HayeHue False, Google Chrome OS oTkatoumnT Bluetooth. Monb3oBaTeNb HE CMOMKET BKAHOYUTD
3Ty PyHKUMIO.
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Ecnu Bbl He cTaHeTe HacTpamBaTb NPaBU/IO UM YKaXKeTe 3HaYeHne True, Nosb30BaTe/lb CMOMKET BKAKYaTb U
oTKkAtoYaTh Bluetooth.

Monb3oBaTeNb HE CMOXKET USMEHMUTb U/IN OTK/IIOYNTb HAaCTPOEHHOE NPaBUo.

Bkntouns Bluetooth, nepesarpysute yctpoiicTeo. MNocne oTKAoYeHUS GYHKUMM 3TOFO AENaTb HE HYXKHO.
B Hayano
DeviceAllowNewUsers
PaspelumnTb co3aaHNe HOBbIX aKKayHTOB MO/ib30BaTe el
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 12

NoppepkmnBaemble GyHKLUMU

OnHamnyeckoe obHoBAeHMe Npasua: [a

OnucaHue:

YnpasnseT co3gaHMem HOBbIX aKKayHTOB noJsib3oBaTtesnelt B Google Chrome OS. Eciv 3Tv npaBuaa 3agaHbl
HEBEPHO, MONIb30BATE/NM, Y KOTOPbIX ELLE HET aKKAYHTA, HE CMOTYT BbINMOJIHUTb BXOA,

Ecnv 3T1 npaBmna 3agaHbl (N0 YMOAYAHMIO), MOXKHO ByAeT co34aBaTb HOBbIE aKKayHTbI, €C/IM 3TO He 3anpeL,eHo
npasunamm DeviceUserWhitelist.

MNpumeuaHue ana ycrpoicts HA nnatpopme Google Chrome OS, noaaepkuBatowmx npuaoxkeHuna Android.
3T0 NpaBuUaO onpeaensieT, MOXKHo A1 fo6aBaATb HOBbIX Nosib3oBaTenen B Google Chrome OS. OHo He
3anpeLlaeT Nosib3oBaTe/IAM BXOANUTb B AOMNOHUTE/NIbHbIE aKKayHTbl Google Ha ycTpolicTee Android. YTobbl
3anpeTuTb 3TO AeiNcTBMe, HacTponTe npasuao accountTypesWithManagementDisabled gns Android Kak Yactb
npasuna ArcPolicy.

B Hayano

DeviceAllowRedeemChromeOsRegistrationOffers

PaspeluaeT akTMBaumto HOHYcoB Yepes cayKby permctpauunn Chrome OS

Twun gaHHbIX:
Boolean

MNopapepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 26

Noppep:kuBaemble GpyHKLUMU
OunHamunyeckoe obHoBneHMe npasun: [a

OnucaHue:

KoHTpoAb 3a 4ocTynom nosib3oBaTenel K ciyxbe pernctpaunmn Chrome OS ans aktusaunm 60Hycos

Ecnn 3aaaHo 3Ha4eHMe true UAK NPaBMAO HEe HAaCTPOEHO, NOJIb30BATENN MOTYT MCNO/Ib30BaTh BOHYCbI Yepes
cnyx6y pernctpaunmn Chrome OS.

Ecnu 3apgaHo 3HayeHue false, NnoNb30BaATE/IN HE CMOTYT aKTUBUPOBATb 6OHYCbI.
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B Hayano

DeviceAppPack

CnuMCcoK paclwimMpeHunii B nakeTe NpuUIoKeHUn

Tun AaHHbIX:
List of strings

MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 19 ao sepcum 40

Moaaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpasuAa: [a

OnucaHue:
3To NpaBuUIO AENUCTBYET TONIbKO B KOMMEPYECKOM BEPCUM.
B Hem nepeyncneHbl paclUMpPeHMa, KOTOpPble aBTOMATUUYECKM 3arpyrKatoTcs A1A 4eEMO-PEXMMA B KOMMEPYECKOM
Bepcun. OHWN COXPaHSAIOTCSA Ha YCTPOMCTBE U NOC/IE 3arpy3KM MoryT BbiTb YCTaHOB/EHbI AaXKe 6e3 NoAKNoYEeHUA

K NHTepHeTy.

Kaxkaas 3anmcb CNucKa CoaepkuT c1oBapsb, B Nnose extension-id KOTOPOro A0NKeH BbiTb YKa3aH MAeHTUPUKATOP
pacwupeHus, a B none update-url — URL o6HoBNEHMUS.

B Hayano
DeviceAutoUpdateDisabled
OTK/l0YaeT aBTOMaTUYeCKoe 0bHOBAEHME
Twun gaHHbIX:
Boolean
MopaeprkuBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 19
Noppep:kmBaemblie GyHKLUMU
OuHamuyeckoe obHoBneHMe Npasun: [a
OnucaHue:

Ecnu BbIbpaHO 3HaYeHue "BKAOUYMTL", OTKAOYAET aBTOMaTUYeCKoe 06HOBAEHUE.

YcTpoictea Google Chrome OS aBToMaTMYeCKM NPOBEPAIOT HaMuMe 06HOBAEHWI, eCAn 3TOT NapameTp He
3a4aH UM BbibpaHo 3HayeHue "OTKAUUTL".

B Havasno
DeviceAutoUpdateP2PEnabled
BK/toYeHWe aBTOMATMYECKOro 0OHOBNEHUA B O4HOPAHIOBbIX CETAX P2P
Tun AaHHbIX:
Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 31

Noppep:kmnBaemble GyHKLUU
OnHamnyeckoe obHoBAeHMe NpaBuAa: [a
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OnucaHue:
OnpepenseTt, byaeT M UCNONb30BATbCA OAHOPAHIOBAA CETb P2P NPU 0OHOBAEHUM ONEPALMOHHON CUCTEMBI.
Ecnu 3apaHo 3HayeHne "True", obMeH AaHHbIMKM MeXay YCTpocTBaMmn U 06HoBAEHWE ByayT BbINONHATLCA B
cetu LAN, 4To NO3BOAUT COKPATUTbL NPOMYCKHYIO CNOCOBHOCTb 1 Neperpysky MHTepHeT-KaHana. Ecaum B cetn LAN
06HOBNIEHWNE HE NOAAEPKNBAETCSA, YCTPONCTBO BYAET CKaUMBaTb €ro Co crneLumanbHoro cepeepa. Ecam 3agaHo
3HayeHue "False" naun sHayeHme He 3a4aHO, 04HOPaHroBas ceTb He byaeT MCNo/1b30BaTbCS.

B Havasno

DeviceBlockDevmode

BAoKMpOBaTb pernm paspaboTunka

Tun gaHHbIX:
Boolean

Moppeprkusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 37

Noapep:kmBaembie pyHKLUU
OnHamuyeckoe obHoBneHMe npasun: [a

OnucaHue:

BroknpoBaTb pexxum paspaboTumka.

Ecnun ata nonntuka BrAoYeHa, Google Chrome OS He NO3BOJ/INT YCTPOMCTBY 3arpy»KaTbCA B peXkume
pa3paboTumnKa. MNpu nonbiTKe BbIOPaTb TaKOW perknum byaeT noKasaHo cooblueHne ob owwmnbke.

Ec/nv 3Ta NOAUTUKA BbIKNOYEHA MAN HE HACTPOEHA, PEXKMUM Pa3paboTymKa Ha AaHHOM YCTPOMCTBE OCTaHeTCs
JOCTYMHbIM.

MpumeyvaHue ana ycTpoicTB Ha nnatpopme Google Chrome OS, nopaepkuBalowmx npunoxeHuna Android.

3TO NPaBUIO KOHTPOAUPYET peXxnm paspaboTumka Google Chrome OS. YTo6bl 3anpeTnTb AOCTYN K PEXUMY
pa3paboTunka Android, HacTpoliTe npasuno DeveloperToolsDisabled.

B Hayano
DeviceDataRoamingEnabled
BKAOYMTb POYMMHT AaHHbIX
Twun gaHHbIX:

Boolean
NoppepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 12

Noppep:kuBaemble GpyHKLUMU

OunHamunyeckoe obHoBneHMe npasun: [a

OnucaHue:

YcTaHaBMBaeT BO3MOXKHOCTb A1 POYMUHIA AaHHbIX A1 YCTPOWCTBA. Ecam napameTp 3aaH, POYMUHT AaHHbIX
pa3speleH. Eciv HeT (Mo yMoAYaHUI0), POYMUHT AaHHbIX OyAeT HefoCTyMeH.

B Hayano

DeviceEphemeralUsersEnabled
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CTnpaTtb Nonb3oBaTe/IbCKME AaHHblE NPU BbIXOAe
Tun AQHHbIX:

Boolean
Moppeprkusaertca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 19
Noppep:kmuBaemble GpyHKUUMU
OnHamuyeckoe obHoBneHMe npasun: [a
OnucaHue:
OnpegenseT, byayT nm B Google Chrome OS coxpaHATbLCA IOKaNbHO AaHHble aKKayHTa nocae Bbixoga. Ecam atoT
napameTp 3aaaH, B Google Chrome OS He ByaeT NOCTOAHHbIX aKKAYHTOB U BCe AaHHble O ceaHce byayT yaaneHbl
nocne Bbixoga. Ecau »e 3Tn npasuna He 3a4aHbl (MO YMOIYAHUIO), HA YCTPOMCTBE MOTYT COXPAHATLCA
no/sib3oBaTeIbCKME AaHHble (B 3awnMdpoBaHHOM BUAE).
B Hayano
DeviceGuestModeEnabled
BKAIOYMTb FOCTEBOM PEXUM
Twun gaHHbIX:
Boolean
MNoppepknBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 12
NoppepknBaemble GyHKLUU
OnHamnyeckoe obHoBAeHMe Npasua: [a

OnucaHue:

Ecnu 3T npasuna 3agaHbl (Mo ymonyaHuio), B Google Chrome OS byaeT paspelleH BX0OZ B y4ETHOM 3anncu
rocts. FocTeBOM ceaHc NOAHOCTbI0 AaHOHUMEH U He TpebyeT BBOAa Napos.

Ecnun 3T npaBuna He ycTaHoBeHbl, B Google Chrome OS 6yaeT HEBO3MOXHO OTKPbITb FOCTEBOM CeaHC.
B Hayasno
DeviceldleLogoutTimeout
Talm-ayT ANA BbIXOAa U3 aKKayHTa
Tun paHHbIX:

Integer
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 19 ao Bepcum 40

Noppep:xuBaemble GpyHKUUMU

OnHamunueckoe ob6HoBNeHUe NpaBua: [a
OnucaHue:

3T0 NpaBUIO AEUCTBYET TO/IbKO B KOMMEPYECKOKN BEPCUU.

Ecaun ero 3HayeHue He PaBHO 0, nonb3oBaTensb, BOLIJE,CI,LIJVIIZ B AEMO-peXnme, aBToMmaTnyecCku BbIVIAET ns3
cncrtembl nocne 3agaHHOro nepnoaa 6e3,EI,EI‘/JICTBMF|.

3Ha4yeHune YCTaHaB/IMBAETCA B MUNI/TUCEKYHOAX.
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B Hayano
DeviceldleLogoutWarningDuration
Bpems nokasa npegynpexgeHnsa o Bbixoae
Tun AaHHbIX:

Integer
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 19 ao sepcum 40

Moaaep:knsaembie GyHKLUN

OnHamnyeckoe obHoBAeHMe NpaBua: [a
OnucaHue:

3TW NpasBuaa AeNCTBYIOT TO/IbKO B KOMMEPYECKOMN BEPCUMN.

Ecnun napametp "DeviceldleLogoutTimeout" 3agaH, 3TK npaBuaa onpeaenaoT AIUTENbHOCTb OTOBparkeHUA
npeaynpexaatolero coobuieHns, B KOTOPOM MAeT 06paTHOro oTcyeTa A0 BbIXOAA U3 aKKayHTa.

3HayeHuns 3TUX NPaBUA A0XKHbI ObITb YKa3aHbl B MUIMCEKYHAAX.
B Hayano
DevicelLocalAccountAutoLoginBailoutEnabled
MNoaneprkKa BbICTPbIX KAaBULW NPU BbIMONHEHUM ABTOMATUYECKOTO BXOA3
Twun gaHHbIX:
Boolean
NoppepknBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 28
Noppep:knBaemblie GyHKLUMU
OuHamuyeckoe obHoBNeHMe Npasun: [a
OnucaHue:
Mcnonb3oBaHWe 6bICTPbIX KAABMLL NPW BbINOJIHEHUM aBTOMATUYECKOTO BXOAa.
Ecnan ana npasuna 3agaHo 3HaveHue "true" nnm sHayeHne He 3aZaHO, a JIOKA/IbHbIN aKKAYHT YCTPOMCTBA
HACTPOEH Ha aBTOMATUYECKUI BXOZ 6€3 3aepiKKK, C MoMoLbto 6bIcTpbix Knasuw Ctrl + Alt + S B Google Chrome
OS MOXKHO NPONYCTUTb aBTOMATUYECKMIA BXOZ U OTKPbITb 3KPaH BX0Aa.
Ecnu 3apaHo 3HayeHue "false", aBTomaTnueckuit Bxoa 6e3 3agepKKu (eCcinm OH HacTPOEeH) Helb3A OTMEHUTD.
B Hayano
DeviceLocalAccountAutoLoginDelay
Taimep aBTOMATUYECKOrO BXOAA B ceaHce obLiero gocryna
Tun gaHHbIX:
Integer
NoapepxnBaertca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 26

NopaepkuBaembie GpyHKLUM
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OnHamnyeckoe obHoBAeHMe NpaBuAa: [a
OnucaHue:

3ap,ep>KKa dBTOMATUYECKOro BX0o4a BO BpeEMA CeaHCa 06u.|,ero AoCTyna.

Ecnu He 3apaHo npasuno |DevicelocalAccountAutologinld|, AaHHOe NpaBuao He AeicTByeT. B NpoTUBHOM
cnyyae:

ec/iv NpaBuIo 3a4aH0, OHO ONpeaenseT NPOAOC/IKUTENIbHOCTL BpemeHn 6e3aeincTBua nepes tem, Kak cuctema
aBTOMaTMYECKM 3anyCTUT ceaHc obLero A0CTyna;

€C/IN NPaBWIO He 3aZ3aH0, BPeMA OXKMUAAHUA cOCTaBUT O MUNNUCEKYHA,
3HayeHWe NpaBuaa 3a4aETCA B MUIUCEKYHIAX.
B Havasno
DevicelLocalAccountAutoLoginid
CeaHc obuero foctyna 4n4 aBToMaTUYeCKOro BXoAa
Tun paHHbIX:
String
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 26
Noppep:kmuBaemble GpyHKUUU
OnHamuyeckoe obHoBneHMe npasun: [a
OnucaHue:
CeaHc obuiero focTtyna, B KOTOpbIN ByAeT aBTOMATUYECKM BbINONHEH BXOZ NO NPOLLECTBUN BPEMEHU 334EPHKKMN.
Ecnun npaBuno 3agaHo, No NPoOLeCcTBUKN 3a4aHHOro BpemeHn 6e3aelicTBMA Ha 3KpaHe BXxoAa OyAeT BbINOIHEH
aBTOMATMYECKWNIT BXOZ, B YKa3aHHbIN ceaHc obuiero goctyna. CeaHc obuiero goctyna HeobxoaMmo HacTpouTb
3apaHee (cm. | DevicelocalAccounts|).
Ecnn npaBuao He 3a4aHO, aBTOMATUYECKUIA BXOL, He ByAeT BbINOHATLCS.
B Havasno
DeviceLocalAccountPromptForNetworkWhenOffline
Mpw OTCYTCTBMM NOAKNHOYEHMA MOKA3bIBaTb 3aMpPOC Ha HAaCTPOMKY CeTH
Tun AaHHbIX:
Boolean
MoapeprknBaeTca B:
e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcuu 33
Noppep:xuBaemble GpyHKUMMU
OnHamunueckoe ob6HoBNeHUe NpaBua: [a

OnucaHue:

an OTCYTCTBUU NOAKNIHOHYEHUA NOKA3bIBATb 3aNpoC Ha HaCTpOﬁKy cetn.
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Ecnv 3To NpaBMAO He HAaCTPOEHO MK BKAtOYEHO (3HadeHue True), a ANA aKKayHTa Ha YCTPOMCTBe 3a4aHo
MrHOBEHHOEe aBTOMaTUYecKoe NoAKYeHNe, TO NpU OTCYTCTBMM A0CTyna K MHTepHeTy Google Chrome OS
6yAeT NoKasbiBaTb 3aMNPOC Ha HAaCTPOMKY CETU.

Ecnn 310 NpaBmo BbiKAOYEHO (3HauYeHue False), BMecTo Takoro 3anpoca byaeT BbiBOAMTbLCA coobleHMe 06
olwmnbKe.

B Havasno
DevicelLocalAccounts
JIOKanbHble akKayHTbI
Tun gaHHbIX:
List of strings
Moppeprkusaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 25
Noapep:kmBaembie pyHKLUMU
OnHamuyeckoe obHoBneHMe npasun: [a
OnucaHue:
MoKa3biBaTb JIOKa/IbHbIE aKKayHTbl, NPUBA3AHHbIE K YCTPOMCTBY, Ha CTpaHULEe BXOAa.
Karkaana cTpoka cogepuT BHYTPEHHUN MAEHTUPUKATOP aKKayHTa, NOMOratoLWwmii OTINYATb UX APYT OT gpyra.
B Havasno
DevicelLoginScreenDomainAutoComplete
BKk/tovaeT aBTO3ano/IHEHME OMEHA BO BPEMA BXO4A B aKKAyHT
Tun paHHbIX:
String
NoapepknBaeTca B:
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 44
Noppep:knBaemble GyHKLUMU
OnHamunyeckoe obHoBeHWe npasua: [la
OnucaHue:
Ecnn npaBuao He HAaCTPOEHO MM ero 3HaveHue He 3agaHo, Google Chrome OS He 6yaeT BKAOYATD
aBTO3aMNO/IHEHME B NPOLEeCcce BXOAA B aKKayHT. EC/iM Bbl yKaKeTe B KaYecTBe 3HauyeHUs oMeHHoe umsa, Google
Chrome OS BKAtOUUT aBTO3anoiHeHKe. Mlocsie 3TOro NPy BXoAe B aKKayHT MOXKHO ByAeT BBOAUTb TO/IbKO MMS
nosnb3oBaTens (6e3 gomeHa). Mpn HEOBXOAMMOCTM NOJIb30BaTE/Ib CMOXKET YKa3aTb APYroi JOMEH BMECTO
npeaaoXeHHoro.
B Havasno
DevicelLoginScreenPowerManagement
YnpaBieHMe NUTaHWeM Ha SKpaHe BXxoaa
Tun AQHHbIX:
Dictionary

MoapeprknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 30
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpaBuA: [a
OnucaHue:

YnpaB/ieHMe 3N1eKTponMTaHMEM Ha 3KpaHe Bxoga B Google Chrome OS.
370 npaBuao NossoaseT BbibpaTb AelcTeus Google Chrome OS nocne onpeaeneHHOro NeprMosa HeakKTMBHOCTMH,
ecnv oTobparkaeTca aKkpaH Bxoaa. OHO peryimpyeT cpasy HECKOJIbKO HAacTpoeK. [lnanasoHbl 3Ha4YeHUM gan
KaXKAOW M3 HUX 3a4at0TCA C MOMOLLIO OTAE/NbHbIX MPaBUA YNPaBAEHUA SNEKTPONUTAHNEM BO BPEMA ceaHca. B
AAHHOM C/ly4ae AN1A YKa3aHHbIX NPaBua AEeNCTBYIOT TO/IbKO ABa OrpaHnyeHus: — MNocne nepnoaa HeakKTUBHOCTH
WM NPU 3aKPbITUKN KPbILLKM HENb3A NPEKPaTUTL ceaHc. — Mpwu paboTe OT ceTu 3NEKTPONUTAHMA NO YMOAYAHUIO
nocse ycTaHOBAEHHOrO Nepuoaa HeaKTMBHOCTM YCTPOMCTBO BbIK/AOYAETCA.
Ecnn He 3aaaHa KakaAa-1Mbo M3 HaCTPOEK, ANA HEE UCMONb3YETCA 3HAYEHME NO YMOUYAHUIO.
Ecnn He 3a4aHO NPaBMAO, 3HAYEHUA MO YMOYAHUIO UCMONBL3YIOTCA A1A BCEX HACTPOEK.

B Hayano

DevicelLoginScreenSaverld

DKpaHHasA 3acTaBKa, UCNosibayemas A4/1A 3KpaHa BX04a B KOMMEpPUYECKOM Bepcum

Twun gaHHbIX:
String

NoapepknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcumn 19 ao sepcum 40

NoppepkmBaemble GyHKLUMU
OnHamnyeckoe obHoBAeHMe Npasua: [a

OnucaHue:
9T0 NpaBuUIO AENCTBYET TONIbKO B KOMMEPYECKON BEPCUM.
OnpepenaeT naeHTUPUKATOP pacLUMPEHUNA ANA UCNONb30BaHMA B KAYECTBE 3aCTaBKM Ha 3KpaHe BXoAa.
PaclumpeHne fonXKHO BXOAUTb B COCTaB NaKeTa NPUIOXKEHWI ANA AaHHOMO OMEHA, 3a4aHHOro B Npasuie
DeviceAppPack.

B Hayano

DeviceloginScreenSaverTimeout

Bpema oXKnaaHWA 3aCTaBKM Ha 3KpaHe BXO4a B KOMMEPYECKOM BEPCUM

Twun gaHHbIX:
Integer

MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasd ¢ Bepcumn 19 ao Bepcum 40

Noapep:kmBaemblie pyHKUUMU

OnHamunueckoe ob6HoBNeHUe NpaBua: [a

OnucaHue:

31N npasuaa ,EI,EI‘/JICTBYIOT TO/IbKO B KOMMepHeCKOﬁ Bepcun. OI'IpeLI,EI'IFIET ANNTENBbHOCTb OTO6pa)KeHI/IF| 3aCTaBKM
Ha 3KpaHe BXO4a B KommepquKon Bepcun.

3Ha4yeHunA aTUX npasun OO/TXKHbI 6bITb YKa3aHbl B MUITUCERYHOAX.
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B Hayano
DeviceMetricsReportingEnabled

BKNOUNTb Nepenavy cTaTucTuyeckor nHdopmauum
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 14

Moaaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpasuAa: [a

OnucaHue:
YnpaBaseT oTnpaBKOM CTaTUCTUYECKOM MHopmauum 06 ncnonbsoBaHum B Google. Ecan napametp 3aaaH,
Google Chrome OS 6yaeT oTnpaBAATb COOTBETCTBYIOLLYIO MHPopMaLmio. Ecin HeT (Mo ymondyaHuio), oTnpaska
CTaTUCTUKK ByaeT 3anpeLeHa.

MpumeuaHue gaa ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xusarowmx npunoxkeHua Android.
3TO NPaBUIO TaK¥Ke KOHTPOIMPYET CO0p AaHHbIX 06 MCNONb30BaHWUK U guarHocTMke Android.

B Hayasno

DeviceOpenNetworkConfiguration

KoHburypaumm cetm Ha ypoBHe yCTPOKCTBa

Twun gaHHbIX:
String

NoapepxuBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 16

Noppep:knBaemblie PyHKLUMU
OuHamuyeckoe obHoBNeHMe Npasun: [a

OnucaHue:
Mo3BonseT NPUHYAUTENBHO NPUMEHUTL KOHOUTYpaLIMIO CETU ANA BCEX NONb30BaTeen ycTpolicTea Google
Chrome OS. KoHdurypauus cetn npeacrasnset coboit ctpoky B popmate JSON cornacHo ctaHgapty Open
Network Configuration, onncaHHomy Ha ctpanuue https://sites.google.com/a/chromium.org/dev/chromium-
os/chromiumos-design-docs/open-network-configuration.

MpumeyaHue ana ycTpoicTe Ha nnatpopme Google Chrome OS, nopaeprkuBatowmx npunoxeHua Android.

MpunoxkeHna Android moryT Mcnoib30BaTb CETEBbIE HACTPONKM U cepTudMKaTh LLC, yKazaHHbIe C NOMOLLbIO
3TOro NpaBMAa, HO IMLLEHbI OCTYNa K HEKOTOPbIM NapameTpam KoHdUrypawumu.

B Hayano

DevicePolicyRefreshRate

YacTtoTa 06HOB/IEHMIA NONUTUKM YCTPOMUCTB
Twun gaHHbIX:

Integer
Moapep:knBaeTca B:
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e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11

Noppep:knBaemblie PyHKLUMU
OnHamunyeckoe obHoBeHUe NpaBua: a
OnucaHue:

3afaeT NepMogmMUYHOCTb B MUIZIMCEKYHAAX, C KOTOPOW B CNY*KOY ynpaBieHMA yCTPOMCTBOM HamnpaBaatoTcA
3anpocbl 0 NO/INTUKE NONb30BATENA.

YcTaHOBKa 3TOro npasuaa nepeonpeaenser 3HadyeHne no ymoa4aHuio, pasHoe 3 yacam. [lonycTmble 3HaUYeHUA:
ot 1 800 000 (30 muHyT) Ao 86 400 000 (1 aeHb). /ltobble 3HaYeHUs, BbIXoAALLME 33 NpeAeNbl 3TOro AManasoHa,
6yayT NnpMBeAeHbl K COOTBETCTBYIOLLEN Npeae/bHOW BenUnHE.

Ecnun 310 NnpaBuno He yctaHoBneHo, Google Chrome OS 6yaeT ncnonb3oBaTh 3HAaYEHME MO YMOAYaHUIO: 3 Yaca.

Ecnv nnatdopma nopaeprUBaeT yBeAOMIEHNA O MOAUTUKAX, TO 3HaYeHMe bygeT ycTaHOBAEHO Ha 24 yaca
(MrHOpMpys Bce 3HAYEHMA NO YMOMAHUIO M YCTAHOBKM NMpaBuaa), NOTOMY YTO Npu YBeAOMNAEHUAX
aBTOMATUYECKM AOJIKEH OTMNPABAATLCA 3aNPOC 0OHOBNAEHUSA, €C/IM MOSIUTUKM BblIM M3MeHeHbI. Kak cnepacraue,
6onee yacTble 06HOBNAEHWUA CTAHOBATCS HE HYXKHbI.

B Hayano
DeviceQuirksDownloadEnabled

PaspewnTb annapaTHbIM NpoduUaAM OTNPaBAATb 3anpockl Ha cepeep Quirks
Tun gaHHbIX:

Boolean
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 51

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: [a
OnucaHue:

Cepsep Quirks npegocTasnseT ¢palinbl KOHGUTypauumn ans annapatHoro obecnedyeHus, Hanpumep |CC-npoduam
ANA KaNMBPOBKM MOHMUTOPOB.

Ecnun 3apaTh 3HayeHue False, ycTpolicTBO He ByAeT NblTaTbCA YCTAHOBUTL CBA3b € cepBepom Quirks s
CKaumBaHua $aiinoB KOHPUTypaLuu.

Ecnu 3apaTh 3HaveHuMe True nam He HacTpamBaTb 3TO Npasuio, To Google Chrome OS byaeTt aBToMaTUYECKM
CBA3bIBATbLCA C cepBepom Quirks, ckaumsaTb paiinbl KOHPUTypaLMK (MPU HAIMYMKM) U COXPAHATb UX Ha
ycTpovictee. Takne dpaiibl MOTyT UCMONb30BaTLCA, HANPUMeEP, A1A YAyYLIeHMA KadecTBa 30bparKeHUA Ha
NOAKAOYEHHbIX MOHUTOPAX.

B Hayano
DeviceRebootOnShutdown
ABTOMaTUYeCKadA nepesarpy3Ka npu BbIKAOYEHUM YCTPOMUCTBA
Tun gaHHbIX:
Boolean

Noapepxusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 41
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpaBuA: [a
OnucaHue:

Ecnu Bbl BbibepeTe 3HayYeHue False unu He cTaHeTe HacTpaumBaTb nNpasuno, Google Chrome OS nossonuT
Nonb30BaTE/O BbIK/OYATb YCTPOCTBO. Ecnm Bbl BbibepeTe 3HayeHue True, Google Chrome OS 6yaet
nepesarpy»aTtb YCTPOMCTBO BMECTO BblKAtoueHUA. B nntepdeice Google Chrome OS Bce KHOMKM BbIKAOYEHUA
6yayT 3amMmeHeHbl KHOMKaMu nepesarpyskn. OgHaKo ecnum Noab30BaTe b HAXKMET KHOMKY NUTAHWUA, YCTPOMUCTBO
He nepes3arpysnTca aBTOMATUYECKN, AaXKe ec/In NPaBU/IO HACTPOEHO.

B Hayasno
DeviceShowUserNamesOnSignin
MokasaTb MMeHa Nosb30BaTe el Ha 3KpaHe BXo4a
Tun gaHHbIX:
Boolean
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 12
Noppep:kmuBaemble GpyHKLUMU
OnHamuyeckoe obHoBneHMe npasun: [a
OnucaHue:
Ecnu 3T npasuna 3agaHbl (no ymonyaHuio), B Google Chrome OS 6yayT oTobpakaTbCs CyllecTBytowme
Nno/sb30BaTeNN C BOSMOXHOCTbIO MX Bblbopa. Ecam aTn npasuna He 3aaaHbl, B Google Chrome OS npu Bxoae
6yAyT MCNoNb30BaHbI MOACKA3KM AN UMEHM NO/Ib30BaTENA AW Napons.
B Hayvasno
DeviceStartUpFlags
CucTeMHble HACTPOWMKHM, AercTeytowme npu 3anycke Google Chrome
Tun paHHbIX:
List of strings
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 27
Noppep:kmuBaemble GpyHKLUU
OnHamuyeckoe obHoBNEHMe Npasua: Het

OnucaHue:

OnpegaenseT, KakvMe HaCTPOMKKM ByayT NpumeHATbCA Npu 3anycke Google Chrome. OHM MCMONB3YIOTCA TONLKO HA
9KpaHe BXO4A U He PacnpOoCTPaAHAIOTCSA Ha CeaHCbl NoJib3oBaTesen.

B Hayano
DeviceStartUpUrls
3arpy»KaTb B IEMOHCTPALMOHHOM PeXMME yKaszaHHble BEO-CTpaHMLbI
Twun gaHHbIX:
List of strings

Noapepxusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuun 19 go Bepcum 40
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpaBuA: [a
OnucaHue:

3TW NpasBuia AeNCTBYIOT TO/IbKO B 6a30BOM pexkume.

OnpegaenseT Habop URL-aapecos, KOTOpbIe 3arpy»KatoTcs B AEMOHCTPALMOHHOM ceaHce. ITu npasuia
NpPeBaNMpPyIoT Hag, APYTMMM BO3MOMKHOCTAMM A1 HACTPOMKM CTAapTOBOW CTPaHWUUbI. VX Henb3Aa NPUMEHUTD K
KOHKpPETHOMY No/1b30BaTelo.

B Hayano
DeviceTargetVersionPrefix

Bbibop Bepcun aBTOOOHOBEHUA
Tun AaHHbIX:

String
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 19

Noppep:knBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: [a
OnucaHue:

HacTpauBaeT ueneBylo Bepcuto a5 aBTOoOHOB/IEHUN.

3apaet npeduKc Bepcum, Ao KoTopoi Heobxogmmo obHoBUTb Google Chrome OS. Ecan Ha ycTpolicTee
ycTaHoBneHa bosee crtapas Bepcus, M0 6yaet o6HOBAEHO A0 Noc/eAHen BEPCUN C YKa3aHHbIM NpedrKCom.
Ecnu e ycTaHoBNeHa bonee HoBasA Bepcus, BO3BpaTa K Npeaplaylen He nponsongeT. B npumepax HUKe
nokasaH ¢opmat npedukKca.

"" (He HacTpoeHO): obHOBNEHMe A0 Noc/eaHel AoCcTynHoM Bepcuu. "1412.": o6HoBNEeHMe A0 06O
npomeKytouyHon sepcum 1412 (Hanpumep, 1412.24.34 unn 1412.60.2). "1412.2.": obHOBNEHME A0 ntobon
npomekyTouHom Bepcumn 1412.2 (Hanpumep, 1412.2.34 nnn 1412.2.2). "1412.24.34"; obHOBNEHME [0
onpeaeneHHon Bepcuu.

B Hayasno
DeviceTransferSAMLCookies
MNo3BonseT nepegasatb ¢annbl cookie noctasLmKa ycnyr ayteHTMdPUKaumm SAML npu BxoAe B aKKayHT
Tun paHHbIX:

Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 38

Noppep:xuBaemble GpyHKUUMU

OnHamunueckoe ob6HoBNeHUe NpaBua: [a

OnucaHue:

OnpepgenseTt, 6yayT v ayTeHTUPUKAUMOHHbIE daiinbl cookie OT NocTaBLMKa MAEHTUDUKALMOHHON
nHpopmaumn SAML nepenaBatbca B Npoduab NOAb30BATENA NPU BXOAE B aKKAYHT.
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Korga nponcxoamT ayTeHTUGUKaLMA C UCNOJIb30BaHNEM NOCTaBLLMKA UAEHTUDMKAUMOHHON nHopmaLmm
SAML, dainbl cookie oT nocTaBLLMKaA CHaYyaia COXPaHALOTCA BO BpemeHHOM npodune. OHM MmoryT bbiTb
nepegaHbl B OCHOBHOM Npodun/ib, 4TOObI COOOLNTL O COCTOAHUN ayTEHTUDMKALUNMN.

Koraa ans npasuna BbibpaHo 3HayYeHue True, dainibl cookie oT NocTaBLLMKa NepeaatoTcsa B NPOPub KaxKapbli
pas, Korga npoucxoauT ayTeHTUPUKALMA C UCMOIb30BAHMEM 3TOMO NOCTABLUMKA.

Koraa BbibpaHo 3HayeHMe False nam npaBmao He HAacTPoeHo, dalinbl cookie OT NocTaBLWMKA NepesatoTca B
npo¢duab NONb30BATENSA TO/ILKO NPY NEPBOM BXOE B aKKAYHT Ha yCTpoMcTBe.

9TO NPaBUAO NPUMEHSETCA TOSIbKO B TOM C/ly4ae, eC/iM AOMEH B UMEHW NONb30BATENA COBNAAAET C AOMEHOM, K
KOTOPOMY MpPMBA3aHO YCTPOMCTBO. B ocTanbHbIX cayyanx ¢pannbl cookie oT nocTaswmKa nepeaatorca B npodub
TO/IbKO NPY NEPBOM BXOZE B aKKaYHT HA YCTPOMCTBE.

MpumeyaHue ana yctpoucTs Ha naarpopme Google Chrome OS, noaaeprxusarowmnx npunoxeHua Android.
MpunoxeHna Android He MoryT NnoayunTb ZOCTYN K paitnam cookie, nepeHeceHHbIM B Npoduab Nob3oBaTens.

B Havasno

DeviceUpdateAllowedConnectionTypes

PaspelueHHble TUMbl NOAKAOYEHWNI o5 3arpy3Kn 06HOBAEHW

Tun gaHHbIX:
List of strings

Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 21

Noapep:kmBaemblie pyHKLUMU
OnHamuuyeckoe obHoBneHMe npasun: [a

OnucaHue:
TuNbl NOAK/OYEHWNI, KOTOPbIE Pa3peLlaeTca UCNOb30BaTb ANA CKauMBaHMA ob6HoBneHu OC. M3-3a 6onbworo
pa3mepa $anifioB CKaUMBAHME MOXKET NEpPErpyKaTb coeanHeHNe N TPeboBaTb JOMNOJHUTENbHbIX PACXOA0B.
MoaTomy nepeaaya Yepes CeTU C BbICOKOW CTOMMOCTbIO TpaduKa, Takme Kak WiMAX, Bluetooth u ceTb cotoBom
CBA3M, MO YMONYAHUIO OTKAIOYEHA.
MopneprkmBatoTca caeayrowme Tmnbl noakaoveHmii: ethernet, wifi, wimax, bluetooth u cellular.

B Hayano

DeviceUpdateHttpDownloadsEnabled

Pa3pewnTb aBTOMaTUYECKOE CKauMBaHWe o6HOBNAEHUI No npoTokony HTTP

Twun gaHHbIX:
Boolean

NoapepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 29

Noapep:kmBaembie pyHKUUMU

OunHamunyeckoe obHoBneHMe npasun: [a

OnucaHue:

ABTOMaTU4YecKoe obHoBNeHUe Google Chrome OS MOXKHO BbINOAHATL No NpoTokony HTTP, a He HTTPS. 310
obecneymBaeT NPO3PaYHOCTb KelMpoBaHUA GaitoB NpU CKauMBaHUMU.
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Ecnu 3apaHo 3HaveHume true, To Google Chrome OS 6yaeT NbiTaTbCA CKAa4YMBaTb aBTOMATHMUECKNE 0BHOBAEHNA NO
npotokony HTTP. Ecan 3agaHo 3HadyeHue false nam npaBmno He HacTpoeHo, 06HOBAEHUA ByayT CKa4YMBaTbCA NO
npotokonay HTTPS.

B Havasno
DeviceUpdateScatterFactor
MaKcrMmanbHana 3agepKKa aBTOObHOBAEHMA
Tun gaHHbIX:

Integer
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 20

Noppep:knBaemble PyHKLUMU
OnHamnyeckoe obHoBAeHMe Npasua: [a
OnucaHue:

Bpema (B ceKpr,ax), KOTOpOE MOXeET I'IpOVITVI OT noAB/NeHMA 0BHOBNEHUSA Ha cepBepe 0 ero CKavynBaHuA Ha
yCTpOVICTBO. 370 Bpema onpegenaeTca Kak ATIMTENIbHOCTbIO CaMOro CKa4nBaHUA, Tak U YyactoToMn NPOBEPOK Ha

Ha/nume ob6HOBNEHUA. 3agaeTca MakcMmanbHoe BpemaA 3a4epPKN, N0 ncte4yeHnn KoToporo aBTOOb6HOBNEHUE
TOYHO 6YAET BbIMNOJ/IHEHO.

B Havasno
DeviceUserWhitelist
CnnCcoK paspeLleHHbIx Nosib30BaTeNEN
Tun gaHHbIX:
List of strings
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 12
Noppep:kmuBaemble GpyHKLUU
OnHamuyeckoe obHoBneHMe npasun: [a
OnucaHue:
OnpeaenaeT CNMCOK NO/Ib30BaTe e, KOTOPbIM pa3peLleH BXOA Ha YCTPOMCTBO. D1I€MEHTbI CNIUCKA MMEeHoT
dopmat user@domain (npumep: madmax@managedchrome.com). YTo6bl £06aBUTb B LOMEH NPOU3BOLHOIO

no/ib3oBaTeNs, UCNoNb3yiTe an1emeHTbl B popmate *@domain.

Ecnv 3TO NpaBuWIO He HAaCTPOEHO, OrpaHUYEeHNI ANs Noab3oBaTesnei HeT. ObpaTuTe BHUMAHME Ha TO, YTo ANA
CO3JaHuA HOBbIX NO/Ib30BaTeIeil He0bX0AMMO NPABUILHO HacTpouTb Npasuno DeviceAllowNewUsers.

MpumeuaHue gaa ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.
3T0 npasBuio onpeaensaeT, KTo MOXKeT HadaTb ceaHc Google Chrome OS. OHo He 3anpelaeT No/ib3oBaTenam
BXOAMTb B AOMNOJIHUTENbHbIE aKKayHTbl Google Ha ycTpolictee Android. YTo6bl 3anpeTuTb 3TO AENCTBUE,
HacTponTe npasuao accountTypesWithManagementDisabled gns Android Kak yacTtb npasuna ArcPolicy.

B Hayasno

Disable3DAPIs

OTKAoueHne noaaepkm APl TpexmepHon rpadmkm
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TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\Disable3DAPIs
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
Disable3DAPIs
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 9
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 11

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

OTKkAtoyaeT noanepKky APl TpexmepHon rpaduKku.

YKa3aB 3HaueHue True, Bbl 3anpeTnTe Be6-CTpaHULAM A0CTYN K rpadmyeckomy npoueccopy KomnbtoTepa. B
YyacTHOCTU, BEB-CTpaHMLbI He cMoryT ucnonb3osaTb WebGL API, a nnarnHbl — Pepper 3D API.

YKasaB 3HayeHue False, Bbl paspewwmnte Beb-cTpaHnuam ncnonb3osatb WebGL API, a nnarnHam — Pepper 3D API.
OpfHaKo, COrlacHO HacTpOMKam Mo ymon4YaHu o B bpaysepe, aprymeHTbl KOMaHAHOM CTPOKM MOTyT
nepegasaTbCA 414 UCNOAb30BaHMA API.

Ecnn gna npasuna HardwareAccelerationModeEnabled 3agaHo 3HauyeHue False, To napametp Disable3DAPIs
NUrHopupyeTca (cuMTaeTcs, YTo eMmy NPUCBOEHO 3HavYeHue True).

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

DisablePluginFinder

YKasaTb, HYXXHO /I OTKO4aTb MOWUCK NIAarMHOB

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisablePluginFinder

MpepgnouytutenbHoe Ha3BaHue aaa Mac u Linux:
DisablePluginFinder

NoppepxknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 11
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 11

NoppepknBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Ja, Ana kaxkgoro npoduna: Het
OnucaHue:

Ecnv aToT napameTp BKAtoYeH, Google Chrome He BbINOHAET aBTOMATUYECKUIA MOUCK M YCTAaHOBKY
OTCYTCTBYIOLLMX NIArMHOB. ECAM 3TOT NapameTp BbIKAOYEH UM He 33aH, aBTOMATUUYECKMI1 NOUCK aKTUBEH.

Mpumep 3HaueHuA:
0x00000001 (Windows), true (Linux), <true /> (Mac)

B Hayano

DisablePrintPreview (yctapeno)
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OTKAoYaeT npeaBapUTe/ibHbIN MPOCMOTP NevyaTt (MpasBmo ycTapesno)
TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisablePrintPreview
MpeanoututenbHoe HassBaHue gaa Mac um Linux:
DisablePrintPreview
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcuu 18

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: Het, Ons Kaxgoro npoduns: Aa
OnucaHue:

OTKprBaTb CNCTEMHOE AMaNIoroBoe OKHO NeYyaTn BMeCTO OKHa npeaBapuTesibHOro npocmoTpa.

Korga aToT napameTp yctaHossieH, Google Chrome oTKpbiBaeT CUCTEMHOE OKHO BMECTO BCTPOEHHOIO OKHa
npesBapuUTeNIbHOro MPOCMOTPa NPU NeYaT CTPaHMULBbI.

Ecnv napameTp He ycTaHOBNEH WM 3a4aH0 3HayeHue false, npu nevyaTn 6yaeT OTKPbIBATLCA OKHO
npeABapuUTe/IbHOro NPOCMOoTpa.

Mpumep 3HaueHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

DisableSSLRecordSplitting

Mo3BonseT oTkAtounTb TLS False Start

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisableSSLRecordSplitting

MpepgnouytutenbHoe Ha3BaHue aaa Mac u Linux:
DisableSSLRecordSplitting

NoppepxknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 18 go Bepcumn 46
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 18 ao Bepcum 46

Noppep:knBaemble GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: [a, Ana kaxkgoro npoduna: Het
OnucaHue:

Mo3BonseT oTKAUUTL onTUMM3aLmio TLS False Start. HazBaHue DisableSSLRecordSplitting cBa3aHo ¢ uctopuen
npasuna.

Ecnu Bbl yKarkeTe 3Ha4eHWe False nnum He cTaHeTe HacTpanBaTb NPaBMAO, TO MCNoAb3oBaHMe TLS False Start
6yaeT paspelweHo. Ecin Bbl yKaxeTe 3HayeHue True, ucnonb3osaHue TLS False Start 6yget 3anpeleHo.

Mpumep 3HaueHun:
0x00000001 (Windows), true (Linux), <true /> (Mac)

B Hayano

DisableSafeBrowsingProceedAnyway
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3anpeT nepexoga co CTpaHuLbI NpegynpexaeHmsa besonacHoro npocmoTpa

TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisableSafeBrowsingProceedAnyway

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
DisableSafeBrowsingProceedAnyway

HasBaHue orpaHuuyeHus ana Android:
DisableSafeBrowsingProceedAnyway

MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 22
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 22
e Google Chrome (Android) HauuHas c Bepcun 30

Moaaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHWe npasua: Aa, Ana Kaxkgoro npodunsa: Aa
OnucaHue:

PyHKUMA 6e30MacHOro NPOCMOTPa OTOOPAXKAET CTPAHMULY NPeaynpeXAeHNA, KOr4a N0Ab30BaTe b NblTaeTcA
nepemnTn Ha NOTEHLMANbHO ONACHbIN CAalT. ECIM BKAOYMTL 3TOT NapameTp, No/ib3oBaTeIn HE CMOTyT
NepexoAnTb Ha CanTbl, 415 KOTOPbIX MOABAAKOTCA TakKMe npeaynpexaeHus.

Ecnm 3TOT napameTp OTK/IIOYEH UM He HaCTPOeH, N0J1Ib30BaTe/I MOTYT CaMM pellaTb, NepexoanTb /I Ha
noTeHUMaNbHO ONacHble canTbl.

MNpumep 3HaueHus:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayasno

DisableScreenshots

3anpeT co34aHUA CKPMHLIOTOB

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisableScreenshots

MpeanoututenbHoe Ha3saHue gaa Mac u Linux:
DisableScreenshots

Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 22
e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcumn 22

Noppep:kmnBaemble GyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het
OnucaHue:

3anpeu.|,aeT CO34aBaTb CKPUHLLOTLI.

Ecnn sTOT napameTp BKIOYEH, MONb30BATE/Ib HE MOMKET CAEMATb CKPUHLLOT C MOMOLLLbHO BbICTPbIX KAaBUL UK
API pacwmpeHus.

Ecau stoT napameTp OTK/KYEH NN HE HAaCTPOEH, CO34aBaTb CKPUHLWOTbI MOXKHO.

Mpumep 3HaueHun:
0x00000001 (Windows), true (Linux), <true /> (Mac)


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

B Hayano
DisableSpdy (ycrapeno)

OTKntoveHme npoToKona SPDY
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisableSpdy
NpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
DisableSpdy
HasBaHue orpaHuuyeHus ans Android:
DisableSpdy
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcum 8 oo Bepcun 53
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11 oo Bepcum 53
e Google Chrome (Android) HaunHas c Bepcum 30 Ao Bepcun 53

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het
OnucaHue:

3TO nNpasBu/Io NepecTasno nogaep*mnsatbca B M53 1 66110 yaaneHo B M54 BciieAcTBME OTKAOYEHUA NOAAEPIKKM
SPDY/3.1.

3anpeuwaeT ucnosibzosaHue npotokona SPDY B Google Chrome.

Ecnu aTo npaBuno BKAOYeHO, npoTokon SPDY B Google Chrome 6yaeTt HeaocTyneH.
Ecnu 31O NpaBUNO BbIKNKOYEHO, NPOTOKOA SPDY MOXKHO ByaeT MCno/b30BaTh.

Ecnu 310 NpaBuNO He ycTaHOB/EHO, NPOoTOKoA SPDY ByaeTt gocTyneH.

Mpumep 3HaYeHUA:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayasno

DisabledPlugins

CnMCOK HeaKTUBHbIX NOAKAOYaEMbIX MOoAy el

Twun gaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisabledPlugins

MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
DisabledPlugins

NoppepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HaumHas c Bepcumn 8
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 11

NoppepkmBaemble PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkagoro npoduna: a
OnucaHue:
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3apaeT CNUCOK NNArMHoB, KOTOpble OO01KHbI 6bITb OTK/IHOYEHDBI B Google Chrome, 1 3anpeLlaeT Nnob3oBatenam
U3MEHATb ero.

N5 3ameHbl 0TAENbHbIX CUMBOJIOB AN UX NOCEA0BaTEe/IbHOCTEN MOXKHO MCMO/1b30BaTb NOACTAHOBOYHbIE
3HaKMK: 3B€3404KY (*) 1 BonpocuTenbHbIM 3HaK (?). 3Be34,04Ka 3aMeHseT 1toboe KONNMYecTBO CUMBOJIOB, a
BOMPOCUTE/IbHbIN 3HaK COOTBETCTBYET O4HOMY CUMBOJY UK €ro OTCYTCTBUIO. YTOObI BBECTU CMMBOJI 3BE34,04KM
WM BOMPOCUTE/bHbIN 3HAK Kak TakoBoW, AobasbTe nepes HUM 0bpaTHyto Kocyto uepTy (\).

Ecau stoT napameTp BKZIKOYEH, YKa3aHHbI€ N1arnHbl 3a6I'IOKMpOBaHbI B Google Chrome 1 oTmeueHbl Ha
CTpaHuue about:plugins KaK OTK/AtoYeHHble. [onb3oBatenu He MOTYT UX BKTHOYUNTD.

Ob6paTtute BHMMaHUe Ha To, 4To npasuna DisabledPlugins n DisabledPluginsExceptions nmetoTt npuoputet nepes,
3TMM NPaBU/IOM.

Ecnv 3To NpaBMaIO He HAaCTPOEHO, Nob30BaTe I MOTYT UCMNO/Ib30BaTh /1H06bIE YCTAHOBAEHHbIE NarnHbI, Kpome
3aBe40MO HECOBMECTUMbIX, YCTapeBLUNX U BPeAOHOCHbIX.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\DisabledPlugins\1 = "Java"
Software\Policies\Google\Chrome\DisabledPlugins\2 = "Shockwave Flash"
Software\Policies\Google\Chrome\DisabledPlugins\3 = "Chrome PDF Viewer"
Android/Linux:
["Java", "Shockwave Flash", "Chrome PDF Viewer"]
Mac:
<array>
<string>Java</string>
<string>Shockwave Flash</string>
<string>Chrome PDF Viewer</string>
</array>
B Havasno

DisabledPluginsExceptions

YKasaTb CNUCOK NAarMHOB, AOCTYMHbIX MN0/Ib30BATENO

Tun paHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisabledPluginsExceptions

MpeanoututenbHoe HassaHue gna Mac m Linux:
DisabledPluginsExceptions

NoppepxknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 11
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 11

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ana kaxkagoro npoduna: [a
OnucaHue:

Co3aaHue cnmMcKka NNarvHos, KOTOpble N0/Ib30BaATE/NIN MOTYT BK/1HOYATb U1 OTKNIKOYATb B Google Chrome
NoaaepXmnBaroTCcA NOACTAHOBOYHbIE 3HAaKU: 3Be3404Ka (*) 3ameHAeT mo6yro nocnenoBatesibHOCTb CMMBO10B,

BOMPOCUTE/bHbIN 3HaK (?) yKa3bliBaeT Ha 0AMH CUMBOJ UM ero oTcyTcTBMe. YTo6bl MCNOAb30BaTb 3BE34,04KY
WU BONPOCUTE/bHBIN 3HAK B PO/ 06blYHbIX CUMBOI0B, A06aBbTe Nepes HUMK 06paTHYIo Kocyto vepTy (\).
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Ecnn 3TOT napameTp BK/HOYEH, NAArMHbI U3 YKAa3aHHOIO CMMCKA MOXHO UCMNo/ib30BaTb B Google Chrome.
Monb30oBaTe/IN MOTYT BKAKOYATL U OTKAKOYATL MX Ha cTpaHuLe about:plugins, gaxke ecnm 3TM NaarnHbl ecTb B
cnucke DisabledPlugins nnm nx Het B cnunckax DisabledPlugins, DisabledPluginsExceptions n EnabledPlugins.

3To npaBuao No3BoaAeT 406aBAATb UCKAOYEHUA NPU CTPOrOM 3anpeTe BKAYeHUA NaarMHoB. Hanpumep, eciu
B cnucke DisabledPlugins ncnonb3ytoTcs noAcTaHOBOYHbIE 3HAKM A1 3anpeTa BCcex NaarnHos (*) nnm scex
nnarvHos Java (*Java*), c nomolLbio 3TOro NpaBuaa aAMUHUCTPATOP MOXKET pa3peLlunTb onpeaesieHHble BepCcumn

nnarnHos, Hanpumep IcedTea Java 2.3.

B cnncke UCKAoueHn HEO6XOAVIMO YKa3blBaTb U Ha3BaHWE NsiarnHa, n rpynny. Hanpmmep, Ha CTpaHuuye

about:plugins nnarnH Shockwave Flash BxoauT B rpynny Adobe Flash Player, n 06a Ha3BaHMA 40NKHbI ObITb B

yncne UCKNYEHNN N3 YepHOro cnucka.

Ecnv 3To NpaBuMAO He HAaCTPOEHOD, BCE NAarMHbl, NepeymncieHHsle B cnucke DisabledPlugins, oTKntouyeHbl 1
No/Ib30BaTE/IN HE CMOTYT MX BKIOYUTD.

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\DisabledPluginsExceptions\1 = "Java"
Software\Policies\Google\Chrome\DisabledPluginsExceptions\2 = "Shockwave Flash"
Software\Policies\Google\Chrome\DisabledPluginsExceptions\3 = "Chrome PDF Viewer"
Android/Linux:
["Java", "Shockwave Flash", "Chrome PDF Viewer"]
Mac:
<array>
<string>Java</string>
<string>Shockwave Flash</string>
<string>Chrome PDF Viewer</string>
</array>
B Hayasno

DisabledSchemes (ycrapeno)

OTKAOYNTL NPOTOKOALI URL

Twun gaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DisabledSchemes

NpepgnoututenbHoe Ha3BaHue gasa Mac um Linux:
DisabledSchemes

NoppepxknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 12
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 12

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkgoro npoduna: [a
OnucaHue:
3TO0 NpaBuUO ycTapeso, UCnonb3ynTe BMecTo Hero npasuao URLBIlacklist.
MpaBnao 3anpeLaeT NCNONb30BaAHME CXEM NPOTOKO0B, YKa3aHHbIX B cnncke Google Chrome.

MpaBunno 3anpeLLaeT 3arpysKy CTpaHML, MCNONb3YIOLWMX CXEMbI U3 CAUCKA.

Ecnv 3TO NpaBuMIO He HAaCTPOEHO MW CNUCOK NycT, B Google Chrome 6yayT MCNo/1b30BaTbCA BCE CXEMBI.
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Mpumep 3HaueHus:
Windows:
Software\Policies\Google\Chrome\DisabledSchemes\1 = "file"
Software\Policies\Google\Chrome\DisabledSchemes\2 = "https"
Android/Linux:
["file", "https"]
Mac:
<array>
<string>file</string>
<string>https</string>
</array>
B Havano

DiskCacheDir

YcTaHOBKa KaTanora Kella Ha gucke

Tuvn paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DiskCacheDir

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
DiskCacheDir

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcun 13

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: Het, Ona Kaxgoro npodouns: Het
OnucaHue:

OnpegaenseT Ha gucke KaTtanor, rae Google Chrome 6yaeT XxpaHUTb KelwrpoBaHHble daiibl.

Ecnn nonntuka 3agaHa, Google Chrome 6yget cnosb3oBaTh YKa3aHHbIN KaTanor He3aBMCMMO OT TOrO,
yCTaHoBMA nonb3osaTtenb dpnaxok "--disk-cache-dir" nnu Het. Ytobbl n36eKaTb NOTEPU AAHHBIX MU APYTUX
OLIMBOK, 3Ta NONNTUKA HE A0/XKHA YKa3blBaTb Ha KOPHEBOM KaTanor Toma MAK KaTanor, UCnob3yemblii gnn
ApYrux uenein, nockonbky Google Chrome ynpaBnsieT ero coaepunmbim.

CnuncoK noaaep:mMBaembix nepemeHHbIx npuseaeH 3geck: https://www.chromium.org/administrators/policy-
list-3/user-data-directory-variables.

Ecnv nonuTuKa He 3aaaHa, byaeT BbIOpaH KaTaor Kelwa no YMOJIYaHWIo, HO MOJ1b30BaTe/lb CMOXKET USMEHUTb
ero ¢ NOMoLLbI0 NapameTpa KomaHaHoM cTpokm "--disk-cache-dir".

Mpumep 3HayeHus:
"S{user_home}/Chrome_cache"
B Hayano

DiskCacheSize

3apaTtb 06bem Kella B banTax

Tun AaHHbIX:
Integer [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DiskCacheSize

MpepgnoututenbHoe Ha3BaHue anaa Mac um Linux:
DiskCacheSize

Moppeprkusaetca B:
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e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 17

Noapep:kmBaembie pyHKUUMU
OnHamunuyeckoe obHoBneHUe npasua: Het, Ons Kaxgoro npodpuns: Het
OnucaHue:

HacTpanBaet pa3mep Kelwa, KoTopblit Google Chrome 6yaeT Ucnonb30BaTh AN XPaHEHWUA KELWMPOBaHHbIX
dainoB Ha aucke.

Ecnun ato npasmno 3agaHo, Google Chrome ncnosb3yeT npeaocTaB/ieHHbIN Kell He3aBUCUMO OT TOrO, HaCTPOeH
v onar --disk-cache-size. 3HayeHWe, yKazaHHOE B STOM NpaBuae, ABAAETCA HE CTPOTUM OFpaHUYEHNEM, a,
CKOpEEe, OPUEHTUPOM A1 CUCTEMbI KeluMpoBaHusa. Ecam 3HadeHne ByaeT CANWKOM Mano, OHO ByaeT yBennyeHo
[0 PAa3yMHOIo MUHUMYMA.

Ecnu yctaHoBneHo 3HaveHue 0, MCNoNb3yeTCA Kel CTaHAAapTHOro pasmepa, HO NoJ/ib30BaTe b HE MOMKET ero
U3MEHUTb.

Ecnu 3To NpaBu/IO HE HACTPOEHO, TaK¥Ke UCMO/b3YeTCa Kelw CTaHA4apTHOro pasmepa, Ho NoJIb30BaTe/lb MOXKET
M3MEHUTb ero ¢ nomolupbto ¢paara --disk-cache-size.

Mpumep 3HaYEHUA:
0x06400000 (Windows), 104857600 (Linux), 104857600 (Mac)
B Hayano

DisplayRotationDefault

MoBOPOT N306paXKeHUs Ha IKPaHe Mo YMONYaHUIO (MPUMEHAETCA NPU KaXka0Mn nepesarpysKe)
Tun paHHbIX:

Integer
NoapepxkuBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 48

Noppep:kmnBaemble GyHKLUMU
PekomeHayetca: HeT, JuHamnyeckoe ob6HoBAeHWe npasua: [a, Ana kaxkaoro npoduna: Het

OnucaHue:
Ecnuv npaBuno 3agaHo, cuctema byaeTt noBopayunBaTb M306pakeHne Ha 3KpaHe YCTPOMCTBA Ha YKasaHHoe
KO/IMYECTBO rpaZycoB NPU Kaxkaoi nepesarpyske, a TakKe Nocse yCTaHOBKM HOBOTO 3HadeHus. [onb3oBaTtenu,
BbINO/IHMBLLME BXOZ B aKKayHT, MOIyT U3MEHUTb NOBOPOT M306parkeHMA Ha CTpaHuLe HacTpoek. O4HaKo HoBoe
3HauyeHue ByaeT nepeonpeneneHo Npu caeayowen nepesarpyskKe.

o710 npaBnaI0 NPUMeEHAETCA N K OCHOBHbIM, U K AONO/THUTE/IbHbIM yCTpOﬁCTBaM.

Ecnv npaBuio He YCTaHOB/IEHO, 3HAYEHWE MO YMOIMaHUI0 paBHO O rpagycoB U MO/b30BaTE/lb MOXKET U3MEHUTb
ero. B aTtom cnyyae oHo He byAeT nepeonpeaenaTbes Npy NOCAeAyOLWMX NepesarpysKax.

e 0 =TloBepHyTb 3KpaH Ha 0 rpaaycos

e 1 =TloBepHyTb 3KpaH Ha 90 rpasycoB Mo YacoBOW CTPeKe

e 2 =T[loBepHyTb 3KpaH Ha 180 rpagycos

e 3 =[loBepHyTb 3KpaH Ha 270 rpagycoB Mo YacoBOM CTpesiKe
B Hayano

DnsPrefetchingEnabled (ycTapeno)

BKkAoumnTb npegsaputesibHoe onpegeneHne Cetu
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Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DnsPrefetchingEnabled
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
DnsPrefetchingEnabled
HasBaHue orpaHuuyeHus ans Android:
DnsPrefetchingEnabled
Moapep:kuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHan ¢ Bepcum 8 fo Bepcun 53
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 11 oo Bepcum 53
e Google Chrome (Android) HauuHas c Bepcum 30 Ao Bepcun 53

Moaaep:knsaembie GyHKLUN
PekomeHayetca: [la, InHammyeckoe obHoBAeHMe npasua: Ja, Ana Kaxgoro npoouna: [a
OnucaHue:

3To NpaBuaO NepecTano nogaepxmeatoca B M48 n 6110 3ameHeHo NetworkPredictionOptions. OHo 6b110
yaaneHo 8 M54,

BkntoyvaeT npeasapuTensHoe onpegeneHue cetn B Google Chrome v 3anpeLaeT nosb3oBaTeNaM MEHATb 3Ty
HACTPOWMKY.

OTO NO3BOMIAET KOHTPOAMPOBATb HE TONBLKO ynpexgatowee yteHne DNS, HO 1 ynpexgatowee nogKka04YeHne no
npoTokosiam TCP 1 SSL, a TakKe npeaBapuTe/ibHYI0 BU3ya/iM3auuio Beb-CTpaHnL,. MICTOPUYECKM COXKUIOCH, YTO
B Ha3BaHMM NpaBM/Ia YNOMMHAETCA TO/IbKO 0AHA U3 3TUX QYHKUMNNA.

Ecnn aTa HacTpolika 6blna BKOYEHA UK BbIK/IIOYEHA, HUKTO, KPOME Bac, HE CMOMKET U3MeHUTb ee B Google
Chrome.

Ecaun He HacTpauBsaTb 3TO NPaBMAO, NpeaBapuUTebHOE onpeaesneHne cetm 6yﬂ,€T BK/ZIKOYEHO, HO NoJib30BaTeNun
CMOTYT BbIKKOYAUTDL €ro.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayasno

DownloadDirectory

Bbibop KaTanora 414 CKauMBaHWUiM

Tun paHHbIX:
String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\DownloadDirectory

MpepgnoututenbHoe Ha3BaHue ana Mac um Linux:
DownloadDirectory

NoppepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 11
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 35

NoppepkmBaemble PyHKLUMU
PekomeHayetcsa: [la, AnHammyeckoe obHoBAeHMe npasun: [a, Ans Kaxgoro npoduns: a

OnucaHue:

3apgaet KaTtanor, B KoTopblii Google Chrome 3arpy:xaet dpainbl.
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Ecnn HacTpouTb 3TO NpaBuno, Google Chrome 6yaet 3arpy»atb paiinibl B BbIOpaHHbIM KaTanor, Aaxe ecim
nosib30BaTe b YKa3an A4pyron NyTb UAM NpeanoYyes YKasbiBaTb €ro Npu Kaxaon 3arpysKe.

Cnucok noaaepK1MBaembix NepemMeHHbIX NpuseaeH 3gech: http://www.chromium.org/administrators/policy-
list-3/user-data-directory-variables.

Ecan He HACTpanBaTb 3TO NpaBunao, 6y,CI,ET Bbl6paH KaTtanor 3arpy3kun no ymoad4aHuio, HO N0/1b30BaTe/ib CMOXKET
U3MEHUTDb ero.

MpumeyaHue ana ycTpoucTs Ha nnatrpopme Google Chrome OS, noaaeprkusatowmx npunoxenua Android.

3To NpaBUIO He BAUSIET Ha NpuoXKeHMAa Android, NOCKOIbKY OHW MCMNOJIb3YIOT KaTasor CKayaHHbIX ¢haiaos no
ymon4yaHuto. ®aiinbl, ckayaHHble Google Chrome OS B gpyroit KaTtanor, UM He4OCTYMHbI.

Mpumep 3HaYEHUA:
"/home/${user_name}/Downloads"
B Hayano

EasyUnlockAllowed

Mo3BonseT ncnonb3osatb GpyHKUMO Smart Lock
Twun gaHHbIX:

Boolean
NoapepxmBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 38

NoppepkmBaemble GyHKLUU
OnHamnyeckoe obHosneHue npasua: Aa, Ona Kaxkgoro npodunsa: Aa
OnucaHue:

PaspeluaeT ncnonb3oBaTtb GyHKUMIO Smart Lock Ha ycTponcTeax Google Chrome OS.
Ecnn aTa HacTpoiKa BKOYEHA M BCe TpeboBaHMA cobatoaeHbl, MONb30BaTENN MOTYT MCNO/b30BaTb Smart Lock.
Ecnu aTa HacTpoWKa OTKAtOYEHa, Mcnonb3oBaTb Smart Lock Henb3s.

Ecnun npaBuio He yCTaHOBNEHO, GYHKLMA OTKAOYEHA AN KOPNOPATUMBHbLIX aKKayHTOB M BK/OYEHa Ana
OCTa/IbHbIX.

B Hayano
EditBookmarksEnabled

BKNtOYaeT MM OTK/IOYAEeT BO3SMOKHOCTb M3MEHEHMA 3aKNad0K
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EditBookmarksEnabled
MNpepnoututenbHoe Has3BaHue pgasa Mac um Linux:
EditBookmarksEnabled
Ha3ssaHue orpaHuuyeHua gna Android:
EditBookmarksEnabled
NoapepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 12
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 12
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e Google Chrome (Android) HaunHas c Bepcun 30

Noppep:knBaemblie PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Ja, Ana kaxkgoro npoduna: a
OnucaHue:

BK/tOYaeT UM OTK/IOYAET BO3MOXKHOCTb M3MEHeHMA 3aknaaok B Google Chrome. Ecan 3TOT NnapameTp BK/IHOYEH
WK He 3aAaH, 3aKNagKn MOXKHO 006aBNATb, UBMEHATb M YAANATb, @ €C/IM OH OTK/IIOYEH, AeNaTb 3TOro Heb3s,
HO MMetoLMeCca 3aKN1AAKN OCTaHYTCA AOCTYNMHbIMM.

Npumep 3HaueHuA:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Havasno

EnableDeprecatedWebBasedSignin (yctapeno)

BKtOUNTb NpeXKHIo Npoueaypy Bxoaa ¢ Beb-aBTopusaumnei

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnableDeprecatedWebBasedSignin

MpeanoututenbHoe HassaHue gna Mac m Linux:
EnableDeprecatedWebBasedSignin

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasn c Bepcuu 35 ao sepcumn 42

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHWe NpaBua: Het, Ona Kaxgoro npodouns: Het
OnucaHue:

BkAtoyaeT cTapyto Beb6-cucTeMy BXOAA B aKKayHT.

[o Chrome 42 3Ta HacTpolika Ha3biBasacb EnableWebBasedSignin, a HaunHaa ¢ Chrome 43 ee noaaeprkka
MOJIHOCTbIO MPEeKPaTUTCA.

3Ta HaCTPOMKa MOKET NPUrOANTLCA KOPNOPATUBHbLIM K/IMEHTAM, UCMO/b3YIOWMM eauHble cucTembl Bxoga (SSO),
He COBMECTMMble C HOBOM BCTPOEHHOM CUCTEMOM BXO4a B aKKayHT. Ecin 3Ta HAacTpoiKa BKAtoYeHa, byaeT
MCMONb30BaTbCA yCTapeBLan Beb-cucTema BXoAa B aKKayHT. EC/IM 3Ta HacTpoliKa BbIK/IOYEHA, MO YMONYaHUI0
6yAeT Cnonb30BaTbCA HOBAA BCTPOEHHAA cucTemMa. 01b30BaTeNIM MOTYT BKAOUYUTL CTapyto CUCTEMY C
nomouybto para KOMaHgHOM cTpoKK --enable-web-based-signin.

B 6byaywem, Koraa HoBas cuctema byaeT NONHOCTbIO NoaaepXKuBaTeca Bcemn SSO, 3Ta sKcnepMmMeHTaNbHas
HacTpoWKa byaeT yaaneHa.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayano

EnableDeprecatedWebPlatformFeatures

Bkntountb yctapeswme GpyHKLMMU BeB-NNaTGOpmMbl Ha OFpaHMYEHHOE BPEMS
Tun AaHHbIX:
List of strings [Android:multi-select]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnableDeprecatedWebPlatformFeatures
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
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EnableDeprecatedWebPlatformFeatures
HassaHue orpaHuuyeHma gna Android:

EnableDeprecatedWebPlatformFeatures
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 37
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 37
e Google Chrome (Android) HauuHas c Bepcun 37

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Oa
OnucaHue:

Bbibop ycTapeBwmnx pyHKUMN BeO-NAaThopmbl, KOTOpPble HEOHOXOAMMO BKAOYUTL 3aHOBO.

9To NpaBWUaIO NO3BOAAET aAMUHUCTPATOPAM BKAOYUTL 3TU GYHKLMM Ha OrpaHuYeHHOoe BpemMs. PyHKLMAM
NPUCBOEHbI Tern. Bce GyHKLUKM C Teramu, yKasaHHbIMU B STOM NpaBuae, 6yayT BKAOYEHDI.

Ecnn 3HauyeHMe He 3a4aHO, CMMCOK TEroB NYCT UN HE COAEPKUT NOAAEPKUBAEMbIX TEFOB, BCE YCTapesLlmne
bYHKLMM ByayT NO YMOMYAHMIO OTKIOYEHDI.

3T0 NpaBu/Io NOAAEPSKMBAETCA HA BCEX YKa3aHHbIX Bbille nNaathopmax, HO Cammn GYHKLMU MOTYT Ha HUX He
paboTaTb. BKAOUNTL MOMKHO TOJ/IbKO Te PYHKLMW, KOTOPbIE MEPEYUCAEHbI HUKe. 1A KaxKaon GyHKLMM
YCTaHOB/IEHO CBOE BpeMs BKAtoueHua. O61mii popmar Tera:
[DeprecatedFeatureName]_EffectiveUntil[yyyymmdd]. Moapo6Hyto nHpopmaumio o Luensx UsmeHeHus
byHKUM Beb-nnatdopmbl Bbl HanaeTe 3aeck: http://bit.ly/blinkintents.

e "ExampleDeprecatedFeature_EffectiveUntil20080902" = BkntounTb ExampleDeprecatedFeature API
(2008/09/02)

Mpumep 3HaueHus:
Windows:
Software\Policies\Google\Chrome\EnableDeprecatedWebPlatformFeatures\1 =
"ExampleDeprecatedFeature_EffectiveUntil20080902"
Android/Linux:
["ExampleDeprecatedFeature_EffectiveUntil20080902"]
Mac:
<array>

<string>ExampleDeprecatedFeature_EffectiveUntil20080902</string>

</array>

B Hayano

EnableMediaRouter

Pa3pewnTb TpaHCcAALMIO

Tun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnableMediaRouter

MpepgnoututenbHoe Has3BaHue aaa Mac um Linux:
EnableMediaRouter

Ha3ssaHue orpaHuuyeHua gna Android:
EnableMediaRouter

NoppepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 52
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 52
e Google Chrome (Android) HauuHas c Bepcun 52
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Moapaep:knsaembie GyHKLUN
OnHamnuyeckoe obHosneHWe npasun: Het, [na kaxkgoro npoduna: da
OnucaHue:

Ecnu BbIGpaHO 3HaveHWe True UAK NOIMTUKA He 3aZaHa, N0Nb30BaATENIM MOFYT TPAHC/IMPOBATb CaliThl,
COAEPKMMOE BKNAZO0K UM M306pakeHMe Ha IKpaHe KomnbloTepa Yyepes bpaysep. Ecim ycTaHOBAEHO 3HaYeHMe
False, dpyHKUMA ByaeT oTKAOUEHA.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Havasno

EnableOnlineRevocationChecks

BbinosiHatoTca v nposepkn OCSP/CRL B pexunme oHAaH

Tuvn paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnableOnlineRevocationChecks

MNpeanoutuTenbHoe Ha3BaHue ana Mac um Linux:
EnableOnlineRevocationChecks

NoapepxmBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 19
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 19

NoppepkmBaemble GyHKLUMU
OnHamnyeckoe obHoBneHMe npasun: Ja, Ansa Kaxkaoro npoduns: Het
OnucaHue:

MoCKONbKY NPOBEPKA HOMEPOB CEPTUPUKATOB B peasibHOM BpeMeHM 6e3 3KeCTKOro OTKIOHEHMA OTO3BaHHbIX
cepTMPUKATOB He AAeT CyLLeCTBEHHOro ycuaeHus 3awmTbl, B Google Chrome 19 1 6onee no3gHMX BepcHax OHa
No YMOJIYaHUIO OTKAtoYeHa. Ecnn 3aaaTh 3HaueHuMe true, byaeT BOCCTaHOBEH Npeablaywuii pexmum paboTsl ¢
nposegeHvem nposepok OCSP/CRL.

Ecnv 3apaHo 3HaueHue false uam npaeuao He HacTpoeHo, B Google Chrome 19 1 601ee NO3gHNX BEPCUAX
Google Chrome He byaeT npoBepATb HOMepa cepTUUKATOB.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayasno

EnableShalForLocalAnchors

PaspeLueHbl an ceTndmrKaTtbl ¢ nognuceto SHA-1, BbinyweHHble HaAeXHbIMU IOKaZIbHbIMW aHKepamu
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnableShalForLocalAnchors
MNpepnoututenbHoe HasBaHue pgasa Mac um Linux:
EnableShalForLocalAnchors
Ha3ssaHue orpaHuuyeHua gna Android:
EnableShalForLocalAnchors
NoapepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 54
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 54
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e Google Chrome (Android) HauuHas c Bepcumn 54

NopaepkuBaembie GpyHKLUM

OnHamunyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduns: Het
OnucaHue:

Korga ata HacTpoitKa BkatoveHa, Google Chrome pa3spellaeT ncnosb3oBaTtb ceptuduKaTbl ¢ nognmcbto SHA-1,
€C/1IM OHU yCNeLwHo NPOLUAN NPOBEPKY U CBA3aHbI C N0KaNbHbIM cepTudukaTom LIC.

ObpaTtnTe BHMMaHKWE, YTO 3TO NPABUIO 3aBUCUT OT CTEKA NPOBEPKU CEPTUPUKATA ONEPALLUOHHOM CUCTEMDI,
paspelwatowero noanucy SHA-1. Ecam o6HoBneHne OC nsmeHnT 06paboTky ceptnudmkatos SHA-1, 3To npasuio
MOXET nepecTtaTb AelCcTBOBATb. Kpome TOro, HacTosLiee NPaBuaIO 3alyMaHO Kak BDEMEHHOE peLleHNe: OHO
AaeT NpeanpuUaTUAM AONOJAHUTENbHOE BpeMA Ha 0TKa3 oT SHA-1. Mpasuio 6yaeT yaaneHo OpUeHTUPOBOYHO

1 anBapa 2019 roaa.

Ecnn npaBuno He HasHayeHo WK 3agaHo 3HavyeHue false, Google Chrome ncnonb3yet 06Wea0cTynHOMY
pacnucaHuio noagepkm SHA-1.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Hayano

EnabledPlugins

OnpeaennTb CNUCOK BKAOYEHHbIX NAarMHoB

Twun gaHHbIX:
List of strings

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnabledPlugins

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
EnabledPlugins

Moapep:kuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcun 11
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 11

MNopaepxuBaembie pyHKUUM

OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

3agaeT CNMCOK akTUBHbIX NaarMHoB B Google Chrome v 3anpewaeT No/ib30BaTesto U3SMEHATbL 3TOT NapameTp.
[Nna 3ameHbl OTAENbHbIX CUMBOJIOB UK UX NOC/e40BaTe/IbHOCTEN MOXHO MCMO/1b30BaTh NOACTaHOBOYHbIE
3HaKuW: 3Be3404KY (*) n BonpocuTenbHbIN 3HaK (?). 3Be3404Ka 3ameHAeT Ntboe KoANYecTBO CUMBOJIOB, a
BOMPOCUTENbHBIM 3HaK COOTBETCTBYET OA4HOMY CUMBOJTY MU €ro OTCYTCTBUIO. YTOObI BBECTU CMMBOA 3BE34,04KM
WM BONPOCUTENIbHOTO 3HaKa KaK TakoBoM, AobaBbTe nepes HUM 06paTHYyto Kocyto Y4epTy (\). YKasaHHble
naarnHbl 6yayT ncnonb3oBaTbea B Google Chrome npw ycnoBuK, YTO OHM YCTaHOBAEHbI. [1arMHbl NnepeyvmcieHsl
Ha cTpaHuue about:plugins, 1 Nosb30BaTeNN MOTYT UX OTKAtOYaTb. OBpaTUTE BHUMaHWE HA TO, YTO 3TO NPABUIO
nmeet npuopuTeT nepeg npasmunamm DisabledPlugins n DisabledPluginsExceptions. Eciv oHO He HacTpoeHo,
No/Ib30BaTe/lb MOXKET OTKAOUNTb OO0 U3 YCTAHOB/IEHHbIX B CUCTEME MAArMHOB.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\EnabledPlugins\1 = "Java"
Software\Policies\Google\Chrome\EnabledPlugins\2 = "Shockwave Flash"
Software\Policies\Google\Chrome\EnabledPlugins\3 = "Chrome PDF Viewer"
Android/Linux:
["Java", "Shockwave Flash", "Chrome PDF Viewer"]
Mac:
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<array>
<string>Java</string>
<string>Shockwave Flash</string>
<string>Chrome PDF Viewer</string>
</array>
B Hayano

EnterpriseWebStoreName (ycrapeno)

HasBaHMe KOpnopaTMBHOIO MHTEPHET-MarasnHa (bonblie He NnogaepKmBaeTcsa)
Tun AaHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnterpriseWebStoreName
MpeanoututenbHoe HassBaHue gaa Mac u Linux:
EnterpriseWebStoreName
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcuu 17 go sepcumn 28
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 17 ao Bepcum 28

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

3710 npaBuio He nogaep*kunsaetca B Google Chrome Bepcun 29 1 6yaeTt UCKAOYEHO U3 6onee No3gHUX BEPCUA.
YT106bI CO34aTh KONNEKLMIO MPUIOXKEHWNIA U pacLUMpPEHUA OpraHM3aLUmMn, peKoMeHayem yKasaTb ajpec calTa,
roe xpaHatca CRX-naketbl, B npasune ExtensionlnstallSources n pasmecTuTb NpAmMble CCbIIKM Ha CKaunBaHUe
NPUNOXKEHUI Ha cneunanbHol Beb-cTpaHuue. MaHenb 3anycka Ana 3ToM CTPaHULbI MOXHO CO34aTb C MOMOLLLbIO
npaeuna ExtensionlnstallForcelist.

Mpumep 3HaYeHUA:
"WidgCo Chrome Apps"
B Hayasno

EnterpriseWebStoreURL (yctapeno)

URL KopnopaTUMBHOro MHTepPHEeT-MarasmHa (bonblie He NnogaepKuBaeTcs)
Twun gaHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\EnterpriseWebStoreURL
MpeanoututenbHoe HassaHue gaa Mac u Linux:
EnterpriseWebStoreURL
Moapep:knBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHana c Bepcumn 17 go sepcuum 28
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 17 oo sepcun 28

Noppep:knBaemble GyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: da
OnucaHue:

370 npasuao He nogaepmeaetca B Google Chrome Bepcumn 29 n 6yaet uckatoueHo s bonee No3gHUX BEPCUNA.
YT106bI CO34aTb KONIEKLMIO MPUIOKEHWIA U PACLUMPEHUIA OPraHM3aLLMN, PEKOMEHAYEeM YKa3aTb afpec calTa,
roe xpaHatca CRX-naketbl, B npaBue ExtensioninstallSources n pasmecTuTb NpAMbIe CCbIJIKM Ha CKaYMBaHWE
NPUAOXKEHUI Ha cneumanbHoMi Beb-cTpaHumue. MaHenb 3anycka 410 3ToM CTPaHULbl MOXKHO CO34aTb C MOMOLLLbIO
npasuna ExtensionlnstallForcelist.
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Mpumep 3HaueHus:
"https://company-intranet/chromeapps"
B Hayano

ExtensionCacheSize

3azaTb pasMep Kella ANa NPUIOKEHUN U paclumpeHnit (B baiTax)
Tun AaHHbIX:

Integer
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcum 43

Moaaep:knusaembie GyHKLUN
OnHamunyeckoe obHoBNeHWe NpaBua: Het
OnucaHue:

Google Chrome OS KelunpyeT NPUNONKEHUA U PACLUMPEHNA ANA YCTaHOBKU HECKO/IbKMMM NO/b30BaTeNAMM
O/ZLHOTO YCTPOWCTBA, YTOObI KaXK40My U3 HUX HE MPUXOANN0CH CKaUMBATb KOHTEHT 3aHOBO. EC/1M 3TO NpaBuIo He
HaCTPOEHO MK ero 3HadeHne meHblle 1 MB, Google Chrome OS byaeT ncnosb3oBaTb 06beM Kella no
YMOJIYaHUIO.

MpumeyvaHue ana ycTpoicTB Ha nnatpopme Google Chrome OS, noaaepkusarowmnx npunoxenus Android.

Kew ana npunoxkennit Android He ncnonbsyetca. EC/iM HECKO/IbKO NO/1b30BaTe/Ie YCTaHAB/IMBAKOT OA4HO U TO
e npunoxeHue Android, Ana Kaxaoro ns HAX OHO CKauMBaETCS 3aHOBO.

B Hayano
ExternalStorageDisabled
3anpeT NOAKNOYEHUA BHELIHEro XpaHUAMLLA
Twun gaHHbIX:
Boolean
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 22
NoppepknBaemblie PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a
OnucaHue:

3ar|peT NoAKNOYEeHNA BHELWHero XpaHhauila.

Ecnv gna aToro npasuna yCTaHOB/IEHO 3HadYeHWe True, BHeWwHee XpaHuauule byaet HegoCTyMHO B AMUCNeTyepe
dannos.

3T0 NpaBnIo PacnpPoCTPaHAETCA Ha BCe TUMbl HoCcKTeNel, BKAtoYana Flash-HakonuTenn, BHeLWHME KecTKue
AncKku, SD 1 apyrue KapTbl NaMATU, ONTUYECKME HAKONUTENU U T. 4. [1paBMI0 HUKAK He BAUAET Ha paboTy
BHYTPEHHEro XpaHWauMLLA, NO3TOMY BCe dali/ibl, COXpaHEHHbIe B ManKe 3arpy3oK, OCTaloTcA AOCTYNHbIMU. TO e
Kacaetca [lucka Google.

Ecnm 370 NpaBmMNO OTKIIOYEHO WUIN HE HACTPOEHO, Ha yCTpOVICTBe MOXHO MCNO0/Z1b30BaTb BCe NogdepKnBaemble
TUNbl BHEWHUX XPaHUIALL,.

B Hayasno
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ExternalStorageReadOnly

Mcnonb3oBaTb BHELWHME XPaHWUINLLLA B PEXMME TOJIbKO A8 YTEHUA
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 54

Moaaep:knsaembie GyHKLUN
OnHamnuyeckoe obHosneHWe npasun: Het, na kaxkgoro npoduna: da
OnucaHue:

Ecnu 31O NpaBu/Io BKIOYEHO, MOIb30BATE/IM HE CMOTYT 3aMNMUCbiBaTb AaHHbIE HA BHELWHME XPaHWIMLWA.
B Hayasno
ForceEphemeralProfiles

BpemeHHbIl npodunb

Tun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ForceEphemeralProfiles

MpepgnoututenbHoe Ha3BaHue ana Mac m Linux:
ForceEphemeralProfiles

Noapepxusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 32

Noppep:knBaemblie GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: HeT, Jns Kaxgoro npoduns: [a
OnucaHue:

370 nNpaBuio aenaet NpodPuab BpeMeHHbIM. ECAn NpaBMaO HAaCTPOEHO B ONEPALMOHHONM CUCTEME, HanpUmep
KaK 06beKT rpynnosoi noantukn Windows, ero fieiicTeme pacnpocTpaHaeTca Ha Bce npoduam yctpoiictea. Ecam
NpaBuo ABAAETCA 061a4HbIM, OHO MPUMEHAETCA TObKO K NPOdGUI0, B KOTOPbIN NONb30BaTE b BXOAUT C
NOMOLLbIO YNPaBAAEMOro aKKayHTa.

B aTOM pexunme AaHHble NPodUaA COXPaHAIOTCA Ha AMCKE TONbKO B TeyeHue ceaHca. Mocae Toro Kak bpaysep
6yaeT 3aKpbIT, UICTOPMA NPOCMOTPA, PACLIMPEHMA U UX AaHHbIE, a TaKKe ¢ainbl cookie, 6a3bl AaHHbIX U Apyrue
AaHHble caiToB 6yayT yaaneHbl. 3TO He MOMELLAET NO/b30BaTE/I0 BPYUHYIO CKaunBaTb Gaiibl Ha OUCK,
COXpaHATb Beb-CTpaHMLbl M pacneyaTbiBaTb UX.

Ecnm nonb3oBaTtesib BKAKYUT CUHXPOHM3ALMIO, BCE AaHHble 6yp,yT COXPaHATbCA B CUHXPOHUN3NPYEMOM npo¢mne,
KaK 06bI4HO. PeXXMM MHKOTHUTO TaKKe 6y,c|,eT AOCTyneH, eC/in NpPaBUIO ero He 3anpeLwlaeT.

Koraa 3To npasBuio OTKAOYEHO UK HE HacTPOEHO, UCNOJb3yeTcA 06blYHbIA NPodUb.
Mpumep 3HaYEHUA:

0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

ForceGoogleSafeSearch

MNo3BonseT NpUHyAMTENBHO BKAOYMUTb Be3onacHbii nonck Google
TuUn AaHHbIX:
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Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ForceGoogleSafeSearch
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
ForceGoogleSafeSearch
HasBaHue orpaHuuyeHus ans Android:
ForceGoogleSafeSearch
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 41
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 41
e Google Chrome (Android) HaunHan ¢ Bepcum 41

Moaaep:knBaembie GyHKLUN
PekomeHayetca: Het, lnHamumnyeckoe obHoBneHne npasun: Ja, Ons Kaxkaoro npoduns: [a
OnucaHue:

3aI'IpOCbI B Beb6-nowncke Google Bceraa 6y,u,yT BbINOMHATLCA C NCMNONb30BaHMeM be3zonacHOro noucka, u
NnoNb30BaATE/IN HE CMOTYT MEHATb 3Ty HaCTDOVIKy.

Ecnun BKNOUYUTL 3TOT NapameTp, Bceraa 6yﬂ,ET NPUMEHATbLCA be3onacHbIN NOUCK.

Ecnu ero BbIKNIOYUTL MM He 3afaBaTb 3HaYeHne, beaonacHbli NONCK MOXKHO ByaeT akTMBMPOBATb Ha CTPaHULE
"HacTponku nouncka".

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Hayano

ForceMaximizeOnFirstRun

MNo3BonsieT pa3BopayMBaThb NepBoe OKHO bpay3epa Npu M3HaYaIbHOM 3anycKe
Twun gaHHbIX:

Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 43

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Het, Jns Kaxgoro npoduns: [a
OnucaHue:

Ecnv GyHKUMIO BKNHOUUTL, YKa3aB 3HauYeHune True, Google Chrome 6yaeT Bceraa pa3BopaymBaTtbh NepBoe OKHO
npv U3HavyasbHOM 3anycke. Ecnu Bbl yKaxkeTe 3HaueHue False nnu He cTaHeTe HacTpaMBaTb NPABWIO, peLleHne
0 Pa3BOpPAYMBAHUM OKHA ByAET NPUHMMATLCA UCXO4A U3 Pa3mepa SKpaHa

B Havasno
ForceSafeSearch (ycrapeno)

MpuHyanTenbHoe ncnonb3oBaHMe besonacHOro nomcka
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ForceSafeSearch
MNpepgnoututenbHoe Ha3BaHue gas Mac um Linux:
ForceSafeSearch
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HassaHue orpaHuuyeHma gna Android:
ForceSafeSearch
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 25
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 25
e Google Chrome (Android) HaunHas c Bepcumn 30

Noppep:kmnBaemble PyHKLUMU
PekomeHayetcs: HeT, uHamnyeckoe obHoBneHne npasun: [a, Ana kaxgoro npoouna: a
OnucaHue:

3TO NpaBu/Io ycTapeso, CNoab3yiTe BMecTo Hero npasuaa ForceGoogleSafeSearch u ForceYouTubeRestrict.
3To NpaBUIO UTHOPUPYETCS, eC/IM YCTaHOBIeHO nNpasuno ForceGoogleSafeSearch, ForceYouTubeRestrict nnu
(yctapeBwee) ForceYouTubeSafetyMode.

3anpocbl B Be6-nouncke Google Bcerga 6yayT BbINOAHATLCA C MCNO/Ib30BaHNMEM be3sonacHoro noucka, u
NMo/sIb30BaTe/IN HE CMOTYT MEHATb 3Ty HACTPOWKY. TaKKe 3Ta HacTpoliKa TpebyeT ymepeHHoro besonacHoro
pexkuma gna YouTube.

Ecnn BKIOYMTBL 3TOT NapamMeTp, Bceraa byaet npumeHaTbeA besonacHblii nouck ana Google Mowvcka u
yMepeHHbI besonacHbli pexxum ana YouTube.

Ecnn napameTp OTKAOYEH UM He 3aZaHO 3HaYeHMe, be3onacHbIN pexnm n besonacHbli NOUCK NPUHYAUTENBHO
BK/tOYATbCA He bOyayT.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Havasno

ForceYouTubeRestrict

Bbi6op MMHMManbHOro 0653aTeNIbHOro ypoBHA besonacHoro pexnma ana YouTube
Tun paHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ForceYouTubeRestrict
MNpepgnoututenbHoe HasBaHue anaa Mac u Linux:
ForceYouTubeRestrict
HassaHue orpaHuueHua gna Android:
ForceYouTubeRestrict
NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 55
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 55
e Google Chrome (Android) HauMHas ¢ Bepcun 55

Noppep:kmnBaemble PyHKLUMU
PekomeHayetcs: HeT, JuHamnuyeckoe obHoBneHune npasun: [a, Ana kaxgoro npoouna: a

OnucaHue:

3apaet MWHUMa/IbHbIN 06A3aTebHbIN ypoBeHb be3onacHoro pexuma, KOTOprl‘;I No21b30BaTENIN HE MOTYT
CHU3UTDb.

Ecnu BbibpaHo 3HauyeHue "Ctpormnin", Bceraa 6yaet UCNonb30BaThCA CTPOrMiA BesonacHbIn pexkum.
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Ecnun BblIbpaHo 3Ha4YeHMe "YMmepeHHbI", N01b30BaTeNlb MOXKET BblOpaTb YMepeHHbI an cTpormin besonacHbin
PEXUM, HO HE MOXKET OTK/IIOUYUTDL Ero.

Ecnn HacTpoiika oTKAtoYeHa, To Google Chrome He TpebyeT ncnonb3oBaHMA besonacHoro pexuma. OaHako
Be3onacHbIi peXMm MoXKeT 6biTb 06Aa3aTe/IbHbIM B COOTBETCTBMM C BHELLHMMU NpaBuaamu (Hanpumep,
YouTube).

e 0= OTKNOUYNTb 06s3aTENBHOE MCNOb30BaHMe BesonacHoro pexkuma gaa YouTube
e 1 =06sa3aTenbHoOe UCNONb30BaHMeE XOTs 6bl ymepeHHoro besonacHoro pexuma gna YouTube
e 2 =06s3aTenbHOEe NUCNoAb3oBaHKe cTpororo besonacHoro pexunma gnsa YouTube

MpumeyaHue g ycTpoiicte Ha naatpopme Google Chrome OS, noaaepxusarowmx npunoxkeHua Android.

MpaBuao He BAnAET Ha npunoxeHue YouTube ans Android. YTo6bl NPUHYAUTENBHO BKAOYUTD PEKUM
BesonacHoro npocmoTpa Ha YouTube, Heob6xoamMmo 3anpeTnTb YCTaHOBKY npuaoxeHua YouTube ana Android.

Mpumep 3HaueHuA:
0x00000000 (Windows), O (Linux), O (Android), 0 (Mac)
B Hayano

ForceYouTubeSafetyMode (ycTapeno)

Mo3BonseT NPUHYANTENLHO BKAOYMTb 6e30nacHbIi pexkum Ha YouTube
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ForceYouTubeSafetyMode
MpeanoutuTenbHoe Ha3BaHue ana Mac m Linux:
ForceYouTubeSafetyMode
HasBaHue orpaHuueHus ana Android:
ForceYouTubeSafetyMode
Moapep:kuBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 41
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 41
e Google Chrome (Android) HaunHas c Bepcun 41
Noppep:kmuBaemble GpyHKLUMU
PekomeHayetcsa: HeT, uHamnyeckoe obHoBneHune npasun: Aa, Ana Kaxagoro npoouna: Aa

OnucaHue:

3To NpaBuO ycTapesio, UCNONb3yNTe BMeCTO Hero npaBuao ForceYouTubeRestrict, KoTopoe nepeonpegenset
€ro 1 No3BoJIAET BbINOAHUTL HoNlee TOHKYI0 HAaCTPOWMKY.

3apaeT 06s3aTeIbHOE UCNONb30BaHMe yMepeHHoro besonacHoro pexuma gna YouTube.

Ecnv BKAOUKUTL 3TOT NapameTp, Bceraa b6yaer NpMMeHAaTbCA yMepeHHbIt besonacHbili pexnm ansa YouTube.
Ecnv HacTpolika oTKAtoueHa, To Google Chrome He TpebyeT ucnonb3oBaHua besonacHoro pexnma. OgHaKo
BesonacHblii pexknm mosKeT 6biTb 06A3aTeNbHbIM B COOTBETCTBUM C BHELIHUMM NpaBuaamu (Hanpumep,
YouTube).

MpumeuaHue gaa ycTpoiicTe Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.

MpaBuno He BAUsET Ha NpunoxkeHue YouTube ana Android. YTobbl NPpUHYANTENBHO BKAKOUYUTL PEKMM
BesonacHoro npocmoTpa Ha YouTube, Heobxoanmo 3anpeTuTb YCTaHOBKY NpunoxeHunsa YouTube gns Android.
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MNpumep 3HayeHus:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Hayano

FullscreenAllowed

PaspellmnTb NOSIHOIKPAHHBIV peXxnum

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\FullscreenAllowed

MNpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
FullscreenAllowed

Moppeprkusaerca B:

e Google Chrome (Windows) HaumHas c Bepcun 31
e Google Chrome (Linux) HaunHas c Bepcun 31
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 31

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a
OnucaHue:

Moaaepkka NOSIHO3KPAHHOTO peXxnma

3To npaBuio onpeaensieT BO3SMOXHOCTb aKTUBALLMM NONHOIKPAHHOTO PEXKMMA, NPU KOTOPOM BCE 3/IEMEHTbI
nHTepodeiica Google Chrome CKpbITbl 1 Ha 3KpPaHe OCTAETCA TOJIbKO BEO-KOHTEHT.

Ecnun 3apaHo 3HayeHue true an NpPaBuIO HE HACTPOEHO, NOb30BaTeNN, NPUNOKEHNA U PaCLLIMPEHUA C
COOTBETCTBYHOWMMU pa3pelleHNAMN CMOTYT aKTUBNPOBATb I'IO!1H03KpaHHbIl7I peXxunm.

Ecnn 3aaaHo 3HaveHue false, NONHO3KPaAHHbIN peXxum ByaeT OTKAIOYEH ANS BCEX NOb30BaTENEN, NMPUNOKEHWI
N paclMpPeEHUA.

Mpw OTKAOYEHHOM NOJIHOSKPAHHOM perkMme Ha Bcex nnatdopmax, Kpome Google Chrome OS, perknm KMOCKa
HeAoCTymMeH.

MpumeyaHue gas ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.

MpaBuao He BAMAET Ha NpuaoxeHua Android. OHM CMOryT NeEPexoamnTb B NONHO3IKPAHHbIN PEXUM, AaXKe ecu
ANA NpaBwuaa 3a4aHo 3HadyeHue False.

Mpumep 3HayeHun:
0x00000001 (Windows), true (Linux)
B Hayano

GCFUserDataDir

HasHauuTb gnsa Google Chrome Frame KaTanor gns xpaHeHMA NoJ/ib30BaTeIbCKUX AaHHbIX
Tun AaHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\GCFUserDataDir
MoapeprknBaeTca B:

e Google Chrome Frame (Windows) HaunHas c Bepcun 12 ao sepcumn 32
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBNeHWe npaBua: Het
OnucaHue:
3apaeT KaTanor, B KOTOPOM COAEPKATCA AaHHble nosb3oBaTens Google Chrome Frame.

Ecnv HacTpouTb 3T0 Npasuno, Google Chrome Frame 6yzeT coxpaHATb gaHHble B BbIOPaHHbIN KaTanor.

Cnuncok noaaepK1MBaembix nepemMeHHbIX npuseaeH 3aeck: http://www.chromium.org/administrators/policy-
list-3/user-data-directory-variables.

Ecnn He HacTpamBaTb 3TO NpaBuao, byaeT NCNoNb30BaTbCS KaTanor Npoduas nNo ymoyaHuto.

Mpumep 3HaYEHUA:
"S{user_home}/Chrome Frame"
B Havasno

HardwareAccelerationModeEnabled

Ncnonb3oBaTb annapaTHoOe yCcKopeHue (Npu Haamuunm)

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\HardwareAccelerationModeEnabled

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
HardwareAccelerationModeEnabled

Noapepxusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcuu 46
Noppep:knBaemblie GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: HeT, Jns Kaxgoro npopuns: Het
OnucaHue:

No3BosAeT UCNOABb30BaTb annapaTHOE YCKOPEHMe, eC/in 3TO BO3MOXKHO.

Ecnu Bbl BbibepeTe 3HayeHue True AN He HAacTpouTe NPaBuo, annapaTHOE YCKOpeHUe byaeT BKAOYEHO
(TonbKo ecnu cooTBeTcTBYOWAA GYHKLUMA rpadUUecKoro NpoLeccopa He Haxo4MTCA B YePHOM CNUCKE).

Ecnu Bbl BbibepeTe 3HayeHue False, annapaTHoe ycKopeHue byaeT OTKAKYEHO.

Mpumep 3HaYeHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

HeartbeatEnabled

OTnpaBnATb ceTeBble NAKeTbl Ha CepBep yNpaBAEeHUA ANA NPOBEPKM CTaTyCca CETU
Tun gaHHbIX:

Boolean
MoapeprknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 43
NopaepxuBaembie GpyHKLUM

OnHamunyeckoe obHoBNeHWe NpaBua: [a
OnucaHue:
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CeeBble NaKeTbl NO3BONAIOT cepBepy ynpasseHUA onpeaenAatb, Koraa YCTpOﬁCTBO OTK/TIOYEHO OT CEeT!U.

Ecan npaBua0 MMEET 3Ha4YEHNE True, ceTeBble NaKkeTbl (TaK Ha3blBaemblie heartbeats) 6y,CI,YT OTNPaBAATbCA. Ecan
npaBuna0 HE HAaCTPOEHO NI UMEET 3HAYEHNE False, NaKeTbl OTNPaBAATbCA HE 6y,£I,YT.

MpumeyaHue gnas ycTpoiicte Ha naatpopme Google Chrome OS, noaaepxkuBarowmx npunoxxeHma Android.
MpaBnao He BAUAET HA BXOA, BbIMOJIHEHHbIM B NpuaoXxeHun Android.
B Havano
HeartbeatFrequency
YacToTa oTNpaBKKM CETEBbIX NMAaKETOB
Tun AaHHbIX:
Integer
MoaAaeprknBaeTca B:
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 43
NoppepkmBaemble GyHKLUU
OnHamnyeckoe obHoBAeHMe Npasua: [a
OnucaHue:

YacToTa oTNpaBKyM CeTEBbIX NAKETOB (B MUAIUCEKYHAAX).

Ecnmn 310 NpaBmMNO He HaCTPOeHOo, YacToTa NO YMOIYaHUIO COCTaBAeT 3 MUHYTbl. MUHMManbHaa 4acToTa
coctasnset 30 CEeKYHA, MaKCMMa/ibHaA — 24 yaca. 3Ha4YeHMA BHe 3TOro gManasoHa NPUPaBHUNBAKOTCA K Kpai;lHMM.

MpumeyaHue ana yctpoucts Ha naarpopme Google Chrome OS, noaaepxusarowmnx npunoxeHua Android.
MpaBWNO He BAMUAET Ha BXOA, BbIMOJIHEHHbIM B NpunoxeHuu Android.

B Havasno

HideWebStorelcon

YAanutb UHTEPHET-MArasmH co CTPaHuULLbl HbICTPOro AOCTyNa M NaHeAM 3anycka NPUAOKeEHUN
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\HideWebStorelcon
MNpepgnoututenbHoe Ha3BaHue aaa Mac um Linux:
HideWebStorelcon
MoapeprknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 26
NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkgoro npoduna: [a

OnucaHue:

Ypansaet npunoxeHune ns MHTepHeT-marasnHa Chrome 1 ccbliky Ha Hero co CTpaHuLbl BbICTPOro AoCTyna u ¢
naHenn 3anycka npuaoxeHunit Google Chrome OS.

Ecnu ans npaBuna 3agaHo 3HauYeHue "true", 3HauYKN NPUNONKEHU ByayT CKPbITbI.
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Ecnn 3apaHo 3HaveHue "false" nnun sHayeHMe He 3a4aHO, 3HaYKKM byayT oTobparkaTbes.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havasno

HideWebStorePromo (yctapeno)

3anpeT Ha NoAB/IEHNE PEKNAaMbl MPUJIOKEHWNI Ha CTpaHULEe BbiCTporo gocTtyna
Tuvn paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\HideWebStorePromo
NpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
HideWebStorePromo
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcuu 15 go Bepcum 21
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 15 ao Bepcum 21

NoppepkmBaemble GyHKLUMU
OnHamunyeckoe obHoBeHWe NpaBua: Het
OnucaHue:

Ecnn ycTaHoBAeHO 3HayeHue True, Ha HOBOM BKNadKe He byaeT oTobparkaTbCa peKnama NPUNoKeHNn 13
NHTepHeT-marasmHa Chrome. Eciv 3TOT napameTp He 3a4aH UM BblbpaHo 3HauYeHue False, peknama byaet
oTobpaxKartbcs.

Mpumep 3HaueHus:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayasno

Http090nNonDefaultPortsEnabled

Moaaepkka HTTP/0.9 ans noptos, He 3a4aHHbIX MO YMOAYaHUIO

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\Http09OnNonDefaultPortsEnabled

MpepgnouytutenbHoe Ha3BaHue aaa Mac u Linux:
Http090nNonDefaultPortsEnabled

NoppepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 54
e Google Chrome OS (Google Chrome OS) HaunHanA ¢ Bepcum 54

Noapep:kmBaembie pyHKUUMU
OnHamunyeckoe obHoBNeHWe npaBua: Het, Ons Kaxgoro npodouns: Het
OnucaHue:

Mpasuno sKAtovaeT noaaepskky HTTP/0.9 ansa noptos kpome 80 (HTTP) n 443 (HTTPS).

Mo ymon4aHuio NpaBuao OTKIOYEHO. BKtoyan ero, nonb3oBaTteniv NoAsepraotca yrpose 6e3onacHocTy
(https://crbug.com/600352).

370 NpaBwnIo A3aeT NPeANPUATUAM BO3MOXKHOCTb NEPEBECTM cyLuecTBylolme cepsepbl ¢ HTTP/0.9 Ha apyroi
NPOTOKO/. B AanbHelwem oHo byaeT yaaneHo.
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Ecnn npasuio He HacTpoeHo, npotokon HTTP/0.9 6yaeT oTKAOYEH A8 NMOPTOB, HE 3aA4aHHbIX MO YMOAYAHMIO.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

ImportAutofillFormData

MmnopT AaHHbIX A41a aBTo3anosiHeHus ¢opm 13 bpaysepa No ymoa4yaHuo npu nepsBom 3anycke
Tuvn paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImportAutofillFormData
NpepnoututenbHoe Ha3BaHue gasa Mac um Linux:
ImportAutofillFormData
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 39

NoppepkmBaemble GyHKLUMU
PekomeHayetca: da, AnHamuyeckoe obHoBneHMe npasua: [a, Ana kaxaoro npoduna: a
OnucaHue:

o710 npaBuI0 MMNOPTUPYET COXPaHEHHbIE AaHHbIE aBTO3aMNOJ/IHEHNA U3 NpeablAyLlero 6pay3epa no
YMON4YaHUIO, a TaKXKe MeHAET noseaeHMNe ANaIoroBoro OKHa MMnNopTa.

Ecnm 310 NpaBmMNO OTK/IIOYEHO, COXPAaHEHHble Napoan He UMNOPTUPYIOTCA.

Ecan npaBuao He HAaCTPOEHO, MMMNOPT MOXKET ObITb BbINO/NHEH aBTOMATUYECKM MU NOIb30BATENHO MOMKET BbITb
npeanoXxeHo BbiNO/IHUTb €ro Bpy4Hyto.

Mpumep 3HaYeHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

ImportBookmarks

MmMmnopT 3aKnagoK 13 6paysepa, MCNONb3YEMOro Mo YMOAYaHUIO, NPU NEePBOM 3anycke
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImportBookmarks
MpeanoututenbHoe HassaHue gaa Mac m Linux:
ImportBookmarks
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 15
Noppep:knBaemble GyHKLUU
PekomeHayetca: [la, AnHammyeckoe obHoBNeHMe npasun: [a, Ans Kaxgoro npoduns: Aa
OnucaHue:
3T0 NpaBnAO UMMNOPTUPYET 3aKNAAKU U3 TeKyLLero bpay3epa No yMoa4aHUIO U MEHAET NOBeAEHME ANANOrOBOro
OKHa nmnopTa. Ecim OHO OTKAIOYEHO, 3aKNaKMU HE MMNOPTUPYIOTCA, @ €C/IM OHO HEe HAaCTPOEHO, UMMOPT MOXKeT

6bITb BbINO/IHEH aBTOMATUYECKM MU NONb30BaTE/N0 MOXKET BbITb npegnoxeHo MMNOopPTUPOBATb 3aK1aAKN.

Mpumep 3HaYEHUA:
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0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

ImportHistory

MMnopT UcTopmmn NpocMoTpPoB 13 bpaysepa, MCNOJIb3yeMOro No YMO/IYaHMIo, NpY NepBOM 3arnycKe
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImportHistory
NpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
ImportHistory
MoaAaeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcumn 15

Moaaep:knsaembie GyHKLUN
PekomeHayetca: Ja, AvHamuyeckoe obHoBneHuMe npasun: a, Ans kaxaoro npodouna: a
OnucaHue:

3T0 NpaBnIo MMNOPTUPYET UCTOPUIO NOCELLEHHbIX CTPaHWL, M3 Bpay3epa, NCNOo/Ib3yeMoro no YyMO4YaHuio, a
TaKXe MeHseT nosefeHne AnaaoroBoro okHa umnopTa. ECam 310 npaBuio OTKAOYEHO, UCTOPUA He
MMNOPTUPYETCA, @ €C/IN OHO HE HACTPOEHO, UMMNOPT MOKET BbITb BbINOSIHEH aBTOMATUUYECKMN MK NO/Ib30BATENHO
MOXET 6bITb NPEANIONKEHO BbIMONHUTL €ro.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

ImportHomepage

MmnopT cBeaeHMIM 0 AOMALLHEN CTpaHuLEe U3 Bpay3epa, NCNOIb3yeMOoro No yMoJl4aHuIo, NPy NepBoM 3anycKe
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImportHomepage
MpepgnouytutenbHoe Ha3BaHue anaa Mac um Linux:
ImportHomepage
NoppepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 15

Noppep:knBaemble GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkgoro npoduna: [a

OnucaHue:
3TO NpaBUAO MMNOPTUPYET F1aBHYIO CTPAHMLY U3 TeKyLLero 6paysepa no ymonyaHuio. Ecam oHo oTKAtoYEHO,
rnaBHas CTpaHMLLA HE UMMNOPTUPYETCA, @ ECIN HE HAaCTPOEHO, CTPaHMLLA MOXKET BbITb MMMNOPTUPOBaHA
aBTOMaTMYECKKN INBO NO/Ib30BATE/IO MOXKET ObITb NPEAIOKEHO MMNOPTUPOBATH €e.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)

B Hayano

ImportSavedPasswords

MmnopT coxpaHeHHbIX naposiei 13 bpaysepa, UICNOAb3YEeMOro No yMOAYaHMIO, MPU NEPBOM 3anycKe


file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top
file:///D:/3/policy_templates/common/html/ru/chrome_policy_list.html%23top

TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImportSavedPasswords

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
ImportSavedPasswords

Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 15

Noppep:knBaemble PyHKLUMU
PekomeHayetcsa: [la, AnHammyeckoe obHoBNeHMe npasun: [a, Ans Kaxkgoro npoduns: Aa
OnucaHue:

3T0 NpaBUIO MMMNOPTUPYET COXPAHEHHbIE NMAPOJIM U3 NpeablayLiero 6paysepa no yMoa4aHUto, a TaKkKe MeHseT
noBeAeHWe AMaN0OroBOro okHa MmnopTa. Ec/iv 3To NpaBMAO OTKNOYEHO, COXPAHEHHbIE NAPOIv He
MMNOPTUPYIOTCA, @ €C/IM OHO HE HAaCTPOEHO, MMMOPT MOXKET 6bITb BbIMOJIHEH aBTOMATUYECKM UK
MoNb30BaTE/O MOXKET 6bITb NPea0XKEHO BbINOJHUTL €r0.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havasno

ImportSearchEngine

MmnopT cBeAeHMiM 0 MOUCKOBBIX cUcTeMax U3 bpaysepa, NCNOb3yEMOrO MO YMOIYaHMIO, MPM NEPBOM 3anycKe.
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ImportSearchEngine
MpeanoututenbHoe HassBaHue gaa Mac m Linux:
ImportSearchEngine
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 15

Noapep:kmuBaemblie pyHKLUMU
PekomeHayetca: [la, AnHammyeckoe obHoBneHMe npasun: [a, Ans Kaxgoro npodpuns: Aa
OnucaHue:

o710 npPaBnI0 MMNOPTUPYET NONUCKOBbIE CUCTEMDI U3 TEKYLLLETO 6pay3epa no ymon4aHuto. Ecan OHO BKAOYEHO,
MeHAeTcA NnoBeJeHne AManorosoro OKkHa umnopta. Ecan npasuao oTKAKOYEHO, MOMCKOBAA cMcTema no
YMONYAHMIO He umnopTupyeTca. ECam OHO He HacTpoeHOo, MMNOPT MOXKeT 6bITb BbINO/IHEH aBTOMATUYECKM NBO
No/Ib30BaTeN0 MOKET BbITb npeagnoxeHo BbINOJIHUTL €ro.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

IncognitoEnabled (ycTtapeno)

BKIOUNTb PEKUM MHKOTHUTO
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\IncognitoEnabled
MNpepnoututenbHoe Has3BaHue aaa Mac um Linux:
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IncognitoEnabled
HassaHue orpaHuuyeHma gna Android:
IncognitoEnabled
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcun 11
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 11
e Google Chrome (Android) HauuHas c Bepcun 30

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

3TO nNpaBu/Io ycTapeno, UCnosb3yinTe BMecTo Hero npasuio IncognitoModeAvailability, aktusupytowee pexxknum
MHKorHuto B Google Chrome. Ec/iv OHO BK/IKOYEHO UM HE HAaCTPOEHO, NPOCMOTP BE6-CTpaHUL, B pernme
MHKOTHUTO BO3MOKEH, a €C/IN 3TO MPaBUJIO OTKIOYEHO, PEKMUM MHKOTHUTO HEAOCTYMEH.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Havano

IncognitoModeAvailability

JocTynHOCTb pexkuma MHKOTHUTO
Tun paHHbIX:
Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\IncognitoModeAvailability
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
IncognitoModeAvailability
HasBaHue orpaHuuyeHus ans Android:
IncognitoModeAvailability
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 14
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 14
e Google Chrome (Android) HaunHasna ¢ Bepcum 30

NoapepxmBaemble pyHKUUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkaoro npoduna: [a
OnucaHue:

Onpeaennet, MOXKET I N0Nb30BaTeNb NPOCMaTpMBaTb BEB-cTpaHuMLbl B Google Chrome B pexkMme MHKOTHUTO.
Ecnn aTOT napameTp BKAKOYEH WK ero 3HaYeHUe He 334aH0, CTPaHMLbl MOXHO OTKPbIBATb B pexume
WMHKOTHWUTO; €C/IN OH OTK/IOYEH, AeNnaTb 3TOro Hesb3A. Ecam BbibpaHo 3HaueHue Forced, cTpaHULbl MOXKHO
npocmatpusaTb TOJIbKO B perknme MHKOTHUTO.

e 0 =PeXMM MHKOTHUTO AO0CTYyNneH
e 1 =PeXXnm MHKOrHUTO OTKNOYEH
o 2 =TlpuHyanTenbHoe UCnoab3oBaHNE PeXMMa MHKOTHUTO

Mpumep 3HaueHuA:
0x00000001 (Windows), 1 (Linux), 1 (Android), 1 (Mac)

B Hayano

InstantEnabled (yctapeno)
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BkntounTtb HKnsoin nomnck
TuUn AaHHbIX:

Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\InstantEnabled

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:

InstantEnabled

Moppeprkusaertca B:

Google Chrome (Linux, Mac, Windows) HauuHas ¢ Bepcum 11 oo sBepcum 28
Google Chrome 0OS (Google Chrome OS) HaunHana ¢ Bepcumn 11 ao sepcun 28

NopaepxuBaembie GpyHKLUM

PekomeHayetca: da, AnHamuyeckoe obHoBneHuMe npasun: a, Ana kaxaoro npoouns: Aa

OnucaHue:

Bkntouaet *usoit nounck B Google Chrome u 3anpellaeT NonAb30BaTENAM U3MEHATb 3TY HACTPOIKY.
Ecnu aTa HacTpoiiKa BKAoYeHa, *usoit nonck Google Chrome Bceraa akTuseH.

Ecnun ata HacTpolika BbikatoYeHa, o nonck Google Chrome Bceraa HeakTUBEH.

Ecnn aTa HacTpoiiKka 3agaHa, N0Ab30BaTeNM HE MOTYT ee U3MEHATb UM OTMEHSATD.

Ecnn HacTpoika He 3aJaHa, N0Nb30BaTeIM MOTYT YCTaHaBAMBATb €€ N0 CBOEMY KeNaHUIo.

JTa HacTpolika HeaocTynHa B Google Chrome 29 1 60s1ee No3aHnx Bepcunx.

Mpumep 3HaYEHUA:

0x00000001 (Windows), true (Linux), <true /> (Mac)

B Hayasno

JavascriptEnabled (ycrapeno)

Bkntoumntb JavaScript
Twun gaHHbIX:

Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\lavascriptEnabled

MpepgnouytutenbHoe Ha3BaHue anaa Mac um Linux:

JavascriptEnabled

HassaHue orpaHuueHua gna Android:

JavascriptEnabled

MoapeprknBaeTca B:

Google Chrome (Linux, Mac, Windows) HauMHas c Bepcun 8
Google Chrome OS (Google Chrome OS) HaunHan c Bepcum 11
Google Chrome (Android) HaumHas ¢ Bepcun 30

MNopaepxuBaemblie GpyHKUUM

OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a

OnucaHue:

370 NpaBuao ycTapeno, ucnonb3ynte sMecto Hero DefaultlavaScriptSetting.

MoKeT npumeHsaTbCA 4nA oTKAtYeHua JavaScript B Google Chrome.
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Ecnuv oTKAOUNTL 3TO Npasuo, JavaScript Ha Beb-cTpaHuLax 6yaeT 3anpeLeH U HUKTO KPOMe Bac He CMOXKET
N3MEHMWTb 3TY HAaCTPOIKY.

Ecnv BKAOUYUTL MM HE HacTpamBaTb 3TO NpPaBMno, JavaScript Ha Beb-cTpaHuLax byaeT paspelueH, Ho y
no/sib3oBaTesieit byaeT BO3MOMKHOCTb €ro 3anpeTuTh.

Mpumep 3HaYEHUA:

0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Havasno
KeyPermissions
Mo3BonseT paspeLaTb MAK 3aNpeLLaTb UCNOb30BaHUE KtoYei
Tun gaHHbIX:

Dictionary
MoapeprkuBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 45

Noppep:kmnBaemble PyHKLUMU

OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

MpeaocTaBaneT paclMpPeEHNAM A0CTYN K KOPNOPaTUBHbIM KJllo4am.

[na ncnonb3oBaHmA B OpraHM3aumnmn NOAX0AAT TONIbKO K/OUYK, CTEHEPUPOBAHHbIE B YNPABAAEMOM aKKayHTe C
nomoLubto chrome.enterprise.platformKeys API.

[ocTyn K KopnopaTUBHbIM K/04aM NpefoCcTaBAAeTCcA TO/IbKO B COOTBETCTBUM C 3TUM NnpaBuaom. Monb3oBaTtesnb
He MOXET OTKPbIBaTb PACLLUMPEHUAM AOCTYM K TaKMM KAOYaM MM 3anpeLlaThb ero.

Mo yMON4YaHUIO Y paclUMpPeHnid HET A0CTyNa K KOPNopaTUBHbLIM Katodam. OHM TakKe byayT HeAOCTyMHbI
pacwmnpeHnto, ecn yCTaHOBUTb ANa Hero 3HaveHue false B napameTtpe allowCorporateKeyUsage.

PacwmnpeHne MoXKeT UCNOo/Ib30BaTb KOPNOPATUBHbBIE KKOUM A8 3IEKTPOHHOM NOANUCH NPOU3BOJIbHbLIX AAHHbIX,
ecnv B ero napametpe allowCorporateKeyUsage ycTaHoBNEHO 3HaveHMe true. MpeaocTasasiite 3To
paspeLleHme TONbKO PAcLUMPEHMAM, KOTOPbIM Bbl JOBEPAETE 3aLUUTY KIOYEN.

MpumeuaHue gas ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.
MpunoxeHuns Android He MOryT NOAYUYUTb AOCTYN K KOPMOPATUBHbLIM Kto4am. ITO NPaBMIO Ha HUX He BAUSET.

B Havasno

LogUploadEnabled

Mo3BoAIAET OTNPABAATL CUCTEMHbIE KYPHA/bl Ha cepBep ANA NPOBEPKN aAMUHUCTPATOPAMM

Tun AaHHbIX:
Boolean

Moapep:knBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 46
Noppep:kuBaemble GpyHKLMMU

OnHamunueckoe obHoBNeHUe NpaBua: [a
OnucaHue:
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MNossonser OTNPaB/ATb CUCTEMHDbIE XKYPHa/bl Ha cepBep ANA NPOBEPKU aAMUHNUCTPATOPaMMU.

Ecau Bbl YCTaHOBUTE 3Ha4YeHUe True, cMCTeMHbIe AaHHble 6YAYT OTNPaBAATbCA. Ecau Bbl YCTaHOBUTE 3Ha4YeHUE
False unu He cTaHeTe HaCTpanBaTb NpPaBun/0, AaHHbIE OTNPAB/IATLCA HE 6y,a,yT.

MpumeyaHue g ycTpoiicte Ha naatpopme Google Chrome OS, noaaep:xkusarowmx npunoxkeHua Android.

MpaBnao He BAUAET HA BXOA, BbIMOJIHEHHbIM B NpuaoXxeHun Android.

B Hayano

LoginApps

Co3pgaHume cnncka npuaoXKeHUM Ha 3KpaHe BXoaa
Tun AaHHbIX:

List of strings

MoaAaeprknBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 54

NoppepkmBaemble GyHKLUU

OnHamnyeckoe obHoBNeHMe Npasua: [a

OnucaHue:

MoKa3blBaeT Ha 3KpaHe BXOa CNUCOK MPUNOXKEHUIA, KOTOpble BblAK ycTaHOBAEHbI 6e3 noATBep:KAeHUA
Nno/ab30BaTeNs 1 KOTopble HeMb3A yAaAnTb. Bce 3anpallmBaemble NPUAOKEHUAMU paspelleHns
NpeaocTaBAATCA aBTOMATUYECKW. ITO TaKKe KacaeTcs NtobbiX pa3peLleHunit, KoTopble HeobXxoANUMbI AN1A HOBbIX
BEPCUI NPUSIONKEHWNIA.

Ecnm npnHyanTeNbHO YCTaHOBAEHHOE NPUNOXKEHUE UCKAKOYAETCA U3 CMNCKA, Google Chrome aBTOMaTU4YeCKM
€ro yganaer.

Kaxablih NYHKT Npasuia npeacrasaseT coboit CTPOKY, KOTopas CoAepUT naeHTuduKaTop paciumpeHma n URL
ANnA o6HOBNEHUA, pa3aeneHHble asoeToumnem (;). MaeHTudmKaTop pacluMpeHns — 3To CTPoKa 13 32 CUMBOJIOB.
Ero moXHo HalTu, Hanpumep, Ha cTpaHuLe chrome://extensions B pexunme paspabotumka. URL o6HoBAEHUA
[O/IXeH YKa3blBaTb Ha MaHUdecT 06HoBNeHNA (XML-dalin), Kak onncaHo Ha CTpaHuue
https://developer.chrome.com/extensions/autoupdate. O6patute BHMMaHue, 4To URL 06HOBAEHMUS,
MCMNO/Ib3yeMblii B NpaBuae, NPUMEHAETCA TONIbKO NPU NepBoHaYanbHOM ycTaHoBKe. s AanbHenlmx
06HoBNeHNI ncnonbayetca URL, ykasaHHbIN B MaHUdecTe paclumpeHuns.

Hanpumep, pacwumperune
gbchcmhmhahfdphkhkmpfmihenigimpp;https://clients2.google.com/service/update2/crx ycraHasnmsaet
npunoxeHune "Chrome Remote Desktop" 13 ctangaptHoro URL o6HoBneHMA ana NHTepHeT-marasnHa Chrome.
MoAapo6Hy MHOOPMALMIO O XOCTMHIE PacLUMPEHNA MOXKHO HalTK B 3TOM CTaTbe:
https://developer.chrome.com/extensions/hosting.

B Hayasno

LoginAuthenticationBehavior

HacTpoiiKka cnocoba ayTeHTUdUKaumm
Tun gaHHbIX:

Integer

Moapep:knBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHan c Bepcum 51
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe NpaBuA: [a
OnucaHue:

C nomoubto 3TOrO npaBunia MOXXHO OnNpeaennTb, Kakum o6pa30M 6y,u,eT nponcxogunTb ayTeHTVId)MKaLI,VIﬂ.
ﬂ,OCTyﬂHbI ABa YKa3aHHbIX HWXKe cnocoba.

Ecnv 3apaH napameTp GAIA, Bxoa 6yAeT ocywecTB/ieH Yepes 0g4HOMMEHHYIO CUCTEMY ayTEHTUGUKaALUN.

Ecnun 3apaH napametp SAML_INTERSTITIAL, nonb3oBaTenb yBUAUT NPOMEKYTOYHOE OKHO C Npe/ioXKeHnem
BbIObpaTb cnocob ayteHTUGUKaunM. OH MoXKeT BoUTU nbo Yepes cuctemy GAIA, 1mbo ¢ NomMolLLLbo NOCTaBLIMKA
ycayr SAML, cOOTBETCTBYHOLLErO AOMEHY PErncTpaLLmmn ycTpoicTea.

e 0 =Bxogutb yepes GAIA
e 1 =BxoauTb c NOMOLbIO NOCTaBLWMKa ycnyr SAML (HyXXHO NoATBepKAeHMe NoAb30BaTEeNS)

B Hayano
LoginVideoCaptureAllowedUrls

URL, A8 KOTOpPbIX AOCTYMN K BUAEOYCTPOMCTBAM NPeAoCTaBAAaeTca Ha CTpaHuuax sxoaa SAML
Twun gaHHbIX:

List of strings
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 52

NoppepkmBaemble GyHKLUU
OnHamnyeckoe obHoBAeHMe Npasua: [a
OnucaHue:

LLlabnoHbI, yKa3aHHbIe B CNIUCKe, CBEPAIOTCA ¢ 3anpawmeatowmm URL. Mpu 06Hapy»KeHnn coOOTBETCTBUA A0CTYN K
BMAE0YCTPOMCTBAM NPEeAOCTaBAAETCA Ha CTpaHuLax Bxoda SAML. Ecam cooTBETCTBUA He 06HapPYKeHO, AOCTYN
6yaeT aBToMaTUYeCcKn 610KMPOBaH. MoACTaHOBOUYHbIE 3HAKM 3aNpeLLEHbI.

B Hayasno
ManagedBookmarks

Ynpasnaemble 3aKNagKku
Tun paHHbIX:
Dictionary [Android:string, Windows:REG_SZ] (koaupyeTcs B Buae cTpoku JSON, nogpobHee cM. Ha CTpaHuLe
https://www.chromium.org/administrators/complex-policies-on-windows)
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ManagedBookmarks
MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
ManagedBookmarks
Ha3ssaHue orpaHuuyeHua gna Android:
ManagedBookmarks
NoapepxuBaerca B:

e Google Chrome (Android) HaunHasa ¢ Bepcum 30

e Google Chrome (iOS) HaunHan c Bepcun 35 go Bepcuun 47

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 37
e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 37

NopaepxnBaembie GpyHKLUM
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OnHamnyeckoe obHoBAeHWe npasun: Ja, Ana Kaxkgoro npoduns: Aa
OnwucaHue:

Configures a list of managed bookmarks.

The policy consists of a list of bookmarks whereas each bookmark is a dictionary containing the keys "name"
and "url" which hold the bookmark's name and its target. A subfolder may be configured by defining a
bookmark without an "url" key but with an additional "children" key which itself contains a list of bookmarks as
defined above (some of which may be folders again). Google Chrome amends incomplete URLs as if they were
submitted via the Omnibox, for example "google.com" becomes "https://google.com/".

These bookmarks are placed in a "Managed bookmarks" folder that can't be modified by the user, but the user
can choose to hide it from the bookmark bar. Managed bookmarks are not synced to the user account and can't
be modified by extensions.

Starting with release 51, the folder name for the bookmarks is customizable by adding a {"toplevel_name":
"some name"} list item.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\ManagedBookmarks = [{"toplevel_name": "My managed bookmarks"},

{"url": "google.com", "name": "Google"}, {"url": "youtube.com", "name": "Youtube"}, {"name": "Chrome links",
"children": [{"url": "chromium.org", "name": "Chromium"}, {"url": "dev.chromium.org", "name": "Chromium
Developers"}]}]

Android/Linux:

ManagedBookmarks: [{"toplevel _name": "My managed bookmarks"}, {"url": "google.com", "name": "Google"},

’
nn

“url": "youtube.com", "name": "Youtube"}, {"name": "Chrome links", "children": [{"url": "chromium.org",
"name": "Chromium"}, {"url": "dev.chromium.org", "name": "Chromium Developers"}]}]
Mac:
<key>ManagedBookmarks</key>
<array>

<dict>

<key>toplevel_name</key>
<string>My managed bookmarks</string>
</dict>

<dict>

<key>name</key>

<string>Google</string>

<key>url</key>

<string>google.com</string>
</dict>

<dict>

<key>name</key>

<string>Youtube</string>

<key>url</key>

<string>youtube.com</string>
</dict>

<dict>

<key>children</key>
<array>
<dict>
<key>name</key>
<string>Chromium</string>
<key>url</key>
<string>chromium.org</string>
</dict>
<dict>
<key>name</key>



<string>Chromium Developers</string>
<key>url</key>
<string>dev.chromium.org</string>
</dict>
</array>
<key>name</key>
<string>Chrome links</string>
</dict>
</array>
B Havasno

MaxConnectionsPerProxy

MaKcumanbHOE KOJIMYEeCTBO OAHOBPEMEHHbIX MOAKAOYEHWNI K NPOKCU-CEPBEPY
Tuvn paHHbIX:
Integer [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\MaxConnectionsPerProxy
MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
MaxConnectionsPerProxy
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasn c Bepcuu 14

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: Het, Ans Kaxgoro npodpuns: Het
OnucaHue:

3afaeT MaKcmasibHOe KONMYEeCTBO O4HOBPEMEHHbIX MOAKNOUYEHUI K MPOKCU-cepaepy.

HekoTopble npoKcn-cepsepbl He cnocobHbl 06paboTaTb cpasy HECKOIbKO NOAKAOYEHUI K O4HOMY K/IUEHTY, U
YCTaHOBKa 60/1ee HU3KOro 3HaYEHUsI MOYKET MOMOYb PELNTL 3Ty Npobaemy.

3HayeHune JOIKHO HAX0AUTbLCA B AnanasoHe oT 6 Ao 100 (no ymonyanuio 32).

HekoTtopble 866-I'IpMI'IO)'KeHMFI MCNOJIb3YHOT CPa3y HECKOJIbKO COep,VIHeHMl\;I C OXKMAaLWmmm BbinonHeHnAa GET-
3anpocamu, NO3TOMY NpPn YCTaHOBKE 3HaYeHUNA HNXKe 32 BO3MOXXHO 3aBUCaHUE 6pay3epa, eC/in 3anyuleHo
HECKOJ/IbKO TaKnX I'IpVII'IO)KGHVIVI.

Ecnv 3To NpaBMAO He HAaCTPOEHO, UCMO/b3YETCA 3HAYEeHWE Mo yMmonYaHuio (32).

Mpumep 3HaYeHUA:
0x00000020 (Windows), 32 (Linux), 32 (Mac)
B Hayano

MaxInvalidationFetchDelay

MaKcumanbHas 3a4epKKa U3BaeYeHMa Nocae aHHYAMPOBAHUA NOANTUKM
Tun gaHHbIX:
Integer [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\MaxInvalidationFetchDelay
MpepnouytuTenbHoe Has3BaHue aaa Mac um Linux:
MaxInvalidationFetchDelay
Moapep:knBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c sepcuu 30
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e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 30

Noppep:knBaemblie PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Ja, Ana kaxkgoro npoduna: a
OnucaHue:

MaKcumanbHana 3a4epKKa B MUAJIMCEKYHAAX MeXKAY NoydeHnem yBeaoMIeHnA 06 dHHY/IMPOBAaHUU NOJIUTUKHN
W U3B/IeYEHMEM HOBOM NOJUTUKU U3 C!'Iy>K6bI ynpasaeHnAa yCTpOVICTBaMM.

3Ha4yeHue, 3a4aHHOE B 3TOM NONUTUKE, 3aMEHAET 3Ha4YeHne No yMoa4aHuto, pasHoe 5000 mc. 3HayeHue
NOAUTUKM AONXKHO BbITb B AManasoHe ot 1000 (1 cek) ao 300000 (5 muH). Ecnum 3afiaHHOE 3HaYeHMe He BXOAUT B
3TOT AManas3oH, UCnosb3yeTcs banKanwee AONYCTMMOE 3HaYeHme.

Ecnn nonntuka He 3agaHa, Google Chrome ucnonb3yet 3HadeHne no ymondanuio (5000 mc).

Mpumep 3HaYEHUA:
0x00002710 (Windows), 10000 (Linux), 10000 (Mac)
B Hayano

MediaCacheSize

3agath pasmep Kella Ans meauvagaHHbix B bainTax

Twun gaHHbIX:
Integer [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\MediaCacheSize

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
MediaCacheSize

Noapepxusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 17

Noppep:kmBaemblie GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Het, ns Kaxgoro npopuns: Het
OnucaHue:

HacTpauBaeT pasmep Kelwa, KoTopblii Google Chrome byaeT Mcnonb3oBaTh AN XpaHEHUA KELIMPOBAHHBbIX
meanadannos Ha AuCKe.

Ecnu ato npasuno 3agaHo, Google Chrome ncnosb3yeT NpefoCcTaBieHHbIN Kell He3aBUCUMO OT TOF0, HAacTPOEeH
nmn dnar --media-cache-size. 3HaueHwue, ykazaHHOE B 3TOM NpaBue, ABNAETCA He CTPOTMM OrpaHUYEHMEM, a,
CKOpee, OPUEHTUPOM AN CUCTEMbBI KELUMPOBAHUA. ECiv 3HaueHne ByaeT CAMWKOM Mano, oHo ByaeT yBenndyeHo
[0 Pa3yMHOIro MUHUMYMA.

Ecnun ycTaHOBAEHO 3HayeHne 0, MCNOJ1b3yeTCA Kelwl CTaHAaPTHOro pa3mepa, HO No/sib30BaTe/1b HE MOXKET ero
N3MEHUTb.

Ecnn 3To NpaBMIo HE HACTPOEHO, TaK¥Ke UCMO/b3YeTCA Kel CTaHAAPTHOrO pasmepa, HO NoJib30BaTe/lb MOXKET
M3MEHUTb ero ¢ nomolbto pnara --media-cache-size.

Mpumep 3HaYEHUA:
0x06400000 (Windows), 104857600 (Linux), 104857600 (Mac)
B Hayano

MetricsReportingEnabled

BKNOYUTL B OTYETHI A@HHble 06 ncnonb3oBaHUM 1 cOOAX
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TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\MetricsReportingEnabled

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
MetricsReportingEnabled

Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 8

Noppep:knBaemble PyHKLUMU
PekomeHayetcsa: [a, AnHammyeckoe obHoBneHMe npasun: Het, Ana kaxkaoro npoduna: Het
OnucaHue:

MNo3BonaeT aHOHUMHO OTNpPaB/ATbL B Google OTYETbI MO UCMNO/Ib30BaHMUIO U COOSM Google Chrome n 3anpewaeT
NoNb30BaATENAM USMEHATDL 3TY HaCTpOﬁKy.

Ecnun dyHKUMA BKAKOYEHA, aHOHMMHbIE OTYETbI MO UCNO/b30BaHMIO 1 cboam oTnpasasatoTca B Google, 1
Hao60poT. TaK UM MHaYe, NONb30BaTE/IM HE CMOTYT OTK/OUYNTL OTNPABKY. ECAM NpaBMAo He 3a4aH0, HACTPOIKa
6yneT coOOTBETCTBOBATb YKa3aHHOM NoAb30BaTeNeM MPU YCTAHOBKE UM 3aMyCKe.

MpaBuno HeaocTynHO Ha ak3emnaapax Windows, He Bxoaalmx B someH Active Directory (aHanornyHoe
npasuno ana Chrome OS HasbiBaeTcs DeviceMetricsReportingEnabled).

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

NTPContentSuggestionsEnabled

Moka3blBaTb peKOMeHAaUMKN Ha CTPaHULE BbICTPOro AocTyna
Twun gaHHbIX:
Boolean
HassaHue orpaHuueHua gna Android:
NTPContentSuggestionsEnabled
NopapepknBaerca B:

e Google Chrome (Android) HaunHas ¢ Bepcun 54
Noppep:knBaemblie GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkgoro npoduna: [a

OnucaHue:

Ecnm 370 NpaBmMNO BKAOYEHO W/IN HE YCTAHOBJIEHO, Ha CTPaHuMLe 6b|CTpOI’O AO0CTyna MOTYT npeanaratbCa
CTpaHuubl Ha 6ase NUCTOPUUN NPOCMOTPA, UHTEPECOB NN peKOMEH,ﬂ,aLLMl)'I.

Ecnm 370 NpaBmMNO BbIKNOYEHO, NO/Ib30BATENIO HE 6y,u,yT dBTOMATUYECKU NpeanaratbCAa pekomeHag0BaHHbIE
CTpaHuupbl.

Mpumep 3HayeHus:
true (Android)
B Hayano

NetworkPredictionOptions

BKntounTb NpepBapuTenbHoOe onpeaeneHme cetm
Tun AaHHbIX:
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Integer [Android:choice, Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\NetworkPredictionOptions
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
NetworkPredictionOptions
HasBaHue orpaHuuyeHus ans Android:
NetworkPredictionOptions
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcuu 38
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 38
e Google Chrome (Android) HauuHas c Bepcun 38

Moaaep:knBaembie GyHKLUN
PekomeHayetca: da, AnHamuyeckoe obHoBneHMe npasua: [a, Ana kaxaoro npodouna: a
OnucaHue:

BkntovaeT npeasapuTensHoe onpegeneHue cetn B Google Chrome v 3anpeLaeT Nosb30BaTeNSAM MEHATb 3Ty
HACTPOWMKY.

370 No3BONAET KOHTPOIMPOBATL He TONbKO ynpexaatowee yteHre DNS, Ho 1 ynpexkaatowee NogKNOYEHME MO
npoTokonam TCP 1 SSL, a TaKKe npeasapuTesibHy0 BU3yannsaumio Beb-cTpaHul,

Ecnu aTOT napameTp yctaHoB/eHa Ha "always" (sceraa), "never" (Hukorga) nam "Wi-Fi only" (tonbko Wi-Fi),
HMKTO KPpOMe BacC He CMOKET M3MeHUTb ero B Google Chrome.

Ecnu He HacTpaumBaTb 3TO NPaBWIO, NpeaBapuTesibHOe onpeaeneHme ceTu 6yaeT BKAOUYEHO, HO Y
nosib3oBaTtesielt byaeT BO3MOXKHOCTb BbIK/HOUYUTL €rO.

e 0 =Bcerga npeponpefenatb napameTpbl ceTU

e 1 =TIpegonpeaenset napameTpsbl ceTn Tonbko no Wi-Fi. Mpasuno yctapeno B sepcum 50, yaaneHo B
Bepcun 52. B 6os1ee Nno3aHUx Bepcuax 3HadeHne 1 npupaBHeHo K 3HadyeHuto 0 ("Bceraa
npefonpeaenatb napameTpbl ceTn").

e 2 =HuKorga He npegonpenenaTb NnapameTpbl ceTn

Mpumep 3HaueHun:
0x00000001 (Windows), 1 (Linux), 1 (Android), 1 (Mac)
B Hayasno

OpenNetworkConfiguration

KoHdurypauma cetn Ha ypoBHe Nonb3oBaTens
Tun paHHbIX:

String
Noppeprxkusaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 16

Noppep:xmnBaemble GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkgoro npoduna: a
OnucaHue:

Mo3BoAAET NPUHYAUTENBHO NEPEHOCUTL KOHPUIYPaLMIO CETU KOHKPETHOIO NoJIb30BaTeNA Ha Ntobble
ycTtponctea Google Chrome OS. KoHdurypaums cetn onucoiBaetca cTpokoi B popmate JSON, KoTopbli
onpeaeneH popmatom Open Network Configuration, c KOTOpbIM MOXHO 03HAKOMMUTLCA, Nepenan No agpecy
https://sites.google.com/a/chromium.org/dev/chromium-os/chromiumos-design-docs/open-network-
configuration
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MpumeuaHue ana ycrpoiicts Ha nnatpopme Google Chrome OS, nogaepxusatowmx npunoxkeHuna Android.

MpunoxkeHna Android moryT Mcnoib30BaTb CeTEBbIE HACTPONKM U cepTUdMKaTh LLC, yKasaHHble C NOMOLLbIO
3TOro NPaBMAa, HO JIMLLEHbI OCTYNa K HEKOTOPbIM NapameTpam KoHduUrypaumu.

B Hayano

PacHttpsUrlIStrippingEnabled

CkpbiBaTb gaHHble B URL (https://) ana PAC-ckpunTos
Tuvn paHHbIX:

Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\PacHttpsUr|StrippingEnabled

MpeanoututenbHoe HassBaHue gaa Mac u Linux:

PacHttpsUrlIStrippingEnabled

MoapeprkuBaerca B:

Google Chrome (Linux, Mac, Windows) HaunHas c Bepcumn 52
Google Chrome OS (Google Chrome OS) HaunHan ¢ Bepcumn 52

MNopaepxuBaembie GpyHKLUM

dnHammnyeckoe obHoBneHWe nNpasun: HeT, Ona Kaxkaoro npoduns: Het

OnucaHue:

Y6upaeT KoHougeHuManbHble AaHHble n3 URL ¢ npoTokonom https:// nepes Tem, Kak nepenaBatb UX B CKPUNTbI
aBTOKOHUrypaummn npokcn-cepsepa (PAC), koTopble ncnonbsyet Google Chrome.

Ecnv nonnTuKa He 3agaHa UK B Hel YCTaHOB/IEHO 3HaveHue True, pyHKumMA BraoveHa u URL ¢ npoTokosiom
https:// cokpaluatoTca nepeq Tem, Kak nonactb 8 PAC-CKpMnT. B pe3ynbTaTe CKPUNTY HEAOCTYMNHbI AaHHbIE,
KOTOPble 06bIYHO CKPbITbI B 3aLMLLEHHbIX KaHafax (Hanpumep, B NyTAX 1 3anpocax).

Ecnn B nonntuke yctaHoBneHo 3HaveHue False, oHa He aelicTByeT, a 3Ha4YUT KomnoHeHTbl URL ¢ npoTokosiom
https:// aoctynHbl Bcem PAC-ckpunTam (BKAto4as Te, KOTopble Bblan noayyeHsl no npotokony WPAD uan

He3alWMLIEHHOMY KaHany).

B no/IMTMKe MO YMOIYAHUIO YCTAHOBAEHO 3HaYeHue True (PyHKUMA BKAOUeHa). UcKkntoueHre cocTaBasatoT
TONIbKO KoprnopaTusHble ycTpoiictea Chrome OS: Ha HMX 334aH0 3Ha4YeHue False.

PekomeHAyeM yCTaHOBMUTb 3HauyeHWe True. BbibupaliTe 3HaueHue False, TONbKO NpU BO3HUKHOBEHUM Npo6aeMbl
COBMECTMMOCTH C cyLuecTByroWmMmMn PAC-cKpunTamu.

Mbl NaHMpPYyeM yAananUTb BO3MOXKHOCTb NepeonpeaeeHns 3To HaCTPOMKK.

Mpumep 3HaYEHUA:

0x00000000 (Windows), false (Linux), <false /> (Mac)

B Hayasno

PinnedLauncherApps

CNMCOK NpUKpenaeHHbIX NPUIOKEHUI B MaHeNM 3anycKa
Tun gaHHbIX:

List of strings

Moapep:knBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 20
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Moapaep:knsaembie GyHKLUN

PekomeHayetca: da, AnHamuyeckoe obHoBneHMe npasua: [a, Ana kaxaoro npoouna: [a

OnucaHue:

CnuncoKk naeHTMOMKaTOPOB NPUNOKEHUH, KoTopble Google Chrome OS oTobparkaeT B NaHenu 3anycKa.
Ecnv 3To NpaBMAO HACTPOEHO, TO HAbOpP NPUAOKEHUIA 3aPUKCUPOBAH U NO/b30BATE b HE MOMKET U3MEHUTD €ro.

Ecam ato NnpaBunaI0 He HACTpPOeHOo, N0/1b30BaTe/ib MOXXeT U3SMEHUTb CNMUCOK I'IpVIl'IO)-KEHVIVI B NaHe/In 3anycCKa.

B Hayano

PolicyRefreshRate

YacTtoTa 06HOBAEHMI NOAUTUKM NOb30BaTENSA
Tun AaHHbIX:

Integer

Noapepxusaerca B:

Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcumn 11

NoppepknBaemble GyHKLUMU

OnHamnyeckoe obHoBaeHWe npasua: Aa, Ana Kaxkgoro npodunsa: a

OnucaHue:

3a4aeT NepMoaMYHOCTb B MUIIMCEKYHAAX, C KOTOPOM B CYKOY ynpaBaeHUs yCTPOMCTBOM HanpaBAAoTCA
3anpocbl 0 NOIMTUKE NOb30BaTENS.

YcTaHOBKa 3TOro nNpasuaa nepeonpeaensier 3HadeHne no ymoa4aHuio, pasHoe 3 yacam. [lonycTmble 3HaYeHUA:
ot 1 800 000 (30 muHyT) Ao 86 400 000 (1 aeHb). /ltobble 3HaYEHUS, BbIXOAALLME 33 NPeaebl 3TOro AManasoHa,
ByAayT NpuBeAeHbl K COOTBETCTBYIOLWEN NpeaenbHol BennunHe. Ecan nnatdopma nogaepsknsaet ysegoMIeHUA
0 MOAIMTUKAX, TO 3HaYeHMe byaeT yCcTaHOBAEHO Ha 24 Yaca, NOTOMY YTO NPU YBEAOMAEHUAX aBTOMATUYECKU
[OIKEeH OTNPaBAATbLCA 3aNPoCc 06HOBAEHUNA, €CU NOAUTUKU BbINN N3SMEHEHDI.

Ecnv 3To npaBmao He ycTaHoBAeHo, Google Chrome 6yaeT Mcnonb3oBaTb 3HaYeHMe NO YMOAYaHMIO: 3 yaca.

Ecnn nnatdopma nopaepRMBaeT yBegomMaeHUA 0 NOAUTUKAX, TO 3HaYeHne byaeT ycTaHOBNEHO Ha 24 yaca
(MrHOpUpYsA BCE 3HAYEHMA MO YMOMHYAHUIO M YCTaHOBKM NPaBmaa), MOTOMY YTO MPKU YBEAOMIEHUAX
aBTOMAaTUYECKU SO/IXKEH OTNPaBAATLCA 3aNpPOC 06HOBAEHUA, eC/IM NONUTUKM BbiNn 3meHeHbl. Kak cneacrsue,
601ee YacTble 06HOBNEHWNA CTAHOBATCA HE HYXKHbI.

B Hayasno

PrintingEnabled

BKntounTb nevaTb
Twun gaHHbIX:

Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\PrintingEnabled

MNpepgnoututenbHoe Ha3BaHue gaa Mac um Linux:

PrintingEnabled

HasBaHue orpaHuuyeHus ans Android:

PrintingEnabled

MoapeprknBaeTca B:

Google Chrome (Linux, Mac, Windows) HauMHas c Bepcun 8
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e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcum 11
e Google Chrome (Android) HauuHas c Bepcun 39

Noppep:knBaemblie PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

PaspewwnTb neyatb B Google Chrome 1 3anpeTnTb N0/1b30BaTENSAM MEHATb 3TY HAaCTPOMKY.
MeyaTb BO3MOXHa, €C/M 3TOT NapamMeTp BK/OUYEH UM He 3aaH.

Ecnn oH oTKAOYEH, NO/Ib30BaTEIN He MOTYT nedaTtatb 3 Google Chrome. MeyaTb OyAeT 3anpeLleHa B MeHo
"HacTtpoikun", pacwmpeHusx, npunoxenuax JavaScript n 1. 4. UIckarouyeHWe cocTaBAoT NiaruHbl,
oTnpasaatoWMe 3a4aHuaA Ha nevatb B 06xoa Google Chrome. Hanpumep, B KOHTEKCTHOM MEHIO HEKOTOPbIX
npunoxeHui Flash nmeetca nyHKT "Mevatb" — Ha Takne cydam 3To NPABUIO HE PACMPOCTPaHAETCA.

MpumeyaHue ana yctpoucTs Ha naatrpopme Google Chrome OS, noaaepxusarowmx npunoxeHua Android.
3To NpaBWUIO He BAUSAET Ha NpuaoxKeHua Android.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Havasno

QuicAllowed

PaspelwaeT ncnonbsosaHune npotokona QUIC
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\QuicAllowed
MpeanoututenbHoe Ha3saHue gaa Mac u Linux:
QuicAllowed
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 43
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 43

Noapep:kmBaemblie pyHKLUMU
OnHamunuyeckoe obHoBNeHWe NpaBua: Het, ns Kaxgoro npoouns: Het
OnucaHue:

Ecnu 310 NpaBuIo BKAOYEHO (3HauyeHue True) unm He 3a4aHo, Ucnosb3oBaHMe npoTokosa QUIC Google Chrome
pa3pelleHo. Ecan aTo npaBuno BbikAOYEHO (3HaYeHue False), ucnonb3osaHume npotokosa QUIC 3anpeulieHo.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Havasno

RC4Enabled

BKntoyaeT 1 oTKAoUYaeT Habopbl wndpos RC4 B TLS
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RC4Enabled
MNpepnoututenbHoe Has3BaHue aaa Mac um Linux:
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RC4Enabled
HassaHue orpaHuuyeHma gna Android:
RC4Enabled
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcuun 48 ao sepcumn 52
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 48 ao Bepcum 52
e Google Chrome (Android) HauuHas c Bepcun 48 Ao Bepcun 52

e Google Chrome (iOS) HaunHas ¢ Bepcun 48 oo Bepcumn 52

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkagoro npoduna: Het
OnucaHue:

BHumaHue! Noagaeprkka RC4 B Google Chrome 6yaeT no/HOCTbIO NpeKpaLleHa nocne Bbixoga Bepcun 52 8
ceHTAbpe 2016 roga. Mocne 3Toro NpaBuIO NepecTaHeT AeNCcTBOBATb.

Ecnv npaBuIo He HAaCTPOEHO MM AnA Hero BbibpaHo 3HayeHue False, Habopsbl Wndpos RC4 B TLS He byayT
BK/ItOYEHbI. EcnKM yKa3aHo 3HaveHue True, COBMECTUMOCTb C YCTapeBLIMM cepBepoM coxpaHutcsa. OaHako
NOMHUTE, YTO 3TO BPEMEHHaA mepa 1 cepsep HeobxoAMMO NepeHacTPOUTb.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), false (Android), <false /> (Mac)
B Hayano

RebootAfterUpdate

ABTOMaTUYeCKan nepesarpysKka nocse obHoBAeHUA
Twun gaHHbIX:

Boolean
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 29

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBeHWe NpaBua: [la
OnucaHue:

MnaHMpoBaHWe aBTOMATMYECKON Nepesarpy3kn nocae Toro, Kak 6b11o npumeHeHo obHosneHne Google Chrome
0sS.

Ecnun ons npasuia 3agaHo 3HaveHue "true”, aBTomaTuyeckan nepesarpyska naaHUpyeTcs HA MOMEHT YCTaHOBKM
o6HoBneHna Google Chrome OS; uTo6bl 3aBepLLUTL NpoLecc obHoBAeHUA, TpebyeTca nepe3arpyska. OHa
BbINOJIHAETCA HEMEAIEHHO, HO /11 HEE MOXKHO 33aTb BPEMA 3a4€ePKKM 0 24 4acoB, ecnn, Hanpumep,
Nnonb30BaTe/lb B HACTOALLMIN MOMEHT paboTaeT Ha ycTpoicTBe.

Ecnn ana npaBuna 3agaHo 3HaveHue "false", aBTomaTuyeckas nepesarpyska He NJaHUPYeTCA NOC/e YCTaHOBKM
obHoBneHns Google Chrome OS. Mpouecc o6HoBNAEHMA ByAET 3aBEPLUEH NPU CNeAYIOLLEN Nepe3arpysKe
yCTpOMCTBa.

Ecnu npasuio 3a4aHo, N0Nb30BaTeIN HE MOTYT €r0 U3SMEHATb MW OTMEHSATb.

MpumeyaHue. B HacToAWee BpeMA aBTOMaTUYECKan nepe3arpysKa BKAOYEHA B peXMMe NOKasa FaBHOro
3KpaHa Wau B pexxmme KMocka. Mbl nnaHupyem aopabotaTb 3Ty GyHKUMIO, YTOObI NPaBMIO MO0 NPUMEHATHCA

HEe3aBUCMMO OT TEKYLLLEro ceaHca.

B Hayano
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ReportArcStatusEnabled
OTtnpaBKa oTyeToB Cc MHPopMmaumelt o coctoaHMM Android
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 55

Moaaep:knsaembie GyHKLUN

OnHamunyeckoe obHoBneHUe npasua: [a, Ana kaxkaoro npoduna: Het
OnucaHue:

MNo3BonseT oTNPaBAATb OTYETHI C MHDOPMaLMen o cocTosHuM Android Ha cepBep.

Ecnum Bbl yKaxkeTe 3HaueHue False, HPpopmauma o ceaHce NepeaBaTbcs He byaeT. Ecan Bbl yKaxkeTe 3HauYeHue
True nam octaBuTe nose NycTbiMm, MHPopmauma byaet nepesaBaTbea.

3T0 NpaBUAO NPUMEHSAETCA TOSIbKO ECIN BKAOYEHbI MpUnoKeHua Android.

B Hayano

ReportDeviceActivityTimes

CoobLWwaTtb 0 NPOAONKUTENBHOCTUN PAabOTbl YCTPOUCTBA

Twun gaHHbIX:
Boolean

Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasna ¢ Bepcum 18

NoppepknBaemblie PyHKLUMU
OnHamuyeckoe obHoBneHMe Npasun: [a

OnucaHue:
Coobwwatb 0 NPOAONKUTENBHOCTU PAabOTbl YCTPOMCTBA.
Ecnun HacTpoiKa He 3aZaHa MAM UMeeT 3HayeHue true, byaetT GopMnpPoBaTLCA OTYET O NPOLONKUTENBHOCTH
paboTbl NoNb30BaTeNs € yCTPoCTBOM. Ecin e oHa umeeT 3HauyeHue false, npogonkuTenbHocTb paboTbl €
YCTPOIACTBOM He ByAeT 3anncbiBaTbCA M NOKa3blBaTbCA.

MpumeuaHue ana yctpoictB HA nnatpopme Google Chrome OS, nogaep:xkuBatowmx npunoxkeHusa Android.
MpaBno He BAUAET Ha BXOA, BbINOJIHEHHbIN B NpuaoxKeHun Android.

B Hayano

ReportDeviceBootMode

CoobLuaTb 0 pexxnme 3arpysKu yCTpomncTea

Tun gaHHbIX:
Boolean

NoapepxnBaertca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 18

NopaepkuBaembie pyHKUUM
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OnHamnyeckoe obHoBAeHMe NpaBuAa: [a
OnucaHue:

Coobuwatb 0 cocTosHUM NepektoyaTens dev Nnpu HayanbHOM 3arpysKe yCTpoMCTBa.
Ecnv gns nonnTMKKM 3agaHo 3HadYeHue false, cocTosaHue nepekntoyaTens dev nokasbiBaTbcA He byaerT.
MpumeyaHue ana yctpoucTs Ha naarpopme Google Chrome OS, nogaeprusarowmnx npunoxeHusa Android.
MpaBWNO He BAUAET Ha BXOA, BbIMOJIHEHHbINM B NnpuaoxeHun Android.
B Havasno
ReportDeviceHardwareStatus
OTyert o cTaTyce obopynosaHun
Tun gaHHbIX:
Boolean
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 42
NoapepkmuBaemble pyHKUUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: [a
OnucaHue:

MoKas annapaTHOM CTaTUCTUKK, HanNpPUMep 3arpy3Kun NpoLLeccopa 1am onepaTMBHOMN NamaTy.

Ecnn npaBuno oTkAodeHo (3HaveHue False), ctaTucTuKa He ByaeT nokasbiBaTbeA. EC/IM NpaBuIO BKAOYEHO
(3HaueHue True), cTaTucTUKa ByAeT NOKa3bIBaTbCA.

MpumeyaHue gas ycTpoiicTe Ha naatpopme Google Chrome OS, noaaepxuBarowmx npunoxkeHua Android.
MpaBWIO He BAUSIET Ha BXOA, BbINOJIHEHHbIN B NpuaoxKeHuMn Android.

B Hayasno

ReportDeviceNetworkinterfaces

Coobuiatb o ceTeBbIX UHTEpdeElicax YyCTPONCTB

Tun paHHbIX:
Boolean

Moapep:kuBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 29

NoppepxuBaemble GpyHKUMMU
OnHamunueckoe ob6HoBNeHUe NpaBua: [a

OnucaHue:
OTnpaBnATb Ha cepBep CNUCOK CeTEBbIX MHTEPdENCOB C YKazaHMeM UX TUMOB M aapecos 06opyaoBaHMUA.
Ecnn ana nonntukm 3agaHo 3HadeHue false, cnncok He oTnpasnseTca.

MpumeyaHue ana ycTpoicTB Ha nnatpopme Google Chrome OS, noaaepusarowmnx npunoxenusa Android.

MpaBuio He BAUAET Ha BXOZ, BbINOJIHEHHbIN B NpuaoKeHnn Android.
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B Hayano
ReportDeviceSessionStatus
MNMoKasbiBaTb MHDOPMALMIO 06 aKTUBHbIX CEaHCaX KMOCKa
Tun AaHHbIX:

Boolean
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 42

Moaaep:knsaembie GyHKLUN

OnHamnyeckoe obHoBAeHMe NpaBuAa: [a

OnucaHue:

MNossonser OTNPaB/ATb OTYETHI 06 aKTMBHbIX ceaHcax KMOCKa, BK/Tl0HaKoWwme, Hanpummep, MAeHTMd)MI-(aTOp n
BEPCUIO MPUNOHKEHNA.

Ecnu Bbl yKaxkeTe 3HauyeHue False, nHdopmauma o ceaHce nepeaaBaThea He byaeT. ECan Bbl yKarKkeTe 3HaYeHue
True naum octaBuTe nose NycTbiMm, MHGopmauma byaet nepeaasaTbCs.

MpumeuaHue gnaa ycTpoiicTe Ha naatpopme Google Chrome OS, noaaep:xusarowmx npunoxkeHua Android.
MpaBnao He BAUAET Ha BXOA, BbIMOJIHEHHbIM B NpuaoXeHun Android.
B Havasno
ReportDeviceUsers
CooblaeT o nNoJsib3oBaTeAX yCTPONCTBa
Tun paHHbIX:
Boolean
NoapepxnBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 32
NoapepxmBaemble pyHKUUMU
OnHamunyeckoe obHoBeHWe npaBua: [la
OnucaHue:

COO6LLI,aTb O NON1b30BaTENAX, HEAABHO BbINOJIHABLUNX BXO4, Ha yCTpOl‘aCTBe.

Ecnv 3Ta NoAnTUKA He 3a4aHa UK BbibpaHo 3HaveHue false, OTYET 0 NO/Ib30BaTENAX NPEAOCTABAATLCA HE
byner.

MpumeyaHue gaa ycTpoiicte Ha naatpopme Google Chrome OS, noaaepxuBarowmx npunoxeHma Android.
MpaBWno He BAMAET Ha BXOA, BbIMOJIHEHHbIN B NpuaoxeHun Android.

B Hayano

ReportDeviceVersioninfo

NHbopmmposaHme o sepcun OC n BcTpoeHHoro MO

Tun AaHHbIX:

Boolean
MoapeprknBaeTca B:
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e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 18

Noppep:knBaemblie PyHKLUMU
OnHamunuyeckoe obHoBeHUe NpaBua: [a
OnucaHue:

Coobuwatb Bepcuto OC 1 NPOLUMBKK YCTPOMCTB.

Ecnun 3Ta HacTpoiika He 3a4aHa UaM MmeeT 3HavyeHue true, c yCTPOMCTB byayT nepmoamMyeckm oTnpasaAaTbCA
coobuieHns o sepcun OC 1 npowmnskKu. Ecnm yctaHosneHo 3HadeHue false, cooblueHna oTnpaBaaTbca He byayT.

MpumeyaHue ana ycTpoucTs Ha naarpopme Google Chrome OS, noaaepxusarowmux npunoxeHua Android.
MpaBuao He BAMAET Ha BXOA, BbINONHEHHbIN B npunoxeHun Android.

B Havano

ReportUploadFrequency

YacToTa 3arpysku oT4eToB 06 ycTpoiicTeax
Tun paHHbIX:

Integer
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 42

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: [a
OnucaHue:

Mo3Bo/IAET YKa3aTb, C KAKOWM YaCTOTOM HYKHO OTMNPAaBAATb AaHHble 06 ycTpoincTe (B MUAIMCEKYHAAX).

Ecnun 370 NpaBWAO He HAacCTPOEHO, 3HAYeHUE MO YMOI4AHUIO cocTasasaeT 3 yaca. MMHMManbHoOe 3HavyeHune —
60 ceKkyHa.

MpumeuaHune gna ycTpoiicTe Ha naatpopme Google Chrome OS, noaaep:xusarowmx npunoxkeHua Android.
MpaBWNoO He BAMAET Ha BXOA, BbIMNOJIHEHHbIN B NpuaoxeHun Android.

B Hayano

RequireOnlineRevocationChecksForLocalAnchors

CnepyeTt nun BbINOAHATL NpoBepKy OCSP/CRL yepes UHTepHeT ana cepTudUKaTOB, NOANNCAHHbIX IOKabHbIMU
ceptudmkatamum LC
Tun gaHHbIX:
Boolean [Windows:REG_DWORD)]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RequireOnlineRevocationChecksForLocalAnchors
MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
RequireOnlineRevocationChecksForLocalAnchors
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 30
e Google Chrome (Linux) HauMHas c Bepcun 30
e Google Chrome (Windows) HauuHas ¢ Bepcum 30
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Moapaep:knsaembie GyHKLUN
OnHamunyeckoe obHoBAeHWe npasun: Ja, Ana Kaxaoro npoduns: Het
OnucaHue:

Ecnv aTa HacTpolika BKAtoyeHa, Google Chrome Bceraa nposepseT, He 6bl1 M OTO3BaH CEPTUOUKAT cepsepa,
yCnewHo npoweawmnii NpoBepKy M NOANUCaHHbIM oKanbHbIM cepTudmKaTom LIC.

Ecnun Google Chrome He MoXKeT Noay4ymTb cBeAEeHMA O cTaTyce cepTuduKaTta, OH cumTaeTcs oTo3BaHHbIM ("hard-
fail").

Ecnm nonntmMKa He HacTpoeHa UM oTkAtoYeHa, Google Chrome ncnosb3yeT TeKyLUME HACTPOIMKN NPOBEPKMU.

Mpumep 3HaueHua:
0x00000000 (Windows), false (Linux)
B Hayano

RestrictSigninToPattern

Cnucok nonb3oBaresieit, KOTopbiM paspelleH Bxoa B Google Chrome
Twun gaHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\RestrictSigninToPattern
MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
RestrictSigninToPattern
Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 21

Noapep:kmBaemblie pyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het
OnucaHue:

CoAepsKUT perynapHoe BbipaskeHne, KOTOPoe NO3BOAAET ONPeSeNunTb, KTO MOXKeT BXoauTb B Google Chrome.

Ecnm Mmsa nonb3oBaTens He COOTBETCTBYET YKa3aHHOMY LWabioHy, Npu NOMbITKE BXOAa NoABAseTcs coobuieHme
06 owunbkKe.

Ecnmn 370 NpaBmNO He 3a4aHO MK He 3anOJIHEHO, BOWTU B Google Chrome mokeT ntoboli nonb3oBaTeNb.

MNpumep 3HaueHUA:
"*@domain.com"
B Hayano

SAMLOfflineSigninTimeLimit

OrpaHnYmnTb BPEMSA, Ha NPOTAXKEHUM KOTOPOrO NO/b30BaTENN, BbINONHUBLLIME ayTeHTUdMKaLMIO No NpoToKoay SAML,
MOTYT BXOAMUTb B aKKayHT odnaliH
Tun AaHHbIX:
Integer
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 34
Noppep:kuBaemble GpyHKLMMU

OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a
OnwucaHue:
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MaKcManbHbIM CPOK, HA NPOTAXKEHUM KOTOPOrO NOJIb30BaTENN, BbINOJHMBLUME AyTEHTUDUKALMIO NO
npoTtokoay SAML, moryT BXoAMUTb B aKKayHT odpaaiiH.

Google Chrome OS moKeT ayTeHTUOULMPOBATb NONb30BaTeNeN Ha cepBepe (OHMaMH) UM C MOMOLLBIO
KelMpPOoBaHHbIX Naposel (odpnaiiH).

3HayeHue 3TOro NpasBuIa YKasblBaeT, Ha NPOTAXKEHWUM KaKOro NepmMosa C MOMEHTA NocaeLHen OHNaMnH-
ayTeHTUOUKALMM NONb30BaTE/Ib CMOXKET BXOANUTb B aKKayHT odAaliH. Mo McTeYeHMm 3TOro cpoka HeobxoamMmo
6yneT CHoBa BbINOJIHUTL AyTEHTUOUKALMIO OHNAMH. ECM YyCTaHOBUTb ANA 3TOr0 NPaBua 3HadveHme -1,
OrpaHWYEHMSA Ha BXOZ B aKKayHT oplaiH NPUMEHATLCA He ByayT.

Ecnu He ycTaHOBUTBL 3TO NpaBuno, Google Chrome OS no ymonyaHuto byget paspellatb odnanH-
ayTEHTUOUKALMIO Ha NPOTAXKEHUM 14 aHEN, nocne Yero CHOBa NPUAETCA BXOAUTb B aKKAyHT OHaMH.

3TO NpaBuIo NPUMEHAETCA TOIbKO K TEM M0/1b30BaTENAM, KOTOPbIE NCNOb3YIOT ANA ayTeEHTUPUKaLMK
npotokon SAML.

Bpema yKa3biBaeTcs B CEKYHAAX.
B Hayano
SSLErrorOverrideAllowed

PaspelwnTb nepexon co CTpaHuLbl npegynpexaeHna SSL

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SSLErrorOverrideAllowed

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
SSLErrorOverrideAllowed

HassaHue orpaHuueHua gna Android:
SSLErrorOverrideAllowed

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 44
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 44
e Google Chrome (Android) HauuHas c Bepcun 44

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ana kaxkgoro npoduna: [a
OnucaHue:

Koraa nosnb3oBaTtenun nonagatoT Ha caiT ¢ olwmnbKoi SSL, Chrome nokasbiBaeT cTpaHuUy npeaynpexaeHus. Mo
YMOJIYaHMIO (@ TaKKe Korga GpyHKLUMA BKIOUEHa, TO eCTb yKa3aHo 3HayeHue True) nosib30BaTeIAm paspeLlaeTcs
nepexoamuTb Ha 3anpalMBaemMyto CTpaHuuy. Ecam yKkasaHo 3HayeHue False, nonb3oBatensam 3anpeLiaeTcs
NnepexoamuTb Ha TaKyto CTPaHMLL.

Mpumep 3HaueHus:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayano

SSLVersionFallbackMin (yctapeno)

MuHumanbHaa sepcma TLS ana oTkara
Twun gaHHbIX:

String [Android:choice, Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
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Software\Policies\Google\Chrome\SSLVersionFallbackMin
MpegnoututenbHoe Ha3BaHue aaa Mac um Linux:
SSLVersionFallbackMin
HasBaHue orpaHuuyeHus ans Android:
SSLVersionFallbackMin
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcum 50 go sepcumn 52
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 50 a0 Bepcum 52
e Google Chrome (Android) HauuHas c Bepcum 50 Ao Bepcum 52

e Google Chrome (iOS) HaunHas ¢ Bepcun 50 oo Bepcumn 52

Noppep:kmuBaemble GpyHKUMMU
OnHamunyeckoe obHoBneHUWe npasua: Ja, Ana kaxkaoro npoduna: Het
OnucaHue:

BHMmaHwue! MNocne Bbixoaa Bepcun 52 (npumepHo B ceHTAbpe 2016 r.) BO3MOXKHOCTb OTKaTa TLS 6yaeT yaaneHa
n3 Google Chrome, v 310 NpaBMAO NepecTaHeT paboTaTb.

Korga yctaHoBUTb coeanHeHue no TLS He yaaeTca ns-3a ownbok Ha HTTPS-cepBepax, Google Chrome nbiTaetca
ncnonb3osaTth TLS npeapbiayuiert Bepcum. 3T0 NPaBMAO NO3BONAET YKa3aTb BEPCULO, MO AOCTUKEHMUM KOTOPOM
OTKaT byAeT octaHOBNEH. Ecnun cepBep cornacyeT Bepcun 6e3 paspbiBa COeANHEHUSA, NPABUIO HE NPUMEHAETCA.
TaK nan nHaye, UTOroBOe NOAKNOUYEHME A0NKHO COOTBETCTBOBATL SSLVersionMin.

Ecnv npaBuno He HacTpoeHo AMbo Ans Hero 3a4aHo 3HavyeHue tlsl.2, Google Chrome He BbinoAHAET oTKaT. Mpwu
3TOM NoAAep KKa npeablayLmnx sepcnin TLS He oTkatovaeTcs. Mpasuno anwb onpegenset, 6yaet am Google
Chrome nbITaTbCA YCTaHOBUTb COEAMHEHME C CEPBEPAMM, KOTOPbIE HE MOTYT BbINONHUTb COr/IacOBaHUE BEPCUN.

Ecnv noaaep»mMsaTb COBMECTMMOCTb C HEUCNPABHbIM CEPBEPOM HEO0BX0AMMO, yCTaHOBUTE 3HadYeHue tlsl.1.
OfAHaKo NOMHUTE, YTO 3TO BpeMeHHan Mepa M OLUMBKM Ha cepBepe CleayeT YCTPaHUTb Kak MOXHO CKopee.

o "tIs1.1"=TLS1.1
o "tIs1.2"=TLS1.2

Mpumep 3HaYEHUA:
"tls1.1"
B Hayano

SSLVersionMin

Mo3BonAaeT 3a4aTb MMHMMANbHO JOMYCTUMYIO Bepcuio SSL
Tun paHHbIX:
String [Android:choice, Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SSLVersionMin
MpepgnoututenbHoe HasBaHue aaa Mac um Linux:
SSLVersionMin
Ha3ssaHue orpaHuuyeHua gna Android:
SSLVersionMin
Noppeprxkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaumHan c Bepcuun 39 go Bepcum 43
e Google Chrome OS (Google Chrome OS) HauuHas ¢ Bepcun 39 oo Bepcum 43
e Google Chrome (Android) HauuHas c Bepcun 39 Ao Bepcun 43

e Google Chrome (iOS) HauMHas ¢ Bepcun 39 oo Bepcum 43

NopaepkmBaembie GpyHKLUM
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OnHamunyeckoe obHoBAeHWe npasun: Ja, Ana Kaxaoro npoduns: Het
OnwucaHue:

BHMmaHMe! HaunHan c Google Chrome Bepcun 43 (Bbiwaa npumepHo B utone 2015 r.) nogaepka SSLv3
NO/IHOCTbIO MPEKpaLLeHa, a 3TO NPaBWJIO — yaaeHO.

Korga npaBunio He HacTpoeHo, Google Chrome ncnonb3yeT MMHUMA/IbHYIO BEPCUIO MO yMoYaHuio (SSLv3 B
Google Chrome 39 n TLS 1.0 B 60n1ee no3gHUX BEPCUAX).

YT06bl HACTPOUTL NPABUJIO, YKAXKUTE OAHO U3 Ceaytowmx 3HavyeHui: sslv3, tlsl, tlsl.1 nau tlsl.2. Nocne atoro
Google Chrome He byaeT ncnonb3osatb 6osiee crapble Bepcun SSL/TLS. Henoaaepsknsaemble 3HaueHUs byayT
WUrHOPUPOBATLCH.

O6paTtuTe BHMMaHMe, yto SSLv3 — 310 Bonee ctapas Bepcus, Yem TLS1 (HecMoTpa Ha Hymepaumio).

e "ss|3"=SSL3.0
e "tIs1"=TLS1.0
o "tIs1.1"=TLS1.1
o "tIs1.2"=TLS1.2

Mpumep 3HaYEHUA:
“SSI3"
B Hayano

SafeBrowsingEnabled

BktounTb 6e30nacHbI NPOCMOTP

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SafeBrowsingEnabled

MpepgnoututenbHoe Ha3BaHue aaa Mac um Linux:
SafeBrowsingEnabled

HassaHue orpaHuueHua gna Android:
SafeBrowsingEnabled

NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaumHas c Bepcumn 8
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11
e Google Chrome (Android) HauuHas c Bepcumn 30
Noppep:knBaemble GyHKLUMU
PekomeHayetca: [a, InHammyeckoe obHoBAeHMe npasua: a, Ana Kaxgoro npodouna: Aa

OnucaHue:

BktoyeHne PpyHKUMM besonacHoro npocmoTpa B Google Chrome 1 ycTaHOBKa 3anpeTa Ha U3MeHeHWe 3Tow
HaCTPOWMKM NO/Ib30BATENAMM.

Ecnv aToT napameTp BKAtoYeH, besonacHbIli npocmoTp byaeT Bcerga akTMBEH.
Ecnv napameTp oTKAtoueH, besonacHblii npocMoTp 6yaeT Bcerga HeakTUBEH.

Ec/iv 3TO NpaBMIO HACTPOEHO, NOJIL30BATE/IN HE MOTYT €r0 U3MEHATb, @ TaK¥Ke OTMEHATb NapameTp "BKAUnTb
3awWwmTy oT PpUmMHra n BpegoHocHoro NO" B Google Chrome.

Ecaun 3HayeHune npasuaa He 3a4aH0, BesonacHbIn npocmoTpP 6yp,eT BK/TIO4YEH NMNOCTOAHHO, HO NO/Z1Ib30BATE/IN HE
CMOTYT UBMEHATb 3TOT NapameTp.
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MNpumep 3HayeHus:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayasno

SafeBrowsingExtendedReportingOptinAllowed

Mo3B0/INTL NO/Ib30BATENAM BK/IOUYUTbL PACLUMPEHHYIO OTYETHOCTb HE30MacHOro NPOCMoTpPa
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SafeBrowsingExtendedReportingOptinAllowed
MNpepnoututenbHoe Ha3BaHue aaa Mac um Linux:
SafeBrowsingExtendedReportingOptinAllowed
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHasn c Bepcuu 44
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 44

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

Ecnu 370 NpaBu/Io OTKAKOYEHO (3HadveHue False), nonb3oBatenn He CMOTYT OTNPaBAATL MHGOPMaLMIo 0 cbosax B
6e3onacHOCTU Ha cepBepbl Google. Ec/iv 3TO NpaBmo BKAOYEHO (3HauyeHue True) nam He HacTpoeHo,
Mo/Ib30BaTe/IM CMOTYT OTNPaBAATb MHPOPMaLMIo 06 owmnbKax SSL uam npeaynpesxkaeHuax 6e3onacHoro
npocmoTpa.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

SavingBrowserHistoryDisabled

OTKNOUYMTb COXpaHeHMe nctopum bpaysepa

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SavingBrowserHistoryDisabled

NpepgnouytutenbHoe Ha3BaHue gna Mac um Linux:
SavingBrowserHistoryDisabled

HasBaHue orpaHuuyeHus ans Android:
SavingBrowserHistoryDisabled

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcuu 8
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 11
e Google Chrome (Android) HaumHas c Bepcun 30

Noppep:knBaemble GyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a
OnucaHue:

OTKAOYaeT coxpaHeHue uctopun B Google Chrome 1 3anpewaeT No/ib30BaTENSAM U3MEHATb 3Ty HACTPOWMKY.

Ecan CbYHKLI,I/IFi BK/TlO4EHA, UCTOPUA NPOCMOTPOB HE COXPaHAETCA. Kpome TOro, OTKNKOYaAEeTCA CUHXPOHU3aLUA
BK/1a40K.
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Ecnv yHKUMA OTKNIOYEHA MAKN HE HACTPOEHA, UCTOPUA MPOCMOTPOB COXPaHAETCS.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Havasno

SearchSuggestEnabled

BKNHOYUTb NOMCKOBbIE NOACKA3KMU

Tuvn paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SearchSuggestEnabled

NpepnouytutenbHoe Ha3BaHue aaa Mac um Linux:
SearchSuggestEnabled

HasBaHue orpaHuuyeHus ana Android:
SearchSuggestEnabled

NoapepxkuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcuu 8

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11
e Google Chrome (Android) HaunHas ¢ Bepcun 30

e Google Chrome (iOS) HaunHas c Bepcun 34 go Bepcum 47

NoppepknBaemble GyHKLUMU
PekomeHayetca: da, AnHamuyeckoe obHoBneHMe npasua: [a, Ana kaxaoro npoduna: a
OnucaHue:

BK/tOYaeT NpeasioKeHus no noucky B omHubokce Google Chrome v 3anpelaet noib3osatensiMm MeHATb 3TOT
napamerp.

Ecnv napameTp BK/ItOYEH, 0TOBPaXKatoTCA NPeANoKEeHNA NO NOUCKY.
Ecnn napameTp OTKAKOUYEH, NPeasiosKeHUsa He oTobparkatoTca.

Korpga aToT napameTp BK/OUYEH MU OTK/KOUYEH, NOb30BaTENN HE MOTYT U3MEHUTb ero 3HayeHue B Google
Chrome.

Ecaun 3HayeHMe napameTpa He 3a4aHO, NpeasioXeHna OTO6pa)'KaIOTCFI, HO NO/1b30BaTe/IM MOTYT CaMOCTOATE/NIbHO
OTK/TIOYUTb UX.

Mpumep 3HaueHua:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayasno

SessionLengthLimit

MpoaoNKNUTENBHOCTb CeaHCa
Tun gaHHbIX:

Integer
MoapeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 25
NopaepkmBaembie GpyHKLUM

OnHamunyeckoe obHoBneHWe npasua: Aa, Ona kaxkgoro npoduns: Het
OnucaHue:
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OI'paHM‘-IMTb MaKCUMa/IbHYIO NPOAO/IKNTENIbHOCTb NMNOJ/Ib30BATE/IbCKOIO CeaHCa.

Ecnv napameTp yCTaHOBAEH, MO UCTEYEHMUM 334aHHOTO BPEMEHMW NPOU30MAET aBTOMATUYECKUI BbIXOA, U CEaHC
byneT 3aBepweH. Cuctema MHGOPMMPYET NOJ/Ib30BATENA O TOM, CKOJIbKO BPEMEHW OCTaN0Ch, C MOMOLLbHO
Tanmepa B 06,1acT yBeAOMIEHUN.

Ecan napameTtp He yCcTaHOBAEH, NPOAO/IKMUTENbHOCTb CeaHCa He OrpaHMyeHa.
MNonb3oBaTenn He MOryT MEHATb 3aZlaHHOe 3HaYeHne napameTpa.
OHO A0/1KHO ObITb YKa3aHO B MUAIMCEKYHAAX M cocTaBaAaTb oT 30 cekyHA A0 24 4acos.
B Havasno
SessionLocales
MNo3BonsAeT 3a43aTb PEKOMEHA0BAHHbIE PErMOHA/bHbIE HACTPOIMKN ANA ceaHca obuiero focTyna
Tun paHHbIX:
List of strings
Moapep:knBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 38
Noppep:kmnBaemble PyHKLUMU
PekomeHayetcsa: [la, AnHammyeckoe obHoBneHMe npasun: a, Ans Kaxkgoro npoduns: Aa

OnucaHue:

Mo3BoNSAET PEKOMEHA0BaTb OAHY MM HECKOJ/IbKO PErMOHasbHbIX HACTPOEK BO Bpems ceaHcoB obuiero gocTyna.
Monb3oBaTeNIM MOFYT NErKO NEPEKNIOYATLCA MENKIY STUMM HACTPOMNKaMM.

Mepepn HayaOM ceaHca NOJIb30BaTe/lb MOXKET BblbpPaTb pernoHasibHble HaCTPOMKM 1 packiagKy Knasmatypbl. o
YMOJI4aHMIO BCE HACTPOMKK, KoTopble nogaeprkmeaeT Google Chrome OS, npusoasTca B andaBUTHOM NOpALKe.
C NOMOLLLbIO 3TOrO NPaBMAa MOMKHO NePemMecTUTb PeKOMEeHA0BaHHbIe HaCTPOMKMN B BEPXHIOO Y4acTb CNUCKaA.

Ecnu npaBuno He ycTaHOBUTD, ByAeT BblbpaHa TeKyLLaa pernoHaibHan HacTponka uHTepdelica.

Ecnu Bbl ycTaHOBWTE NPaBWUIO, PEKOMEHL0BAHHbIE PErMOHa/IbHbIe HACTPOMKM ByAyT NOKa3aHbl B BEPXHEN YacTu
CMU1CKa M OTAeNIeHbl OT OCTa/IbHbIX. PEKOMEHA0BaHHbIE HACTPOMKKN ByAyT NPMBEAEHbI B TOM e NMOopAAKe, YTO U B
npaswue. Nepsasa U3 HUX byaeT BbIbBpaHa NO yMONYaHMIO.

Ecnm peKomeHA0BaHHbIX HACTPOEK HEeCKO/IbKO, B HaYasie ceaHca o6u1,ero AO0CTyna CUCTemMa Npeanoxnt
No/Ib30BaTENAM Bbl6paTb HYXHY0. Echm pekomeHa0BaHHaA HaCTpOVIKa O4Ha, npeanoaaraeTca, 4Tto
60NbLWNHCTBO 6yp,eT NnoNb30BaTbCA MMEHHO €10, MO3TOMY OKHO Bbl60pa 6y,CI,ET MeHee 3aMETHbIM.

Ecnv 3To npaBMAo yCTaHOBAEHO U BbiBpaH aBTOMATUYECKUIA BXOA, B CUCTEMY (CM. NpaBuAa

| DevicelocalAccountAutolLoginld| u | DeviceLocalAccountAutolLoginDelay|), B Hauane ceaHca obuiero gocTyna
6yaeT BbibpaHa NepBan U3 PeKOMEHA0BaAHHbIX PEFMOHa/bHbIX HACTPOEK M Camas NOoMyaapHan B perMoHe
pack/iagKa KnaBmaTypbl.

I'Ipe,u,naraﬂ PacCknagky no ymoa4yaHuio, cuctema Bceraa BbI6VIpaeT Camytro nNonyaApHYyHK B 3a4aHHOM pernmoHe.
o710 NnpaBnI0 MOXHO UCMNO1Ib30BATb TOJZIbKO KaK peKomeHO0BaHHOeE. [axe ecnu Bbl nepemecTtnuTe HeKoTopblie
HaCTpOﬁKM HaBepX CNCKa, Nno0N1b30BaTENIN CMOTYT Bbl6paTb nobble pernoHanbHbIE HaCTpOVIKM,

noaaeprknsaemble Google Chrome OS.

B Hayasno
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ShelfAutoHideBehavior

ABTOMaTUYECKOE CKPbITUE NMaHen 3arpy3oK
Tun AaHHbIX:

String
MoaAaeprknBaeTca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 25
Moaaep:knsaembie GyHKLUN
PekomeHayetca: da, AnHamuyeckoe obHoBeHMe npasua: [a, Ana kaxkaoro npodpuna: Het
OnucaHue:
YnpasneHue oTobparkeHmem naHenu 3arpy3ok Google Chrome OS.
Ecnun napameTpy npucBoeHo 3HayeHue AlwaysAutoHideShelf, naHenb 6yaet aBToMaTUYECKM CKPbIBATbLCA.
Ecnu BbibpaHo 3HaueHue NeverAutoHideShelf, naHenb 6yaet Bceraa otobpakaTbes.

Ecnv napameTp ycTaHOBAEH, M0/1b30BaTE/IM HE CMOTYT MEHATb ero 3HayeHue.

Ecnn napameTp He ycTaHOB/IEH, MONb30BATE/IM CMOTYT CAMOCTOATE/IbHO BbIGMPATb PeXKMM aBTOMATUYECKOro
CKPbITUA MaHenn 3arpysox.

e "Always" = ABTOMaTUUYECKOE CKpbITUE NAaHENM 3arpy30K
e "Never" = OTobparkeHMe NaHenn 3arpy3ok

B Havano
ShowAppsShortcutinBookmarkBar

MoKas Ap/IbIKOB NPUIOMKEHUI B MAHENN 3aKNaA0K

Tun paHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ShowAppsShortcutinBookmarkBar

MpeanoututenbHoe HassaHue gaa Mac m Linux:
ShowAppsShortcutinBookmarkBar

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 37
Noapep:kmuBaemblie pyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: a
OnucaHue:

BKNOUYMTb MU OTKAKOUUTDL APAbIKK I'IpVIﬂO)-KEHMﬁ B NaHe/In 3aKN1aaokK.

Ecaun aTa noaAnTUKA He 3a4aHa, Noab3oBaTeNn camm pewaroT, NOKa3blBaTb /I APJ/IbIKU l'IpMﬂO)'KEHVIﬁ B
KOHTEKCTHOM MEHIKO NMNaHENN 3aK/1a40K.

Ecan nonntuka 3agaHa, APNbIKK nmbo BCeraa noKka3biBaloTCA, nmbo BCerga CKpbiTbl. Monb3oBaTtenn He MOTryT
N3MEHUTDL ee.

Mpumep 3HaueHua:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Hayasno
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ShowHomeButton

OTtobpakaTb KHOMKyY "NaBHasA CTpaHMLUa" Ha MaHeAn MHCTPYMEHTOB
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\ShowHomeButton
MpeanoututenbHoe HasBaHue gaa Mac u Linux:
ShowHomeButton
Moppeprkusaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 8
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 11

Noppep:knBaemble PyHKLUMU
PekomeHayetcsa: [la, AnHammyeckoe obHoBNeHMe npasun: [a, Ans Kaxkgoro npoduns: Aa
OnucaHue:

OTobparKaeT KHOMKY rMaBHOM CTPaHWULbI Ha NaHenn MHcTpymeHTos Google Chrome. Ecam aToT napameTp
BK/IOYEH, KHOMKa Bceraa oTobpakaeTca; eciv OH OTK/KOYEH, KHOMKa HMKoraa He otobpakaeTca. Koraa atot
napameTp BKAOYEH MU BbIKAOYEH, N0/1b30BaTENIN HE MOTYT M3MEHUTb ero 3HadeHne B Google Chrome. Ecaun
OH He 3a4aH, No/b30BaTeIN MOryT cCaMu BblbpaTb, OTOBPaXKaTb I KHOMKY MaBHOM CTPaHULbI.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

ShowLogoutButtoninTray

KHonKa Bbixoga B 061acTn yBeAOMAEHWN
Twun gaHHbIX:

Boolean
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 25
Noapep:kmuBaemblie pyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

OTobpakaTb KHOMKY BbIXOAa U3 aKKayHTa B 061acTh yBe40MAEHUA.

Ecnun napameTp BKAOYEH, B 06/1aCTU yBeAOMIEHMI NOABUTCA KPynHaA KpacHasa KHoMkKa. s aToro Heobxoanmo
npeaBapuTe/IbHO BbIMOJHUTL BXOZ, @ 3KPaH He A0/KeH ObiTb 3a6/10KMPOBaH.

Ecnv napameTp OTKAIOYEH AW He 3a4aH, KHOMKa Bbixo4a oTobparkaTbcaA He byaerT.
B Havasno
SigninAllowed (yctapeno)

Pa3pewunTb Bxog B Google Chrome
Tun AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SigninAllowed
NpepnoututenbHoe Ha3BaHue ana Mac um Linux:
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SigninAllowed
HassaHue orpaHuuyeHma gna Android:
SigninAllowed
Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 27
e Google Chrome (Android) HauuHas c Bepcun 38

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: da
OnucaHue:

3710 npaswuao ycrapeno. Bmecto Hero pekomeHayetca SyncDisabled.

C nomoLbto npasuna SigninAllowed MOXKHO 3anpeTnTb MAK Pa3peLlnTb NONb30BaTENAM BXOAMTb B Google
Chrome.

Ecnun Bbl yKaxkeTe 3HayeHue True, Bxoa B Google Chrome byaet paspelieH. Ecav Bbl BbibepeTe False, Bxoa byaer
3anpeLLeH, 04HaKo NPUIOKEHUA N paclunMpeHns, ucnosabsytouwme chrome.identity API, He cmoryT paboTats.
Mostomy BmecTo SigninAllowed pekomeHayeTcs ncnosib3osatb SyncDisabled.

Mpumep 3HayeHun:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Hayvasno

SpellCheckServiceEnabled

BKAtoyeHMe M oTKAtOYEeHMe BeB-CnyKObl NpOBEPKM NPABONUCAHUA
Tun paHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SpellCheckServiceEnabled
MpepgnouytutenbHoe HasBaHue aaa Mac um Linux:
SpellCheckServiceEnabled
NoapepxuBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcumn 22
e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 22

Noppep:knBaemblie GyHKLUMU
PekomeHayetca: [la, AInHammyeckoe obHoBAeHMe npasun: [a, Ans Kaxgoro npoduns: a
OnucaHue:

B Google Chrome moKHO Mcnonb3oBaTb Beb-cyKby NpoBepKkM npasonucaHua Google. Ecaun 3ToT napameTtp
BKJ/IIOYEH, AaHHan cny»Kba BCeraa Ucnosib3yeTtcs, a ec/iv OTKAOYEH, TO OHa He UCMOJIb3yeTCs HUKOoraa.

MpoBepKy NpaBoONMCaHUA TaKKe MOMKHO BbINO/IHATbL C MOMOLLLbIO CKAYaHHOrO CI0BApA: 3TO NPaBUAO peryampyeTt
TOJIbKO MCNO/1Ib30BaHUE BE6-C}1y)-K6bI.

Ecnv 3TOT NapameTp He HacTpOeH, No/ib30BaTeI MOTYT CaMM peLlaTb, MCNO0/b30BaTh /M BEG-CNyKBY NpoBepKU
npaBonMcaHms.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)

B Ha4yano

SuppressChromeFrameTurndownPrompt
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CkpbiTe noackaskm Google Chrome Frame
TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SuppressChromeFrameTurndownPrompt
Moppeprkusaerca B:

e Google Chrome Frame (Windows) HaunHasa ¢ Bepcum 29 ao sepcumn 32

Noppep:kmnBaemble PyHKLUMU
OnHamunyeckoe ob6HoBEHUE NpaBua: Het
OnucaHue:

CkpblBaeT NoACKasKy, KoTopas noaBaseTca, ec/in caiT obpabatbiBaetca Google Chrome Frame.

Mpumep 3HaUYeHUA:
0x00000001 (Windows)
B Hayasno

SuppressUnsupportedOSWarning

CkpblBaeT npeaynpexaeHuns o Henoaaepxmeaemoin OC

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SuppressUnsupportedOSWarning

MpeanouytutenbHoe HassBaHue gaa Mac u Linux:
SuppressUnsupportedOSWarning

Moapep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 49
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 49

Noapep:kmBaemblie pyHKLUMU
OnHamunuyeckoe obHoBNeHWe NpaBua: Het, ns Kaxgoro npopuns: Het
OnucaHue:

CKpbiBaeT npegynpexaeHnsa o Tom, 4to Google Chrome paboTaeT Ha KOMMNbIOTEPE UAK B ONEPALLUMOHHOM
cucteme, KoTopble 60/blUe He NOALEPKMBAKOTCA.

Mpumep 3HaYeHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

SyncDisabled

OTKNIOUYUTL CUHXPOHM3aLUMIO AaHHbIX ¢ Google
Tun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\SyncDisabled
MpepnoututenbHoe Has3BaHue aaa Mac um Linux:
SyncDisabled
MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHan c Bepcuu 8
e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcum 11
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Moapaep:knsaembie GyHKLUN
OnHamnyeckoe obHoBAeHMe npasua: Ja, Ana Kaxkgoro npodunsa: Aa
OnucaHue:

OTK/NOYaEeT CUHXPOHMU3AUMIO AaHHbIX B Google Chrome ¢ nomoLpbto cny:Kb cMHxpoHM3aumm Google u 3anpeluaer
No/Ib30BaTENAM U3MEHSATb 3Ty HACTPOWMKY.

Ecan HaCTpOVIKa BK/IlO4EHAQ, NO/1b30BATE/IN HE CMOTYT USMEHUTL €€ B Google Chrome.

Ecnum 310 NpaBuNo He 3a4aHO, NOIb30BATE/IM CMOFYT CAMOCTOATE/IbHO PeLlaTh, MCMOb30BaATb M MM Google
Sync.

Y106bI NONHOCTbLIO 3aNPETUTHL UCNO/Ib30BaHMe Google Sync, pekomeHAyem OTKAIYUTb COOTBETCTBYOLLUI
CEPBUC B KOHCONN agMUHUCTPATOPA.

MpumeuaHue g ycTpoiicte Ha naatpopme Google Chrome OS, noaaepxusarowmx npunoxkeHua Android.
OTkntoueHune Google Sync npuseaeT K cboam B paboTte Android Backup and Restore.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayasno

SystemTimezone

Yacosoli nosc
Twun gaHHbIX:

String
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasdA ¢ Bepcum 22

Noppep:kmnBaemble GyHKLUMU
OnHamunuyeckoe obHoBNeHUe NpaBua: [a
OnucaHue:

OnpepenaeT 4acoBOM NOAC, KOTOPbIN MCNONb3YETCS Ha YCTponcTBe. MNosb30oBaTeIN MOTYT USMEHUTbL YAaCOBOA
MosIC TEKYLLErO CeaHca, 0O4HaKO NOC/ie BbIXOAA U3 CUCTEMbI OH CHOBA BO3BPALLAETCSA K 3a,aHHOMY 3HAUYEHMIO0.
Ecnv BBeAEHO HemnpasBu/ibHOE 3HAYeHWe, MPaBUJIO BCE PABHO NPOLOJIKAET AEACTBOBATb, UCMOJb3Ys BMECTO
Hero nosc GMT (cpeaHee Bpems no MpMHBMYY). ECan cTpoKa nycTa, NpaBuIo He NPUMEHAETCS.

Ecnu 370 NpaBuIo He MCMNO/b3YeTCA, NPUMEHAETCA aKTUBHBIN B AaHHbI MOMEHT YacoBoM nosAc. Mosb3osaTenu
MOTyT 3a4aTb A4PYroi YacoBOW NOSAC, U 3TO U3MEHEHME He ByaeT oTMeHeHO. M3ameHeHWe, caeNaHHoe OAHUM
Nnonb30BaTesIem, BAUAET Ha CTPaHULY BXO4a A/ OCTa/IbHbIX MOJ1b30BaTeeN.

HoBble ycTpoicTBa HauMHatoT PaboTy C YacoBbIM NOACOM, COOTBETCTBYIOWMM CeBepoameprKaHCKoMy
TUXOOKEaHCKOMY BPEMEHW.

dopmart 3HaueHMIh COOTBETCTBYET Ha3BaHMAM YacCOBbIX NOSICOB B 6a3e AaHHbIX YacoBbix Noscos IANA (cm.
https://ru.wikipedia.org/wiki/Tz_database). B yactHocT1, 60bLLIMHCTBO YacOBbIX MOACOB MOMHO onuncaTb No

npUHUMNY "KoHTUHEHT/6onbwon_ropoa”" nnau "okeaH/6onblioi_ropoa".

Ecnv napameTp yCTaHOBAEH, 3TO OTKAKOYAET aBTOMaTUYeCcKoe 06HOB/IEHNE YacOBOro NosACa Ha OCHOBE
reogaHHbIX U NepeonpeaenseT npasuao SystemTimezoneAutomaticDetection.

B Hayasno
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SystemTimezoneAutomaticDetection

Onpeaenatb 4aCoOBOW NOAC aBTOMATUYECKU
Tun AaHHbIX:

Integer

MoaAaeprknBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHan c Bepcum 53

Moaaep:knsaembie GyHKLUN

OnHamnyeckoe obHoBAeHMe NpasuAa: [a

OnucaHue:

lNo3BoaAeT HAaCTPOUTbL aBTOMATUYECKOE onpeaesieHNe 4acoBOro noAca C NOMOLLbIO 3HAYEHUI HUKe.

Ecnu yctaHoBneHo 3HayeHMe TimezoneAutomaticDetectionUsersDecide, nonb3oBaTesn MoryT CaMoCcToATE/IbHO
HacTpanBaTb GYHKLMIO C MOMOLLbIO 3/1IEMEHTOB YrpaB/ieHna Ha cTpaHuue chrome://settings.

Ecnu BbibpaHo 3HayeHue TimezoneAutomaticDetectionDisabled, anemeHTbl ynpasneHus Ha cTpaHuue
chrome://settings HegocTynHbI. ABTOMaTMYECKOe onpee/ieHne YacoBOro NosAca OTKAOYEHO.

Ecnu yctaHoBneHo 3HayeHue TimezoneAutomaticDetectionlPOnly, anemeHTbl ynpaBaeHua Ha CTpaHuue
chrome://settings HegocTynHbl. DYyHKUMA BKAtOYeHa. YacoBoi nosc onpegenserca ToAbKo no IP-agpecy. 1o
AaeT NpubaunsuTesnbHble pesynbTatol.

Ecnu BbIbpaHo 3HaueHne TimezoneAutomaticDetectionSendWiFiAccessPoints, anemeHTbl ynpaBaeHna Ha
cTpaHuue chrome://settings HeaocTynHbl. PyHKLMA BKAOYEHA. YacoBOW NoAc onpeaenseTca no ToYkam
poctyna Wi-Fi, gaHHble 0 KOTopbIX OTNpasaatoTca Ha cepsep Geolocation API. 9T1o aaeT 6os1ee ToyHble
pesynbTaThbl.

Ecnn npaBuno He 3afaHo, NnpumeHaAeTcsa 3HavyeHue TimezoneAutomaticDetectionUsersDecide.

Ecnu yctaHoBneHo npaBuao SystemTimezone, OHO NepeonpeaensaeT 3ToT NapameTp. ABTOMaTUYecKoe
onpeaeneHne 4acoBoro nosca 6yaeT OTKAOYEHO.

e 0 =HaycmoTpeHune nonb3oBaTtenein

e 1=He onpeaenaTb 4acoBOW NOAC aBTOMATUYECKM

e 2 =0npeaenatb 4acoBoW NoAC NPMb6AN3UTENBHO

e 3 =[11a onpeseneHns 4acoBOro Nosca OTNPaBAATb AaHHble 0 TouKax goctyna Wi-Fi Ha cepeep

B Hayano

SystemUse24HourClock

Ncnonb3oBaTb N0 ymoadaHuio 24-4yacoBo popmat BpemMeHU
Tun AaHHbIX:

Boolean

MoapeprknBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 30

MNopaepxuBaemblie GpyHKUUM

dnHamunyeckoe obHoBNeHWe Npasun: Ja

OnucaHue:

Bbibop popmaTta BpemeHu gnsa ycTpomncTea
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370 npasuio onpeaenseT GopmaT BpemMeHU, KOTOPbI N0 YMOAYaHMIO MCNO/Ib3YETCA Ha 3KpaHe BXxoda. Tem He
MeHee, No/b30BaTeIn MOryT OTMEHWUTb ero AN CBOEro akKayHTa.

Ecnn 3apaHo 3HaveHume true, 6yaet ucnonb3oBaH 24-4acosoi Gpopmar.

Ecnu 3agaHo 3HayeHue false, byaeT ncnosibsoBaH 12-4yacoBoi popmar.

Ecnn 3HayeHune He 3a4aHO, NO yMOYaHUio byaeT yctaHoB/ieH 24-4acoBon popmar.
B Hayano
TaskManagerEndProcessEnabled

PaspeluaeT 3aBeplUeHME NPOLLECCOB B gUcCNeTYepe 3a4a4

Tun AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\TaskManagerEndProcessEnabled

MpepgnoutuTenbHoe Ha3BaHue ana Mac um Linux:
TaskManagerEndProcessEnabled

Noapepxusaerca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 52
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 52

NoppepknBaemble GyHKLUU
OnHamnuyeckoe obHosneHMe npasun: Aa, Ons Kaxkaoro npoduns: Het
OnucaHue:

PaspeluaeT 3aBeplUeHNE NpoLeccoB B aucnetyepe 3agay Google Chrome.
Ecnu BbibpaHo 3HauyeHue false, KHonKa "3aBepWwNTb NpoLecc” HeakTUBHa.
Ecnu BbIBpaHO 3HaYeHMe true nam GyHKLMA He HAaCTPOEHA, NOb30BaTeIb MOXKET 3aBepLUaTb NPOLLECCHI.
Mpumep 3HaYeHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano
TermsOfServiceURL
YCTaHOBUTb YCNOBMA UCNO/b30BaHMA JIOKANbHOIO aKKayHTa
Twun gaHHbIX:
String
NoppepknBaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 26
Noppep:kuBaemble GpyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: Het

OnucaHue:

YcTaHaBAMBaeT YC10BUA UCMONb30BaHUA, KOTOpble NO0/sIb30BaTE/1Ib 40/1XKEH NPUHATL A/1A BXO4a B JIOKaNbHbIM
AdKKayHT.
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Ecnn aaHHoe npasunao 3agaHo, Google Chrome OS ckauyaeT Yc/10BMA MCNOAb30BaHNUA U NPEASIOKUT
Mo/Ib30BaTe/It0 03HAKOMMTBCA C HUMW Nepes, Hayasiom pPaboTbl B IOKaNbHOM akKayHTe. YTobbl HavaTb ceaHc
paboTbl, N0b30BaTENb AO/IKEH MPUHATb YCI0BUA.

Ecan npasunao He 3a4aHo, YcnoBuma UCNoAb30BaHMA He 6y,D,YT npegnarartbCca.

MpaBuno gonxHo 6bITb 3agaHo B BUAe URL, c Kotoporo Google Chrome OS 6yaet ckaumBaTb YcioBus
Mcnonb3oBaHuA. ®ain ¢ YcnoBMAMM UCNONb30BaHNA A0MKEH BbITb TeKCTOBbIM, ¢ TUNom MIME "text/plain" n
6e3 Kakon-1Mbo pasmeTKu.

B Hayano
TouchVirtualKeyboardEnabled

BKNOUYNTb BUPTYaNbHYIO KaBUATYPY
Tun AaHHbIX:

Boolean
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcum 37

Noppep:knBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

3TO nNpasBu/io onpeaenseT BKAYEHUe BUPTYaIbHOM KNaBUATYpPbl B KayecTse ycTpolictea BBoaa As1a Chrome OS.
Monb3oBaTenm He MOryT ero OTMEHUTD.

Ecnv 3agaHo 3HaueHue true, BUpPTyasibHan Knasuatypa scerga 6yaer BkaoUeHa.
Ecnn 3apaHo 3HaveHue false, BupTyanbHas KnaBuaTypa Bcerga 6yaer oTKAOUeHa.

Ecnv 3HaYeHne 3a4aH0, NO/b30BATENN HE MOTYT U3SMEHUTb MW OTMEHUTbL ero. OAHaKO OHW MOTYT BKAKOYATb U
OTKNIOYATb IKPAHHYIO KNaBMaTypy, KOTOPas MMEET NPUOPUTET HaA BUPTYaibHOM KnaBmaTypoi. YTobbl
noapobHee y3HaTb 06 ynpaBAeHMM 3KPaHHOM KNaBMaTypoi, NpounTaiTe MHbopmaLmio 0 Npasuie
VirtualKeyboardEnabled.

Ecnv 3HayYeHne He 3a4aH0, 3KpPaHHas KaaBuaTypa no ymondaHuio 6yaer oTK/IloueHa, HO No/1b30BaTe M CMOryT
BK/HOUYMTb ee B 11060 MOMEHT. Bbl MOXeTe HacTpouTb, rae 6yaer nokasaHa Knasmatypa, C NOMOLLbIO
3BPUCTUYECKUX METOA0B.

B Hayasno
TranslateEnabled

Bkntouuntb MNepesogunk

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\TranslateEnabled

MNpepgnoututenbHoe HasBaHue gasa Mac m Linux:
TranslateEnabled

HasBaHue orpaHuuyeHus ans Android:
TranslateEnabled

MoapeprknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 12
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e Google Chrome OS (Google Chrome OS) HaunHasn ¢ Bepcum 12
e Google Chrome (Android) HauuHas c Bepcumn 30
e Google Chrome (iOS) HaunHas ¢ Bepcun 34 ao Bepcum 47

Noppep:knBaemble PyHKLUMU
PekomeHayetcsa: [la, AnHammyeckoe obHoBneHMe npasun: [a, Ans Kaxkgoro npoduns: Aa
OnucaHue:

Bkntoyaet BcTpoeHHbI MepeBoaunk Google B Google Chrome. Ecnv aToT napameTp BKAto4yeH, B Google Chrome
6yneT oTobpaykaTbCa BCTPOEHHAs NaHesb, C MOMOLLbIO KOTOPOI MOXKHO NepeBoAMUTb TEKCT Ha BEB-CTpaHULaX, a
€C/IM OTK/IIOYEH, TO NaHe b NepeBoa He oTobpaykaeTcs HM NPU Kaknx obcTosTenbcTBax. Korga atoT napametp
BK/IHOYEH W/ OTK/IIOYEH, MNOIb30BATE/IN HE MOTYT U3MEHUTb ero 3HayeHue B Google Chrome. Ecav OH He 3agaH,
No/b30BaTe/IM MOTYT CAMOCTOATE/IbHO PeLlaThb, BKAOYATb I GYHKUMIO NepeBosa.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), true (Android), <true /> (Mac)
B Havasno

URLBIacklist

Bnokuposka goctyna K cnmucky URL.

Tun paHHbIX:
List of strings [Android:string] (koaupyeTca B Buae ctpokun JSON, nogpobHee cm. Ha cTpaHULe
https://www.chromium.org/administrators/complex-policies-on-windows)

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\URLBIacklist

MpepnoutuTenbHoe Ha3BaHue ansa Mac um Linux:
URLBlacklist

HasBaHue orpaHuueHus ana Android:
URLBlacklist

HasBaHue orpaHunueHus ana Android WebView:
com.android.browser:URLBlacklist

NopapepknBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 15
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 15
e Google Chrome (Android) HauuHas c Bepcumn 30

e Android System WebView (Android) HaunHana c Bepcum 47

e Google Chrome (iOS) HaunHas ¢ Bepcun 34 ao Bepcum 47

NoppepkmBaemblie PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:

BnoknpoBKa goctyna K ykaszaHHbim URL.

o710 npasunnao 6/10KI/Ipy€T AocTtyn nosib3oBartesnemn K BE6-CTpaHVILI,aM M3 4YepHOro CnCKa, B KOTOPOM nepeyncaieHbl
3anpeweHHble WabnoHbI agpecos.

LabnoH URL ponskeH 6biTb 0TGOPMaTUPOBAH B COOTBETCTBUM C 3TUMM TpeboBaHNAMMU:
https://www.chromium.org/administrators/url-blacklist-filter-format.

Bbl TaKXKe MOKeTe 3a4aTb UCKAYEHMS, CO34aB NpaBuao ana 6enoro cnmcka. B Hem aonxkHo 6biTb He 6onee
1000 URL (ocTanbHble agpeca 6yayT UrHopupoBaTbes).

O6paTute BHUMaHMe, 4To 6A0KMpoBaTb BHYTpeHHMe URL ¢ npedukcom chrome://* He pekomeHayeTca. B
NPOTUBHOM C/ly4ae MOTyT BO3HUKHYTb HenpeaBuaeHHble OWnbKK.
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Ecnn 3To npaBmao He HacTpoeHo, bpaysep He 610KkMpyeT HUKakne URL.
MpumeyaHue g ycTpoiicTe Ha naatpopme Google Chrome OS, noaaep:xuBarowmx npunoxkeHua Android.
Bbl He MorKeTe NPUHYANTb NpunoxkeHua Android cobatoaaTb NpaBmaa B OTHOLEHMM 3TOTO CAMCKa.

Mpumep 3HaueHua:
Windows:
Software\Policies\Google\Chrome\URLBIacklist\1 = "example.com"
Software\Policies\Google\Chrome\URLBlacklist\2 = "https://ssl.server.com"
Software\Policies\Google\Chrome\URLBIacklist\3 = "hosting.com/bad_path"
Software\Policies\Google\Chrome\URLBIacklist\4 = "https://server:8080/path"
Software\Policies\Google\Chrome\URLBIacklist\5 = ".exact.hostname.com"
Software\Policies\Google\Chrome\URLBIacklist\6 = "file://*"
Software\Policies\Google\Chrome\URLBIacklist\7 = "custom_scheme:*"
Software\Policies\Google\Chrome\URLBIacklist\8 = "*"
Android/Linux:
["example.com", "https://ssl.server.com", "hosting.com/bad_path", "https://server:8080/path",
".exact.hostname.com", "file://*", "custom_scheme:*", "*"]
Mac:
<array>
<string>example.com</string>
<string>https://ssl.server.com</string>
<string>hosting.com/bad_path</string>
<string>https://server:8080/path</string>
<string>.exact.hostname.com</string>
<string>file://*</string>
<string>custom_scheme:*</string>
<string>*</string>
</array>
B Ha4ano

URLWhitelist

Mo3BonaeT noayyaTb AocTyn K cnnucky URL

Twun gaHHbIX:
List of strings [Android:string] (kogupyetca B Buge ctpoku JSON, nogpobHee cM. Ha CTpaHULLE
https://www.chromium.org/administrators/complex-policies-on-windows)

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\URLWhitelist

MpeanoututenbHoe HassBaHue gaa Mac u Linux:
URLWhitelist

HasBaHue orpaHuuyeHus ans Android:
URLWhitelist

HasBaHue orpaHuuyeHus ana Android WebView:
com.android.browser:URLWhitelist

NoapepxnBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcun 15
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 15
e Google Chrome (Android) HaunHasna ¢ Bepcum 30

e Android System WebView (Android) HaunHas c Bepcun 47

e Google Chrome (iOS) HaunHan c Bepcun 34 go Bepcun 47

NoppepkmBaemble PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ona kaxkaoro npoduna: [a
OnucaHue:
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Pa3peu.|aeT AO0CTyNn K URL, KOTOpble ABNAKOTCA UCKHOYEHUAMU U3 HEPHOTIO CNUCKa.
CDopmaT 3anncu npmeegeH B onncaHm npasuaa anAa 4epHoro Cnucka.

3TO NpaBUNO UCNOb3YeTCA ANA HACTPOMKM UCKAOUEHUI U3 YePHOTO CrMCcKa. Hanpumep, ecam B YepHOM CrincKe
YKa3aH 3HaK 3Be3404kK (*), To Bce agpeca byayT 3a610KMpoBaHbl. TOraa Kak ¢ MOMOLLLbHO 3TOrO NpaBuia MOMKHO
paspewmnTtb A4ocTyn K oTaenbHbiM URL, 3a4aB MCKAtOUEHUA ANa onpedenieHHbIX cXxeM, cyb4oMeHOoB, NOpPTOB Uan
aapecos.

CaMblli TOUYHbIN GUAbTP NO3BOAAET 3ab6J0KMPOBaATL UK PaspelwnTb onpeaeneHHbin URL. benblit cnncok nmeet
NPUOPUTET Nepes YePHbIM.

Jonyctnmoe Konmyectso 3anucein — 1000, Bce nocneaytowime MrHOPUPYHOTCA.
Ecnn He HacTpamBaTb 3TO NPaBMIO, U3 YEPHOIO CIMCKA He ByAeT UCKAIOYEHUN.

MpumeyaHue g ycTpoiicTe Ha naatpopme Google Chrome OS, noaaepxusarowmx npunoxkeHua Android.
Bbl He MoXKeTe NPUHYANTb NpuaoxKeHMa Android cobatogaTe NpaBuaa B OTHOLWEHWUW 3TOTO CAMCKa.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\URLWhitelist\1 = "example.com"
Software\Policies\Google\Chrome\URLWhitelist\2 = "https://ssl.server.com"
Software\Policies\Google\Chrome\URLWhitelist\3 = "hosting.com/good_path"
Software\Policies\Google\Chrome\URLWhitelist\4 = "https://server:8080/path"
Software\Policies\Google\Chrome\URLWhitelist\5 = ".exact.hostname.com"
Android/Linux:
["example.com", "https://ssl.server.com", "hosting.com/good_path", "https://server:8080/path",
".exact.hostname.com"]
Mac:
<array>
<string>example.com</string>
<string>https://ssl.server.com</string>
<string>hosting.com/good_path</string>
<string>https://server:8080/path</string>
<string>.exact.hostname.com</string>
</array>
B Havasno

UnifiedDesktopEnabledByDefault

BKNOUYNTD YHUDULIMPOBAHHBIV pexum paboyero ctona U yCTaHOBUTb €r0 NO YMOAYAHUIO
Tun AaHHbIX:

Boolean
NoapepknBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 47

NoppepknBaemblie PyHKLUMU
PekomeHayetcs: HeT, uHamnuyeckoe obHoBneHue npasun: [a, Ana kaxgoro npoouna: Het
OnucaHue:

Ecnu Bbl BbibepeTe 3HayeHue True, TO YHUGULMPOBAHHbIN pexunm paboyero ctona byaeT BKAKOYEH U
YCTaHOB/IEH MO YMOAYAHMIO, YTO NO3BOUT NPUNOKEHMAM paboTaTb Ha HECKONIbKMX 3KpaHax. onb3oBaTtens
CMOXKET OTK/IIOUNTL ITOT PEKUM, CHAB COOTBETCTBYHOLLMI GNAXKOK B HACTPOMKaX IKpaHa.
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Ecnu Bbl BbibepeTe False nan He yKaxKeTe 3HayeHue, pexxnm byaert oTkAloueH. MNob3oBaTtelb He CMOXKET
BK/IHOUYMTb €r0 CAMOCTOATENbHO.

B Hayano
UptimelLimit
OrpaHunyeHune NpPoao/KUTEIbHOCTU PaboTbl YCTPOIACTBA 3@ CYET aBTOMATUYECKOMN Nepes3arpysku
Tun gaHHbIX:
Integer
Moppeprkusaerca B:
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 29
Noppep:knBaemble PyHKLUMU
OnHamunyeckoe ob6HoBeHUe NpaBua: [a
OnucaHue:

OrpaHuyeHne NPoAOKUTENBHOCTM PaboTbl YCTPOMCTBA 33 CHET aBTOMATUUYECKON Nepesarpyskiu.

Ecnu 370 NpaBu/Io HacTPOeHo, OHO 0603HaYaeT NPOAO/IKMUTEILHOCTL PaboTbl YCTPOICTBA, MO NPOLIECTBUN
KOTOPOro Npoun3oinaeT aBTomaTuueckasn nepesarpyska.

Ecnv 3TO NpaBuMaoO He HAaCTPOEHO, NMPOAO/IKUTEIbHOCTb PaboTbl HE OrpaHuYeHa.
Ecnn HacTpouTb 3TO NPaBMAO, NONb30BaTENM HE MOTYT €ro OTMEHATb UAN U3MEHATD.

ABTOMaTMYECKan Nepesarpyska NponcxXoamT B 3a4aHHOE BPeMs, HO 418 HEe MOXKHO 334aTb BPpems 3a4ePKKU 40
24 yacoB, ecau, Hanpumep, Nob30BaTeNb B HACTOALWMIA MOMEHT paboTaeT Ha YCTPONCTBeE.

MpumeyaHue. B HacTosALLee BpeMa aBTOMATUYECKan nepe3arpyska BK/AOYEHA B peXXuMme NoKasa rnaBHoro
3KpaHa Uan B pexxume Knocka. Mbl nnaHmpyem gopabotatb 3Ty GyHKLMIO, YTOObI NPABMIO MO0 NPUMEHATLCA
HE3aBMCUMMO OT TEKYLLLEro ceaHca.
3HayeHue NpaBua 3a4aeTcA B CEKYHAAX U AO/IKHO COCTaBAATb He meHee 3600 (oauH yac).

B Havasno

UsbDetachableWhitelist

Benblit cnncok otcoegmHaembix USB-ycTponcts

Tun paHHbIX:
List of strings

NoppepxnBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 51

Noppep:xuBaemble GpyHKUMMU
JunHamunuyeckoe obHoBNeHMe npasua: Het

OnucaHue:
Onpeaensnet cnnucok USB-ycTpoCTB, KOTOPbIE MOXKHO UCMO/Ib30BaTb HAMPAMYLO B BEG-NPUIOKEHUAX Yepes
chrome.usb API (B 06xoa apaiBepa agpa). Kaxkaasn 3anncob coaepXuT napy naeHTnduxkatopos (Nnpoaasua u

ToBapa), 4Tobbl TOYHO ONpPeaeNUTb YCTPOMCTBO.

Ecnv 3To NpaBMAO He HAaCTPOEHO, CNMCOK oTcoeamHsAemblx USB-ycTpoicTe ByaeT nycTbim.
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B Hayano

UserAvatarimage

N306parkeHne gnsa npodunsa nonb3oBaTtens
Tun AaHHbIX:

External data reference

MoaAaeprknBaeTca B:

Google Chrome OS (Google Chrome OS) HaunHana ¢ Bepcum 34

Moaaep:knsaembie GyHKLUN

OnHamunyeckoe obHoBneHUe npasua: Ja, Ana kaxkaoro npoduna: Ja

OnucaHue:

3To NpaBuUaO NO3BOJIAET BbibpaTb aBaTap No/b30BaTeNs, KOTOPbI OyAeT BUAEH Ha CTPAHULE BXOAa B aKKayHT.
[na aToro Hy»xHo yKasaTtb URL, no kotopomy Google Chrome OS ckayaeT nsobpaxeHue 1 Kpuntorpapuyeckui
XelW AN NPoBepPKN NoaIMHHOCTK daina. Mogaep»kusatotca nsobpaxkeHusa B popmarte JPEG pasmepom He
6onee 512 Kb. URL-agpec aonxeH 6biTb 4OCTYNEeH 6e3 ayTeHTUdMKauunm.

ABaTap CKaYMBAETCA N COXPaHAETCA B Kelle. OH cKaumBaerTca NMOBTOPHO, TO/ZIbKO €C/IN USMEHAETCA URL nau xew.

Huke npusegeH popmat npasuna. OHo aonKHo coaepatb URL 1 xew B popmate JSON. { "type": "object”,

"properties": { "url": { "description": "URL gns ckaumBaHua aBaTapa", "type": "string" }, "hash": { "description":

"Xew SHA-256 gns npoBepKM NOANMHHOCTM aBaTtapa”, "type": "string" } } }
Ecnun Bbl HacTpouTe npasuno, Google Chrome OS ckauyaeT nsobpaxkeHue 1 yCTaHOBUT ero B Ka4ecTse aBaTapa.
MNMonb3oBaTeNn HE CMOTYT U3MEHUTb UM 0BOMTU HACTPOEHHOE NPABUAO.

Ecnun Bbl He cTaHeTe HacTpanBaTb NPaBMIO, NO/1Ib30BaTE/IN CMOTYT CAMOCTOATE/IbHO BbI6MpaTb aBaTap anAa
CTpaHuubl BXoAa.

B Hayano

UserDataDir

YKas3aTb KaTanor An1a nosb30BaTeNbCKUX AaHHbIX
Tun paHHbIX:

String [Windows:REG_SZ]

PacnonoxeHue B peectpe Windows:

Software\Policies\Google\Chrome\UserDataDir

MpeanoututenbHoe HassaHue gaa Mac m Linux:

UserDataDir

MoapeprknBaeTca B:

Google Chrome (Windows) HaunHas ¢ Bepcum 11
Google Chrome (Mac) HaunHas c Bepcun 11

MNopaepxuBaemblie GpyHKUUM

OnHamunuyeckoe obHoBNeHWe npasua: HeT, Ons Kaxkgoro npodpuns: Het

OnucaHue:

OnpegaenseT KaTtanor, B KoTopom Google Chrome 6yaeT xpaHUTb AaHHble NONb30BaTENEN.

Ecnv noautuka 3agaHa, Google Chrome 6yaeT MCNonb30BaTb yKa3aHHbIM KaTaor HE3aBUCMMO OT TOTO,
YCTaHOBMA Nosib3oBaTesb paaxkokK "--user-data-dir" nam Het. Ytobbl M36€XKaTb NOTEPU AAHHbBIX UM APYTUX
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OLWMBOK, 3Ta NOAUTMKA HEe A0/1XKHA YKa3bIBaTb Ha KOPHEBOM KaTaior TOMa UKW KaTanor, UCno/ib3yemblii gnn
ApYrux uenein, nockonbky Google Chrome ynpaBsnseT ero coaepmnmbim.

Cnucok noaaep»1MBaembix NepemMeHHbIX NpuseaeH 3geck: http://www.chromium.org/administrators/policy-
list-3/user-data-directory-variables.

Ecnv He HacTpaunBaTb 3TO NpaBuo, byaeT BbibpaH NyTb A1A NPOdUASA MO YMONYAHUIO, HO NO/Ib30BATEIb CMOKET
WM3MEHUTb €ro ¢ NOMOLLbIO MapameTpa KoMaHAHOM cTpoku "'--user-data-dir".

Mpumep 3HaYeHUA:
"S{users}/S{user_name}/Chrome"
B Havano

UserDisplayName

OTobpaxkaeMble UMEHA OKaNbHbIX aKKAYHTOB
Tun gaHHbIX:

String
Moapep:knBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHasa ¢ Bepcuu 25

Noppep:kmnBaemble PyHKLUMU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxaoro npoduna: Het
OnucaHue:

YnpaBneHue Ha3BaHMUAMM IOKa/IbHbIX aKKAayHTOB, NPMBA3aHHbIX K YCTPOMCTBY, Ha CTpaHuLe Bxoga Google
Chrome OS.

Ecnm 3TOT napameTp yCTaHOB/IEH, Ha CTpaHuLLe Bxoda byayT UCMonb30BaHbl UMEHa MoJib3oBaTeNei ¢
COOTBETCTBYIOLIMMM KapTUHKaMM NPodUIA A8 KaXA0ro I0KaIbHOTO akKayHTa.

Ecnv napameTp He yctaHoBneH, Google Chrome OS 6yaeT ncno/ib30BaTh Ha CTPAHULE BXOAa UAEHTUOUKATOP
afpeca 31eKTPOHHOM NOYTbI 418 KaXKA0ro 0Ka/IbHOrO aKKayHTa.

MpaBMIO He OTHOCUTCA K OBbIYHbIM aKKayHTaMm.
B Hayano
VideoCaptureAllowed

BKAtoyeHMne unm oTkNoYeHne GyHKLMM 3axXBaTa BUAEO

Twun gaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\VideoCaptureAllowed

MpepnoututenbHoe Has3BaHue ana Mac um Linux:
VideoCaptureAllowed

Moapep:knBaeTca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c Bepcumn 25
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcuu 25

Noppep:kmnBaemble GyHKLUU
OnHamunuyeckoe obHoBneHWe npasua: Aa, Ana kaxkaoro npoduna: a
OnucaHue:
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BkatoueHne nnum oTkAYeHme q)YHKLI,MM 3anncu enaeo.

Ecnv NnpaBuiIo BKIOYEHO MAKM HE HACTPOEHO (3HAYeHMe No YyMOAYaHUI0), ByAeT NoABAATLCA 3aNpPOC JOCTYNa K
pecypcam 3a nckntoueHmem URL, BkatoueHHbIx B cnncok VideoCaptureAllowedUrls (kK HUm goctyn
npepocrasaseTcs 6e3 3anpocos).

Ecnv npaBuio OTKAKOYEHO, 3aNpocC A0CTyNa NoABAATLCA He byaeT, a pyHKUMA 3anncK Buaeo byaeT 4ocTynHa
TO/IbKO MO CCbINIKaM, ycTaHoBAeHHbIM B cnincke VideoCaptureAllowedUrls.

3TO NpaBuIo AENCTBYET A8 BCEX BUAEOYCTPOICTB, @ HE TO/IbKO AN BCTPOEHHOM Kamepbl.
MpumeyaHue ana ycTpoucTs Ha naarpopme Google Chrome OS, noaaepxusarowmux npunoxeHua Android.

Ana npunoxkeHnin Android 3To NpaBua0 BANAET TONIbKO Ha BCTPOEHHYIO Kamepy. Eciv Bbl 3a4anm 3HaueHue
True, ana Bcex 6e3 NUckYeHma npunoxKeHmin Android Kamepa byaet HegOCTYNHa.

Mpumep 3HaYEHUA:
0x00000000 (Windows), false (Linux), <false /> (Mac)
B Havasno

VideoCaptureAllowedUrls

URL, KoTopbim A0OCTYN K BUAE03aNMCbIBAOLMM YCTPONCTBAM NpeaocTasaseTcs 6e3 3anpoca
Tun gaHHbIX:
List of strings
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\VideoCaptureAllowedUrls
MpeanoututenbHoe HassaHue gna Mac m Linux:
VideoCaptureAllowedUrls
Noppep:knBaerca B:

e Google Chrome (Linux, Mac, Windows) HaunHas c Bepcum 29
e Google Chrome OS (Google Chrome OS) HaunHasA ¢ Bepcum 29

Noppep:knBaemble GyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ana kaxkaoro npoduna: [a
OnucaHue:

LLlabnoHbI, yKa3aHHble B CNINCKe, CBepAIOTCA ¢ 3anpawmeatowmm URL. Mpu o6Hapy»KeHNn CoOOTBETCTBUI A0CTYN
K aygmoycTpoiicTBam npeaocrasnanetca 6e3 npeasapuTenbHOro sanpoca.

NMPUMEYAHMUE. o sBepcumn 45 310 NpaBuiIo NOALEPHKMBANOCH TONIbKO B PeXUMe KMOCKa.

Mpumep 3HaYEHUA:
Windows:
Software\Policies\Google\Chrome\VideoCaptureAllowedUrls\1 = "https://www.example.com/"
Software\Policies\Google\Chrome\VideoCaptureAllowedUrls\2 = "https://[*.]example.edu/"
Android/Linux:
["https://www.example.com/", "https://[*.]example.edu/"]
Mac:
<array>
<string>https://www.example.com/</string>
<string>https://[*.]example.edu/</string>
</array>
B Hayano

WPADQuickCheckEnabled
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Paspewwntb ontumunsaumio WPAD

TuUn AaHHbIX:
Boolean [Windows:REG_DWORD]

PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\WPADQuickCheckEnabled

MpeanouytutenbHoe HasBaHue gaa Mac u Linux:
WPADQuickCheckEnabled

Moppeprkusaertca B:

e Google Chrome (Linux, Mac, Windows) HauuHas c sepcumn 35
e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcuu 35

NoapepkmBaemble pyHKUUMU
OnHamnyeckoe obHoBAeHMe npasua: Het, [lna kaxkagoro npodouna: Het
OnucaHue:

Mo3BonseT OTKAUUTL onTuMmsaumio npotokona WPAD (Web Proxy Auto-Discovery) B Google Chrome.

Ecnu 3agaHo 3HayeHue False, ontumunsauma WPAD 6yaet oTkntoueHa u Google Chrome yBennuut Bpems
oxuaaHua gns cepeepoB WPAD Ha 6a3e DNS. Eciv npaBuio He 3a4aHO UK BKAOYEHO, onTummsaumsa WPAD
6yaeT BK/OYEHa.

Kakoit 6bl HM Obin 3a4aH NapameTp A4/1A NpasuK/ia, N0/1b30BATE/IN HE MOTYT MEHATb HAaCTPOMKK ONTUMMU3ALMN
WPAD.

Mpumep 3HaYEHUA:
0x00000001 (Windows), true (Linux), <true /> (Mac)
B Hayano

Wallpaperimage

O6ou ans pabouero cTtona
Twun gaHHbIX:

External data reference
NoapepxuBaerca B:

e Google Chrome OS (Google Chrome OS) HaunHas ¢ Bepcum 35

NoppepknBaemblie PyHKLUMU
OnHamunyeckoe obHoBneHWe npasua: Ja, Ana kaxkgoro npoduna: [a
OnucaHue:

Mo3BonsieT BbI6paTh 060M Ana paboyero ctona.

YT106bI 334aTb GOH A5 paboyero cTona v 3KpaHa BXo4a Ha KOMMblOTEPax Noab3oBaTenen, ykaxute URL,
AOCTYNHbIM 6e3 aBTopm3aumn, ¢ kotoporo Google Chrome OS ckayaeT M306paXkeHMe, a TaKKe Xew Aa
NpPOBEPKU LLeNIOCTHOCTU daiiia. Pasmep nsobparkeHus He foKeH npesbiwaTte 16 MB. MNoagepkMBaemblit
dopmart — JPEG.

Mocne ckaumeaHua nsobpaxkeHune Kewupyetca. Ecam URL nam xew usmeHaTca, daiin byaeTt ckayaH NOBTOPHO.

B KayecTBe 3HayeHMA NpaBu/Ia YKasbiBaeTcs cTpoKa B popmaTe JSON, copeprkawan URL n xew. OHa gonkHa
n,.n n n

umeTb cnegytowmii Bug: { "type": "object", "properties": { "url": { "description": "URL ana ckaumeaHus

nsobpaxkeHuma", "type": "string" }, "hash": { "description": "Xew SHA-256 gns nsobpaxxexua", "type": "string" } }
}

Ecnv npasuno 3agaHo, Google Chrome OS ckauaeTt nsobpaxkeHne u byaeT UCNob30BaTb ero B KayecTse 0boes.
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NMonb3oBaTenm He CMOryT USMEHUTb UM OTMEHUTb ero.

Ecan npaBuna0 He 3a4aHO0, N0/1b30BaATE/IM MOTYT CAMOCTOATE/NIbHO BbI6VIpaTb M306pa>1<eHme ana paﬁoqero CTona
1 3KpaHa BXoA4a.

B Havano
WebRtcUdpPortRange

OrpaHnymMBaTb AMana3oH JoKaabHbIx nopTos UDP, ncnonbsyembix WebRTC
Tuvn paHHbIX:
String [Windows:REG_SZ]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\WebRtcUdpPortRange
MpeanoututenbHoe HassBaHue gaa Mac u Linux:
WebRtcUdpPortRange
HasBaHue orpaHuuyeHus ans Android:
WebRtcUdpPortRange
NoapepknBaeTca B:

e Google Chrome (Linux, Mac, Windows) HaunHasa c Bepcuu 54
e Google Chrome OS (Google Chrome OS) HaunHasnA ¢ Bepcum 54
e Google Chrome (Android) HaunHas c Bepcun 54

NoppepkmBaemble GyHKLUMU
OnHamnuyeckoe obHosieHMe npasua: Het, Ana kaxkgoro npoduna: da
OnucaHue:

Ecnv npaBuno 3agaHo, guanasoH nopta UDP, ucnonssyemoro WebRTC, orpaHMyeH ycTaHOBAEHHbIM
WHTEpBasIoM NopTa (BKAKOYAA KOHEYHbIE TOUYKHM).

Ecnn npaBuao He 3a4aHo MH60 3HAYEHNEM ABNAETCA NYCTas CTPOKA MW HeeNCTBUMTENbHbIN ANMana3oH NopTos.,
WebRTC 6yaeT paspelleHo ncnonb3oBaHue ntoboro goctynHoro nopta UDP.

Mpumep 3HaYeHUA:
"10000-11999"
B Havasno

WelcomePageOnOSUpgradeEnabled

BKNOUYNTb MOKa3 CTapTOBOM CTpaHULbI NP NepBOM 3anycke 6paysepa nocne obHoeneHus OC
Twun gaHHbIX:
Boolean [Windows:REG_DWORD]
PacnonoxeHue B peectpe Windows:
Software\Policies\Google\Chrome\WelcomePageOnOSUpgradeEnabled
MoapeprknBaeTca B:

e Google Chrome (Windows) HaunHas ¢ Bepcun 45
Noppep:kmnBaemble GyHKLUU
OnHamunueckoe obHoBNeHUe NpaBua: Het, Ans Kaxgoro npopuns: Het
OnucaHue:

MoKasblBaTb CTPaHMLY NPUBETCTBUSA NPU NepBOM 3anycke bpaysepa nocse o6HosieHUa OC.

Ec/v 3TO NpaBumo BKAOYEHO (3HayeHue True) nam He yCTaHOBNEHO, MPU NepBOM 3anycke bpaysepa nocne
06HOB/IEHUA cucTeMbl ByaeT oTobparkaTbCA CTapTOBasn CTPaHMLa.
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Ecnn 310 npaBmio BbikAtoYeHO (3HaYeHuMe False), nocne 06HOBAEHMSA CUCTEMbBI CTAPTOBAA CTPaAHMULA
oTobpaxaTtbca He byaerT.

Mpumep 3HaYEHUA:
0x00000000 (Windows)



